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Abstract

The number and complexity of cyber-attacks has been increasing steadily in recent years. The
major players in today’s cyber conflicts are well organized and heavily funded teams with spe-
cific goals and objectives, working for or supported by a nation-state. A commonly used term
to describe such teams/groups is Advanced Persistent Threat (APT). APT target the communi-
cation and information systems of government, military and industrial organizations and are
willing to use vast amounts of money, time and expertise to reach their goals. A clear indication
of the level of sophistication of APT is their impressive arsenal. The complexity and capabilities
of recently discovered malware used to facilitate such attacks are remarkable: Stuxnet, Duqu,
Flame, Red October, MiniDuke and more recently Regin are examples of highly sophisticated
malware, the development of which required skillful individuals - in some cases (e.g. Stuxnet)
with expertise in multiple technology fields - as well as substantial financial resources. In ad-
dition, serious insider attacks have occurred that resulted in the publication of several thousand
classified documents, highlighting the fact that even in sensitive institutions, the effectiveness
of the existing security safeguards is insufficient. Advances in attacker sophistication have not
been matched by similar defensive advances. The concept of keeping the internal, trusted net-
work separated from the external, untrusted one (i.e. boundary protection) has become obsolete.
The use of blacklists or signatures for attack detection is practically useless against sophistica-
ted attackers. The security industry, having spent decades developing security products such as
anti-malware solutions and intrusion-detection/prevention systems, refuses to admit the short-
comings of these products. It is not uncommon for security companies to advertise that their
products can detect and stop APT, even though the same products have been unable to detect
such attacks for several years. Furthermore, C-level executives fail to understand the need for
more robust security mechanisms, as they believe that by following vendor recommendations
and making significant investments in traditional security solutions, they will keep their organi-
zation secure. However reality has proven them wrong, over and over again. In order to defend
against such sophisticated adversaries, it is necessary to redesign our defenses and develop
technologies focused more on detection than prevention. The purpose of this thesis is to offer a
comprehensive view of the APT problem by analyzing the most common techniques, tools and
attack paths that attackers are using, and highlighting the shortcomings of current security solu-
tions. The use of deception techniques for attack detection is one of the integral focal points of
this thesis. Based on this concept, a novel APT detection model is proposed, implemented and
evaluated. The evaluation results highlight the significant efficacy of the model in detecting
sophisticated attacks, with a very low false positive rate.
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