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Web 2.0 and Online Social Networks
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Open Source (& Social Media)
Intelligence (OSINT/SOCMINT)

Open Source Intelligence is produced from publicly available
information, which is:

— collected, exploited and disseminated in a timely manner,

— offered to an appropriate audience, and

— used for the purpose of addressing a specific intelligence requirement

Publicly available information refers to (not only):

— Traditional media (e.g. television, newspapers, radio, magazines)

— Web-based communities (e.g. social networking sites, blogs)

— Public data (e.g. government reports, official data, public hearings)

— Amateur observation and reporting (e.g. amateur spotters, radio monitors)

OSINT defined by US DoD (Public Law 109-163, Sec. 931,"National
Defense Authorization Act for Fiscal Year 2006“).

SOCMINT is produced from Online Social Networks and the Web 2.0



A selection of capabilities

Ildentify and predict delinquent behavior

Identify and predict deviant and delinquent behavior of

minors

Detect and prevent abuse of minors



Personal factors indicating delinquent behavior

* Predict delinquent behavior via psychosocial factors

Shaw’s factors

Introversion

Social and personal frustrations
Computer dependency

Ethical “flexibility”

Reduced loyalty
Entitlement-Narcissism

Lack of empathy

Predisposition towards
law enforcement

FBI’s factors

Greed/financial need
Anger/Revenge

Problems at work
Ideology/Identification
Divided loyalty
Adventure/Thrill
Vulnerability to blackmail
Ego/self-image (Narcissism)
Ingratiation

Compulsive and destructive behavior
Family problems




Human behavior prediction:
An indicative set of theories & frameworks

General Deterrence Theory (GDT): Person
mmmm COMMIts crime if expected benefit outweighs
cost of action

Social Bond Theory (SBT): Person commits
=== Crime if social bonds of attachment, com-
mitment, involvement and belief are weak

(SLT): Person
mmmm COMMIts crime if associates with delinquent

augmentation

intention (attitude, subjective norms,
perceived behavioral control) towards crime
is a key factor in predicting his behavior
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Situational Crime Prevention (SCP): Crime
mmm OCcCUrs when both motive and opportunity
exist




The NEREUS® Framework
Social Media Intelligence (COSMINT)



. Naive Bayes, R h = I )
SVM, MLR, e _spfau ics exp_a_nat_lon,
interdisciplinary classification

Results/ EM, Canopy, y
assistance

Classification etc.
B e _inein é . ?TrainingSet S— @

Domain Expert

Draft research
scoping

77
R R

Classifier

= ) t Language, jargon, content,
emming, stop ethnological characteristics

wo": remov L w explanation
Researchers’ compliance A L, j
with ethical standards etc.

Data preprocessing

Linguistics Expert
YES NO
Sample definition

NO Research j (bias, analysis, etc.)
kﬁj 0 termination @' o )

7

S
Legal Anonymization Crawling server Statistics Expert
Expert layer
\ YES API Calls
= Medium-to-scope
Y ’ Scope adjustment
Terms and conditions Definition
F k | ;
rameworss, t?o > Web 2.0 Medium Content Expert
methods, techniques
consulting Massive numbers
Legend of independent §
Web 2.0 Medium: Facebook n users =
Twitter . )
i OonA
YouTube Domain Expert @ AUEB

Sociologist Critical Infrastructure Protection Laboratory
Psychologist

Political Scientist User
ES Content generation Ver. 2.11.14, 24.11.2014

Blogs Q
Domain Expert: Psychiatrist &% Information Security &

10



Case 1:
Revealing negative attitude
towards law enforcement

OSN: YouTube Tuhe
Science Theory

Machine Learning
Computing
Data Mining

Sociology Social Learning Theory

Application: Detection of threats and delinquent behaviors,
capabilities for detection of deviant behavior of minors
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In a nutshell

Detecting negative predisposition
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Case 1: Revealing negative attitude You
towards law enforcement Tube

* |Individuals tend to transfer offline be-
havior online

* Extract results about users’ negative
attitude towards law enforcement and
authorities (government, army, police)

Law enforcement

predisposition

* Trait of negative attitude towards law
enforcement is connected to delinquent
behavior via:

— Sense of entitlement
— Lack of empathy
— Anger and revenge syndrome and

— Inflated self-image
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You
Dataset description Tube

e Crawled YouTube and created dataset consists solely of Greek users.

 Utilized YouTube REST-based API (developers.google.com/youtube/):
— Only publicly available data collected
— Quote limitations (posed by YouTube) were respected

* Collected data were classified into three categories:

— User-related information (profile, uploaded videos, subscriptions, favorite videos,
playlists)

— Video-related information (license, # of likes, # of dislikes, category, tags)

— Comment-related information (comment content, # of likes, # of dislikes)

2.043.362 207.377 12.964 Y 'I' h
comments VidEOS users ou u e

* Time span of collected data covered 7 years (Nov 2005 - Oct 2012).

* A basic anonymisation layer added to the collected data:
— MD5 hashes instead of usernames
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You

Graph Theory and Content Analysis

Small World Phenomenon:

— Every user of the community is 6 hops
away from everyone else

Indegree Distribution:

— Presentation of statistical distribution of
incoming edges per node

Outdegree Distribution:

— Presentation of statistical distribution of
outgoing edges per node

Tag Cloud:

— Axis of content of the collected data via
tag cloud analysis

YouTube’s nature:

— Popular social medium, emotional-driven
responses, audio-visual stimuli, alleged a-
nonymity, users interact with each other,
contains political content

2005: Founders register domain name and begin work on site

Y 2006: 100l video views per day
2007: YouTube launches in 9 countries and launches YouTube Mobile
2008: 15 hours of video uploaded every minute

2009: YouTube announced more than 1 billion views per day

2010: 24 hours of video uploaded per minute

2011: 430 million unique users worldwide per month

2012: 600 million views a day from mobile devices

Over 4 billion 72 h
Over 800 milion hours of video = nours
] of video are
unique users are watched uploaded
visit YouTube each month on to YouTube
each month YouTube every minute
70% of : : o
YouTube traffic YouTube is localized Millions of
comes from in 53 countries and subﬁgrp‘;:pg;‘ons
outside the
i across 61 languages each day

25% of global YouTube views come from mobile devices
People watch one billion views a day on TouTube mobile
TouTube is available on 400 million devices
Traffic from mobile devices tripled in 20l
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You
Machine Learning (1/3) Tube

« Comment classified into categories of interest:

— Process performed as text classification
— Machine trained with text examples and the category each one belongs to
— Excessive support by field expert (Sociologist)

» Test set used to evaluate efficiency of resulting classifier:
— Contains pre-labeled data fed to machine, labeled by field expert
— Check if initial assigned label is equal to predicted one
— Testing set labels assigned by field expert

e Most comments are written in Greek - Greeklish comments
exist

* Training sets (Greeklish, Greek) were merged - One classifier
was trained

* Two categories of content were defined:

— Users with a negative attitude (Predisposed negatively (P))
— Users with a not negative attitude (Not-predisposed negatively (N))



Machine Learning (2/3)

Comment classification using:

— Naive Bayes (NB)

— Support Vector Machines (SVM)

— Logistic Regression (LR)

Classifiers efficiency comparison:

— Metrics (on % basis): Precision, Recall, F-Score, Accuracy

Logistic Regression algorithm:
— LR classifies a comment with 81% accuracy

Metrics
Classifier SVM LR
Classes P \\ P \ P \
Precision 71% 70% 83% 77% 86% 76%

Recall 72% 68% 75% 82% 74% 88%

F-Score 71% 69% 79% 79.5% 80% 81%

Accuracy 70% 80% 81%

Precision: Measures the
classifier exactness. Higher
and lower precision means
less and more false positive
classifications, respectively.

Recall: Measures the clas-
sifier completeness. Higher
and lower recall means less
and more false negative
classifications, respectively.

F-Score: Weighted harmo-
nic mean of both metrics.

Accuracy: No. of correct
classifications performed by
the classifier. Equals to the
quotient of good classifica-
tions by all data.



Machine Learning (3/3)

Video classification:

— Examination of a video on the basis of its comments

— Voter process to determine category classification

(Video) Lists classification:

— Voter process to determine category classification (same threshold)
Conclusions about user behavior:

— If there is at least one category P attribute then the user is classified into

category P
M

Uploads Playlists
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You
Flat Data
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Classes P |\ P N
Precision 86% 76% 72%  93%

Approach Machine Learning  Flat Data [z

Recall 74% 88% 92%  73%

F-Score 80% 81% 81% 82%
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You
Basic observations

6% of comments (of the 2.000.000 collected) include negative attitude
towards law enforcement

3.5% (of the 200.000 collected) of videos classified into the specific
category of interest

14% (of the 13.000 collected) of users express negative attitude towards
law enforcement

Ability to detect and predict delinquent behaviour of minors
o Violent behaviour

o Cyber bullying

o Sexual or emotional harassment
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Case 2:
Detecting stress level use patterns

OSN: Facebook 'f

Science Tool

Machine Learning

Computing

Data Mining
Pl BAI stress test
Psychology

Application: Detection/prediction of vulnerable individuals and
potential threats, detection and mitigation of child abuse

21
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Researchers’ compliance
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220
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Case 2:
Detecting stress level usage pattern @

* |ndividuals tend to transfer offline behavior
Stress level online

detection  Extract results about usage pattern depicted
stress level

* Analyze each user under the prism of stress
level both overall and over time (chronicity
analysis)

* High stress has been found to:

— Make individuals vulnerable to fall prey to
third parties

— Overcome moral inhibitions

* Analysis is based on Social Learning Theory
and stress correlations are based on Beck’s
Anxiety Inventory (BAI) stress test

23



Dataset description @

Crawled Facebook
e Users offered inf

Utilized Face :
— Only publicly available data collected
— De facto rESPECE'ST users’ privadyt s8ttings Store token e suthentication

Collected data were classified into four categories: token
— User inf; (friendsrhist:and profile-description),

Q User | "i%pr-g,em;ce_d caﬁfeﬁ{—@{%gtuees,—eem en and_hnks),_. User data
f -+ . . |
i

L —Agroups erest {comaumnities,.eventsandia
pEf mlSSlﬂn . e 17
interests (Fﬁmurs:lc actors, spofts, books,etaiaserver

pplication,

* A basic anonymlzatlon layer added to the collected data:

d dataset solely by Greek users

+ data using token

bV miegrate eleteall-user data upon selection
lana ved its efficiency and absence of
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Flat classification (overall indicators) @

Goal: Extract correlations between usage patterns and users who share
same stress valuation (according to BAI test)

Transformed relational database into a single tuple record containing
solely users’ comments and status

Flat data tuple subjected to stemming process

EM (Expectation Maximization) algorithm produced three clusters:
— Cluster 0 has too few users (~20 users)
— Cluster 1 includes users with high and medium-to-high stress score (~200 users)
— Cluster 2 includes users with low and medium-to-low stress score (~200 users)
50%

40%

30% -
20% -
10% -

—— M High Stress
I Medium Stress

m |

M Low Stress

0% - .
Cluster 0 Cluster 1 Cluster 2 25



Chronicity analysis (indicators over time) @

Goal: Detect differentiations of OSN use patterns over time
related, so as to depicted stress level

Split users’ use patterns into time periods (from 1 day to 1
month)

— Time period of one week produced best results

Chronicity analysis system consists of two modules:

— Preprocessing data module (responsible for the processing of input data)

— Usage pattern analysis module (responsible for analyzing usage patterns
based on a set of metrics)

Use pattern fluctuations depict differentiated medium use



Frequency of posts regarding sports

Chronicity
analysis Steps SCEH Frequency of posts regarding music

Frequency of posts regarding politics

Step 1: Classify user gene-
rated content into 4 prede-
fined categories (‘S’ stands

Frequency of posts regarding miscellaneous b

Interest shift per interest pair
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Clustering Voter

according to our observati-
ons).

Step 3: Transform metrics
results into arithmetic vec-
tors and perform data min-
ing on them using (a) K- CommentVarianceFlattened
means, (b) EM, and (c) Ca-

nopy algorithms. Utilize vo-

ter to decide fluctuations.

CommentedBy ratio

StatusVarianceFlattened
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Cluster id 1 2 3 4 5 6 7

Chronicity

Population 7%  16% 8% 3% 1% 7% 9%
lysi I
a na ySIS resu ts 0TgtatComments 3 78 S3 5 79 410 44
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e Visual representation of users
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. =
* Clusters 0 and 3 contain v soll—o B 000 004 005 015
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‘ _ % o, 20|, 9| 004 0,13 0,18 0,22
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imi i CommentDispersalF
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sports. attened
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Case 3
Threat detection based on Narcissism

OSN: Twitter

Science Theory

Computing Graph Theory

Sociology Theory of Planned Behavior
Psychology

Social Learning Theory

Application: Emotional harassment and cyber bullying
detection/prediction.
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Ina
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Predicting & identifying
potential insiders
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Case 3: Threat detection

based on Narcissism l' {l

Narcissistic
behavior
detection

Individuals tend to transfer offline
behavior online.

Trait of narcissism directly relates
to insider threats, OSN popularity
and influence.

Utilize graph theoretic tools to
perform analysis.

Valuation of social media
popularity and usage intensity.
Twitter data to become open.
Trait of narcissism relates to
delinquent behavior via :

— sense of entitlement

— lack of empathy

— anger and “revenge” syndrome

— inflated self-image
31



Dataset description S

Focus on a Greek Twitter community: Twitter (Greece, 2012-13)
— Context sensitive research 1.075.859
— Utilize ethnological features rooted in locality users
— Extract and analyze results

41.818

Analysis of content and measures of user influence fully crawled
and usage intensity

User Categories: Follower, Following and Retweeter _
7.125.561 connections

Graph: among them
— Each user is a node

— Every interaction is a directed edge

41.818 fully crawled users (personal and statistical data)

— Name, ID, personal description, URL, language, geolocation, profile
state, lists, # of following/followers, tweets, # of favorites, # of
mentions, # of retweets

32



Graph Theoretical approach

Strongly connected components:

— There exists 1 large component (153.121
nodes connected to each other) and several

smaller ones
Node Loneliness:
— 99% of users connected to someone

Small World Phenomenon:

— Every user lies <6 hops away from anyone

Indegree Distribution:

— # of users following each user
— Average 13.2 followers/user
Outdegree Distribution:

— # of users each user follows

— Average 11 followers/user
Usage Intensity Distribution:

Weighted aggregation of {# of followers, #of

followings, tweets, retweets, mentions,
favorites, lists}

Number of Users

Important cluster of users

AFgY
107 {s}r

1004}

104 {3}

=
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Narcissism detection =

* Majority of users make limited use of Twitter
— A lot of “normally” active users and very few “popular” users

— Users classified into four categories, on the basis of specific metrics
(influence valuation, Klout score, usage valuation)
* Above a threshold:
— User becomes quite influential/perform intense medium use

— User get a “mass-media & persona” status

The excessive use of Twitter by persons who are not mass-media or personas
could connect to narcissism and identify narcissists,
i.e. persons who - inter alia - tend to turn deliquent

Category

0-90 3.55-11.07 0-500
90 - 283 11.07 - 26.0 500 - 4.500
283 -1.011 26.0 - 50.0 4.500 - 21.000

1.011 - 3.604 50.0- 81.99 21.000 - 56.9000




Group dynamics

* Create reliable graphs of
interconnection, i.e.
visualization of groups of
people according to their
relationships and common
interests

Npdurr of Unera

 Compare deviating usage
behavior according to a set
of parameters, maximize
efficiency
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Web 2.0 data exploitation options

* Threat prediction:

— Applying Shaw and FBI psychosocial indicators
(narcissism, anger syndrome, revenge syndrome, etc.).
* Delinquent behavior prediction:

— Analysis of psycho-social characteristics (narcissism,
anger syndrome, revenge syndrome, etc.).

— Predisposition analysis (Graph Theory and Content
Analysis through Social Learning Theory, etc.).

* Forensics analysis support:

— Suspect profiling and analysis (examination of delinquent
behavior, etc.).



Some conclusions

Web 2.0 produces vast amounts of crawlable information and

SOCMINT can transform this information into intelligence

SOCMINT can assist in detecting narcissistic behavior,

predisposition towards law enforcement, etc.

SOCMINT can predict threats, predict delinquent behavior,

support law enforcement and enhance minor protection

SOCMINT intrusive nature dictates specific usage for clearly

legitimate purposes
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