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Introduction 
The Open Web Application Security Project (OWASP) is a security report 
that outlines the top ten most harmful vulnerabilities. In this report, our 
main goal is to make a deep analysis in the OWASP Top 10 project [9] 
pointing out why each vulnerability happens, the impact that may cause to 
the organization, the types of attacks that may occur and the 
prevention/detection techniques that have to be adopted in order to 
achieve sufficient security. In order to do this, we need automated tools 
that are necessary to reach our goal. In this research, we are going to 
present a list of automated tools such as vulnerability scanners, monitor and 
logging tools and antivirus software. There will be a brief outline for every 
tool and tables that will provide useful information about every tool like its 
strong and weak points, the price of the tool, the scalability and others. 

Definitions 
In order to comprehend the main section of our results it is vital to explain 
the next definitions: 

• Vulnerability Scanner: A vulnerability scanner is a computer program 
designed to assess computers, networks or applications for known 
weaknesses. The modern vulnerability scanner often has the ability to 
customize vulnerability reports as well as the installed software, open ports, 
certificates and other host information that can be queried as part of its 
workflow. 

• Monitor and Logging tool: Monitor and Logging tools are types of software 
that monitor log files. Servers, application, network and security devices 
generate log files. Errors, problems, and more information are constantly 
logged and saved for analysis. 

•  Antivirus Software: Antivirus software, or anti-virus software (abbreviated 
to AV software), also known as anti-malware, is a computer program used to 
prevent, detect, and remove malware.  

Classification Tables of Mitigation Tools 
Our results are mainly presented on three tables. Table 1 shows an example of 
Vulnerability Scanners presentation. The tools are classified according to the 
following criteria: (i) Strengths, (ii) Weaknesses, (iii) Free trial, (iv) Cost/Price, (v) 
Scalability, (vi) Technical Support, (vii) Vulnerability assessment, (viii) Reports and 
Analytics, (ix) Ease of use - GUI offered, (x) Compatibility.  

Table 2 shows an example of Monitoring and Logging Tools presentation. 
The examined tools have been classified based on the following 
parameters: (i) Strengths, (ii) Weaknesses, (iii) Free trial available, (iv) 
Cost/Price, (v) Scalability, (vi) Technical Support, (vii) Reports and 
Analytics, and (viii) Ease of use - GUI offered.  

Subsequently, Table 3 shows a presentation example of antivirus software. 
Antivirus software, which are classified using the following nine criteria (i) 
Strengths, (ii) Weaknesses, (iii) Price, (iv) On-Demand Malware Scan, (v) On-
Access Malware Scan, (vi) Website Rating, (vii) Malicious URL Blocking, (viii) 
Phishing Protection, (ix) Behavior Based Detection and results are listed in Table 
3.  

 

   Table 2: Example of Monitor and Logging tools presentation 

   Table 3: Example of Antivirus Software presentation 

Conclusions and Results 
The purpose of this survey was to categorize security tools which deal with 
threats and vulnerabilities that arise in this new era. The rationale for implement-
ing our research was to identify the most effective tools and present them based 
on specific criteria so that any interested parties can benefit. Our scope is not to 
suggest a specific tool, but through its analysis and presentation with the use of 
appropriate criteria, to help stakeholders choose the right one, i.e., the one that 
suits better to their own information systems. Results showed that most vulner-
ability scanners that we examined meet most criteria and the decision regarding 
which to use is ultimately, based on strengths, weaknesses, cost and compatibility 
with multiple platforms. A closer look at their shortcomings can help one avoid 
attacks on an information system. A combination of the tools can also provide 
better protection. With regards to the monitoring and logging tools, interested 
parties can select from a wide range of solutions. The analysis we made helps 
them decide which one suits better to their systems. Weighing the pros and cons 
and in conjunction with cost, scalability, technical support and reports, our re-
search can act as a guideline for reaching a decision. 
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Tool name Strengths Weaknesses 

Free 

trial 

availabl

e 

Cost/Price 
Scalabilit

y 

Technical 

Support 

Reports and 

Analytics 

Ease of use, GUI 

offered 

Solarwinds Network 

Performance Monitor (NPM) 

[2] 

- Easy to 

implement and 

customize 

- Free fully 

functional demo 

- Ease of 

scalability 

- Expensive 

- There are 

some user 

interface 

issues 

Yes 
From 

2440€ 
Yes Yes Yes Yes 

Tool Name Strengths Weaknesses Price 

On-

Demand 

Malware 

Scan 

On-Access 

Malware 

Scan 

Website 

Rating 

Malicious 

URL 

Blocking 

Phishing 

Protectio

n 

Behavior 

Based 

Detection 

McAfee 

AntiVirus Plus 

[3] 

- Strong 

protection 

- Good scores in 

hands-on tests 

- Perfect score in 

anti-phishing 

tests 

- Fewer features in 

iOS 

- PC Boost web 

  Speedup works 

only 

  in Chrome 

From 

19.99$/de

vice(year) 
Yes Yes Yes Yes Yes Yes 
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