PRACTICAL
ASPECTS
‘—»ﬂ OF SECURITY

11&12 June 2009

Human or bot? Let an audio
CAPTCHA decide

Dimitris Gritzalis, Yannis Soupionis
Information Securit§ Critical Infrastructure Protection Reseaadioratory
Dept. of Informatics
A ﬂS, Athens University of Economics & Business (AUEB)
Nl 7
« {darit jSoug@aueb.gr



mailto:%7Bjsoup%7D@aueb.gr
mailto:%7Bjsoup%7D@aueb.gr
mailto:%7Bjsoup%7D@aueb.gr
mailto:%7Bjsoup%7D@aueb.gr
mailto:%7Bjsoup%7D@aueb.gr

IS

Contents

Session Initiation Protocol (SIP)

Spam over Internet Telephony (SPIT)
CAPTCHA: Development and attributes
Software bots

Commercial audio CAPTCHA
CAPTCHA: Design and evaluation
Early conclusions and plans

20f 14



Session nitiation Protocol(SIP
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Spam over internet TelephonySPIT)
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CAPTCHA

CAPTCHA: CompletelfAutomated?ublic T ests to tell
Computers anél umansApart

1. Visual CAPTCHAS: Text or Image based

The proposed CAPTCHA must be:
> AnSAIAUMANS 10 Solve ..
A easy for a tester machine to ger

+ hard for a software bot to solve
3. Logical CAPTCHASs: Simple gquestion based

We have a mother and her daul
Who is the younger o
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CAPTCHA development process

: \[e)
Estimate User

sSuccess

Select CAPTCHA .

Estimate Bot

Success
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Decision :Until (UR>HAND (B R<)P Final CAPTCHA

UR: User Success Rate
BR: Bot Success Rate

b : User Rate Threshold
b : Bot Rate Threshold
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Generic CAP I CHA atlributes
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Selected CAPICHA attributes

BINEIE Random positioning
announcers of each digit
Digits only Proposed Background
{0, é&, 9} Audio CAPTCHA noise
Different Noise
duration between digits
)
1S
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Software Bots
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EXpernmentation with a bot
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Commercial audioCAPLTCHA

Recapteha
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2. http://gmail.com(Google 2008 (Vorm bot access rate: 33%)

3. https://accountservices.passport.net/reg@icrosoft, 2008Vorm bot access rate: 75%)
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http://recaptcha.net/
http://gmail.com/
https://accountservices.passport.net/reg.srf

STAGE 1

StageZ (»

Suggested CAP.FCHA

Different
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Number of users: 22
Age: 2030 years old
Mother tongue: Greek
Speak English: All
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Aucdio CAPKRCHA vs. Bot
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IS

Early, conelusions and.plans

Ongol ng efforts and r es

Low bot success rate was achieved because of th:
combination of all, referred to, attributes.

Evaluation of the audio CAPTCA effectiveness
will be further tested by audio/speech recognition
tools

Different populations of users will be considered,
and further evaluation and testing will be carried
out.

Additional bots are required for testing purposes.
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