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Web 2.0 and Online Social Networks (OSN)
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A generic professional motto...

Security & Marketing
should pay, not cost!




Banking goes social!

v Major banks around the globe -

exploit OSN opportunities ) 0o (< ,
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v ICICI Bank Twitter Banking

AXIS BANK

Axis Bank *

v’ Barklays 6 Facebook Apps

Bi

B; e ban
have begun operations in 1994. We welcome you to
the official fan page of Axis Bank

v'ASB Bank Facebook payments — « s

i
Bank Bra (A Meri Zindagi K

Book (L Nishow
o PICLULHY
Buy Tickets

EQ PicBa dges

v’ Axis Bank 12 Facebook Apps




...and then goes viral!

GT Bank (https://www.facebook.com/gtbank) .
12 Facebook Apps alBanic
2,359,205 likes

ICICI Bank (https://www.facebook.com/icicibank

(http ) @iciciBank
12 Facebook Apps
3,510,663 likes |

Barklays (https://www.facebook.com/BarclaysUK) "’”

6 Facebook Apps BARGLATS
557,968 likes

HDFC Bank (https://www.facebook.com/HDFC.bank) IL'.:lI
10 Facebook Apps
2,320,108 likes

AXIS Bank (https://www.facebook.com/axisbank) A
12 Facebook Apps AXIS BANK

3,070,646 likes



Threats

Socioware man-in-the-

mi C| dIe mo;;a' E The Associated Press ©
v" OSN orchestrated DoS/ o

DDoS k

O attac S _EK‘L. par’mer amo g5 Kol TEQC.__ KOl TO TpEﬁIUU UUVE}{IKETUI...

v New age Phishing -
v' Social Engineering attacks " _
v’ Customer profile hijacking : D |
v' Data leakage



Opportunities

v Detect Socioware infections, protect your clients
v" Clients are good beta testers - collect their intelligence

v Aggregate crowd generated intelligence over your
systems

v’ Evaluate performance and security

v' Utilize Social Media Intelligence to enhance fraud
detection

v' Manage and mitigate data leakage

v" Predict potential insiders



Examples

._
To [ c-»anking g - ypnogomolel MD5 yia message

authentication....

*x
XelpdTepo e-banking meBaiveg.. .
Like - Comment

I < siovest bank in [ Don't aeposit nere or else it

be the year 3015 before you can get your money out again.

Share - 93 013



Beyond Security

v' Utilize results beyond ICT security

v' Enhance Business Intelligence

v' Gamify content

v Focus on individuals, and...
...strengthen engagement
...personalize offers/services

...personalize content



What do people/customers say?

Tov | ov I comAnpwoa ohooyepwg kar karallxpovia

VW pITEpa Kuruuuhunm oaveio ki mapd Tig diapaptupieg ou n |G
OUBETTOTE PoU ETESTPEWE Ta aopaMaTpa WA TIOU agopoloayv To GAVEID

m‘ru-ﬂut; B inuepa 6uwe pou améaTeide oofapdTarn

emoToAn yia va eopinow kal Ta aopdhioTpa fwig amo [TREws

B o roug apriow va pou kavouv aywyn? & G

Like - Comment - Share - g754 [125
I

otav TnAepwvw ata customer service Twv TpameZwv [T cxw mv
EVTUTTIWGON OTI Jou WiAdEl KATToI0C TToU apyoTepd Ba ToV HadTIywaouy.

Mpwv amé Aiyo ékava pia avainwn ot eupw arré Tnv |Gz o

.To oo ATav amd CuValATyUd Kal o
UTTAAANACC QvTi VO TO TIEPACEl OTO KOUTTIOUTER HOU TO £ypawe XEIpoypaga
KOl TTpoaTadnae va Jou khéwel 1000 supd TTEpIToU. EUTUYWC TO KOTCARO
Ko S10pBwae To "uTmoTIBépevo” AGBog Tou. . Av KATToIog EEpEl amTd auTEC TIG
Siabikagiec Tov TIapaKaAwW TTOAD Va ETIKOIVWYHTOUPE VIO VO JE Guna'ﬁ

aTn KoTayyehio TToU BEAW va KAVLW, YIOTI Eival OaQEg Ti TIAYE va KAVEl




A bank asking important questions

v" How can I boost customers engagement?

v' How can I take advantage of top influential social

media users?

v How can I enhance customers’ satisfaction?

v' How can I meet customers’ expectations?



A-Bank-in-a-Bank

v Every bank has many vaults

v' How about yet another “vault”, i.e., the “vault” of data,

transactions, and preferences for every client

Why not systematic and in-depth-use of this data?
(where applicable, given informed consent of the user)



NEREUS Base: Big Data Analysis

Results Data
Extraction Warehousing

Data Mining,
Machine
Learning, NLP

OSN Data
Collection

Data

Z Restructuring

Data Analysis



NEREUS Platform: Generic Architecture

Naive Bayes,
SVM, MLR,
Results/ EM, Canopy,

Draft research @ Classification etc. assistance
- \‘ . . =
scoping | . % E ?TrammgSet o

{ Classifier
g . Language, jargon, content,
IO S 2 ethnological characteristics

wo“: remo-val, w explanation
Researchers’ compliance LEREEIUER IR j <WFA
with ethical standards =i <

Data preprocessing

interdisciplinary classification

Domain Expert

Linguistics Expert

YES NO
Sample definition
R h /W (bias, analysis, etc.) Q
NO esearc ~ @
| ,j Q termination (R) <@
N ) <
Legal Anonymization Crawling server Statistics Expert
Expert layer
{ YES API Calls
S~ N Medium-to-scope
Q\\\/ A Scope adjustment Qh X
‘.\/ . wae
Terms and conditions Delnc &
Frameworks, t?ols, Web 2.0 Medium Content Expert
methods, techniques
consulting

Massive numbers

Legend Qhé of independent e
& ' e

Web 2.0 Medium: Facebook n users

Twitter .
i OnA
vouTube Domain Expert Q Q AUEB
Blogs Q
Domain Expert: Psychiatrist @% Information Security &

Sociologist Critical Infrastructure Protection Laboratory
Psychologist

Political Scientist User
etc. Content generation Ver. 2.11.14, 24.11.2014




NEREUS Platform: Capabilities

v Intensive data gathering and aggregation platform
v Online sources: Social Media, websites, blogs, portals, etc.
v" Calculate specific OSN and Business Intelligence metrics

v Chronicity analysis

v" (Automated) Sentiment analysis (14 languages + Greeklish)
v Qualitative, penetrating and reliable information, timely

v Not an opinion poll - gathers all of the sampling space

v “You-put-the-question, we-provide-the answer” capability




NEREUS Platform: Data analysis options

uuuuuuu CIVTIOTOIXU);/X p .
nﬁgg‘%?lm EEIG
SUMNOYR Kal avaAuon TwV anoWemv i n.mzn\c!T'.an -
Mnou ekPpalouv ol NOAITEG-NEAATEC

oTa YnPlaka peca

NAaywync.-.
‘r ) \/;nlngﬁo
4

AuTtopartn avaiuaon
eKPPalOPEVOU oUVaIoONHATOC
(eMnvika + greeklish + 14 yAwooec)

= 5 - o OGHGVG)V
dpen Blgewy y sl .A”,Tm?
1\ &

B "””W"UI\UI A3

EGVlKo A ki I Anor

=y
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Real flexibility

(You put the question. We provide the answer!)

CITIZENS'

OPTIONS Topic of interest ; Service ;
Context Field ; Field . Field ; Field , Field ; Field ,
OSN attribute
Location
Language
Facebook
Cn] Target group
Time e
@ Period To
Location
m Language
m Twitter Target group
m campaign
Time Eem
m Period To
O e-Market attribute
! Location
Amazon
a Language
Time TEem
Period To
Blogs attribute
BLOG Language
o FROM
Bﬁ Time
Period
To




@ Facebook:
(Open) Profile analysis

““““““““ MILLION seaurin

DESTINATI[IIIS
TlMETHINGSKHM.lFA“E”d?Iim . | . . .
o UBS - EK(pp'CICETCII KUPIWG BETIKO Kal OUDETEPO
G"“D %‘Il]l‘{IECE ouvaiodnua

DAKPLYEBURJ Y v" TlpowBouvTal Ta GNUAvTIKOTEPA
BU"PH“NE u TOUPIOTIKA a&loBeaTa

I_IJXURYCITY :;:;x v Xpn‘?n GETIK(DV Ae€swv “best”, “welcome
BURJALARAB B o Sz

AAAAAAAA INTERNATIONAL

HﬂﬂiﬁRABVIDEu AMZN BEs i v MepioooTePO ouvaiabnuaTiko AeEIAOYIO
IlHAﬂI lIVEm ' ' .

- B8a unopouce va BEATIWOEI T CUPHETOXN
ol FOUNTAIN e
EXPU CHEDIT BUILDING PALM
* coves MORNING ™

¥ HIGHRESS Amm HT BBBBBBB

# of posts



Google+:

(Automated) Sentiment analysis

Apvntiko

# of posts 112

m
31 7

OuédéEtepo

OgTiko For 14 languages, including Greek & greeklish

World on 44, Warwick Dubai signature Restaurant, officially opens its doors this
next Sunday the 10th.Enjoy 360 degree panoramic views and an excellent
cuisine with a blend of South American and Mediterranean flavors! #MyDubai
#MyDSS #Eatingout

Positive

What's on your must-do list for a perfect Eid? On this #TravelTuesday, we
recommend you to enjoy the many off the beaten path & popular attractions
Dubai has to offer, or travel by car and discover other Emirates to experience a
Five-Star holiday with your loved ones! #eidholidays #eidalfitr #mydubai

@
WARWICK @

Fribeinalivnal liotels

Can you guess the name of this traditional Arabian tower that can be found
Neutral across the U.A.E? Tip: It was used centuries ago to provide natural ventilation to
buildings. #Warwick #Dubai Photo Credit: Pinterest



Twitter:
Most popular tweets/posts

Atlantis The Palm tree is awesome, look at this picture and you will love it 770.712
Super Fireworks! Do you look forward to see what will happen in 2015? Follow and share! 486.778
Solid hospitality, amazing hotels and places to go sightseeing... 467.468
Full package experience, perfect for families and package holidays lovers! Check it. 395.446
Currently tax form completion #thunderstorm #saveme #yolo 381.796
#Airlines , New A380 Hub Concourse At #Airport 355.518
There's always a reason to celebrate. #GreatHoliday #letshavefun 349.137
A City Like No Other City, you must visit!!! 340.899
Guess where ? 313.152

Luxury boat tax free 306.281



The Guardian:

Article selection & assessment

Talidla

v ' '
(1.366 &pBpa) H apBpoypagia TnG £pnpePIdac

Mok glval evrova apvnrikn yia Ta HAE

(7.406 apBpa) v Ta nepioocoTEPa apbpa avagepovTal

ota «NeEa Tou Koapou» kal
ouoxeTiCouv Ta HAE pe Tnv NoAITika

OLKOVOLLKAL . '
aoTaln neploxn Toug

(1.131 apBpa)
v ApKETA apBpa TnG epnuePidac
avaAUouv Tnv NOAITIKN kaTaoTaon
Kéopioc TNG XWPAS

(28352 apBea) v/ 3XETIKA Aiya apbpa Tne epnuepidac

avagepovTal ota HAE w¢
Ta&IdWTIKO NPOOPICHO

v 2XETIKA Aiya oIKOVOuIKa apbpa Tng

mmm gpnuepidag agopouv Ta HAE
egative

# of articles 1.857 8.472 29.604 <

@ theguardian




Twitter:

Top influential followers/tweets/hashtags

Top influential followers

IS influence mmmm

TravlandLeisure 89.5 1.333.348 5 New York
mariashriver 889 2.330.868 5 5 Los Angeles
alispagnola 84.4 1.525.517 5 5 Los Angeles
Top-2 influencer tweets Top-2 influencer hashtags
e PEOPLE ?ﬁ"i}ﬁnﬂﬁ . mw:;;;:sumvmcnm
MAR' A e S RAISETHEWAGE s
NiMKE mspmmuwu(:“rmmn mﬁfﬁﬂ?ﬂéﬂﬁ{}ﬁﬁEmknsﬁﬂggm
oo WOMENNBCNEW SNEw = i STILLALICE WIPEOUTALZ=

nsﬁmﬁBlunTwnTERﬂ"v'ﬂm mwmmms?ﬁﬁ'ﬁ“JUSTGRADUATEDBUUKM
- PAYCHECKTOPAYCHECKE2
MARIASHRIVERG:::: isuWHATWOMENNEED e %
4“E'LTSHRIVERREP0RT = TuogGTALA THEIMERS BNDALT QATAR

““‘HAFPY TALK WWMSPASSHFURWAHD.CV-A":TE.‘GT.M
PlCSHARESTHANKm SOTUEULLYALIVE ARCHITECTOFCHANGE
TUI]AYSHUW KSCHW ARZENEGGER R NATOUALAETRTMONTH SIFRBOVL

TRES ALZHEIMERS = '"|_||:EST[]RY " THINGSTHATMOVEYOUFORWARD X2

SPECIAU][YMP!CS PROJECT ™ THAKSGIVING i:‘&‘”"'



The Guardian:

Assessment of critical articles

Considering the price for this, it's not

worth it in my opinion]...] . Not sure Don’t like the place, municipality

why, but this service didn't blow me should have designed it better.
away. It's just ok.

Previous process was better and easier
to follow, they have messed up...

guardian

v Mia anoyn Pnopei va exel BeTIKO, apvnTIKO I OUBETEPO NEPIEXOHEVO
v' TToAU XpnoIo oTnV anoTiunon Tpansdikwv UnnPECIwV



Twitter:

Who talks about the Bank? What about?

Mildly prone
to high stress
periods

Highly
Influential

Mildly redisposed
towards law and
authorities

Specific individual

Joined Twitter 23/04/2009

Economic

\ Age 25 o O Liberal
?g Y Location Greece Specific individual

| Profession Journalist

Followers’ profiling on an individual basis.
Example: Top influencer w.r.t. a specific bank.



A sample of generic (answerable) questions

How could | exploit trends, so as to launch a

new service campaign?

(d How could | prepare content/gift/offer

personalization?

J How could | engage customers on my

. service/product?

J How could | customize my products on each

customer?

(d What product should | promote to each

customer, based on her preferences?
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