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Whnatis an Ontology?

A An’“ ntology IS'aTT-E‘XpliCIt descrlptlon of a domain:
1‘5——‘
[ CONCEpPLS
I properties and attributes of concepts
I constraints on properties and attributes —
| Individuals (often, but not always)

An.ontology. defines:
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ai Is Oniology Enginegering?

| —
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__Dn_t_ol_o_g)/ Engl_n_eerlng: | |
Defining terms In the domain and relations among
them

I Defining concepts in the domain (classes) —

I Arranging the concepts in a hierarchy:(subgclass-
superclass hierarchy)

ining.which attributes and properties (slots) classes ...

onstraints on theirvalues:
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Wny cdeveloo zir) @n'tolog y?
)

_=éx—'l'-@-shane_common understandlng of the structure
of Information

I among people
I among software agents

R

A To.enable reuse of domain knowledge
N a—

e standards to allow:interoperabllity.

iy
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Vlore reasons..

_:-A—T-o make_domam assumptlons explicit
| easler to change domain assumptions
| easlier to understand and update legacy data

A To separate domain knowledge from the
operational knowledge
[e-use domaln and operatlonalﬁﬁﬂledge-separﬂgy_

aints)

A"
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An ontology. An OO class structure

Aéreflects theAeredlegts dhe
the world the data and code -

Aéis oft etuctaeh o &€ ! S -Us-u a lbehaviora
of concepts (methods)
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— AFOCuUS on semantics andé

" énot on fi1l e formats
enot on number of bytes

A Accurately model the information content of a A complex
domain

A Capture semantic nuances
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A Ontologies should be self-documenting in two
SENSES.
I Allow people to browse the ontology and learn it

I Encode the definition of a concept such;that.the
computer understands its meaning

\Utomated reasoning with cenceBt djmmpgé‘
. cept B?

A"

S X an instance of concept A?

NATO ARW on Information Security:
Assurance and Security 10



ReleeORIGIGHIESH

-
-

lnformziion Securiiy.
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~Arlnformation-extraction applications

A Reuse is a core aspect of ontologies
I Reuse of existing ontologies faster than designing new ..
I Reuse decreases semantic heterogeneity of security KB

A Schema-driven software

nowledge-acquisition tools =d

B security query builderthat interrogates a
schema dynamlcally
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~ ArData Model:
I A primitive data structuring mechanism, in which an
ontology Is expressed

I Use of relational data model, object-oriented data
model, frame data model

AvOntelogy: — _
I DomaiiiSPESIiciconceptualization, expressed within
2 data model ——
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Corngorienis of an Oniology

—— - —

e
-~ A Concepts —
| Asset, Risk, Threat
I Access Privilege, Role, Security Incident, etc.

R

A Taxonomy of concepts
I Generalization/specialization hierarchies

superclass/subclass e
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Cornoonernis of zr Oniology (ceni’d)

—_— - = -
- A Ob]ects =
~ 1 Instances of ontology concepts, members of the domain

under investigation

I Strictly speaking, an ontology with instances is a
knowledge base —

A Relations and Attributes
I Both realized by properties (slots)

gh for secret data

Asset RIS Inherent Risk x Possibility of Occurrence)

@
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Cornoonernis of zrn Oniolocgy (,_cont'd)

—— -——ﬁ.

._A Constraints and ther ‘meta mformatlon about
&
relations

I Define allowable values and connections within an
ontology

A General Axioms
I Password quality: < 8 chars, no user names, special

reason W|th an ontology e
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A

Definition znd Gozls
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= A Security Ontology (SO) Is an ontology that
elaborates on the security aspects of a system

A Goals

I Formulate the most important security concepts of the
1S

- | e
ﬁlp relationships among the afe HONEU'CONCEPISIES
ﬁﬁm’d@ﬂ‘ Mnsqo-r#asonigg)
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SECURINAORIBIBH) @)

A

Definition zncl Gozls
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= A Provide a common security vocabulary

A Reduction of ambiguity of high level statements
(Risk Analysis, Security Policies, SLA) .

A Express organizational security needs T further
processing (e.g. Ponder input)

9 _ | -
ﬁﬁuate and audit the IS secl Ve rr——
| rganizational risk management
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Pravious work

mgsignatures ’
A SAML
A KAON - -

ATCSEC, ITSEC

-‘_

= )@ | (99 and.B
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Surnrnzary of eaporozcr

= A Model'IS security requirements in a CIM extension
schema based on RA and COBIT

A Enrich with ontological semantics (SO)‘

Adltink SO, concepts with legacysClIViiconcepts

I ————
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SO Design Vletnocdology

—/ Collaboratlveﬁpproach for ontology de3|gn*
~{ Consideration of ontology design criteria**

I ldentification of security-related concepts from COBIT
PO9 process

I Definition of security vocabulary

I Development of concept-centric partial’ ontologies

I Integration of the partial ontelogies in'a SO prototype .
efinement of vocabulary and aIization-of(hgm

uation and feedback

* Holsapple C., Joshi K, 2002.

** Gruber T., 1993. NATO ARW on Information _Security:
Assurance and Security 21
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Points of Interest

—— V‘—_

B —
e —

‘-:ASQ Knowledge container for the IS securlty reqs
A IT Governance is the root of the ontology
A Axioms, relationships, constraints built in

A SO _ManagedElement links IT Resource with

y CIMManagedEIemen to faulw

A Implementation in OWL (Ontology Web Language)
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