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Modern IS Complexity 
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What is an Ontology? 

ÁAn ontology is an explicit description of a domain: 

ïconcepts 

ïproperties and attributes of concepts 

ïconstraints on properties and attributes 

ïindividuals (often, but not always) 
 

ÁAn ontology defines:  

ïa common vocabulary 

ïa shared understanding 
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What is Ontology Engineering? 

Ontology Engineering:  

Defining terms in the domain and relations among 
them 
ïDefining concepts in the domain (classes) 

ïArranging the concepts in a hierarchy (subclass-
superclass hierarchy) 

ïDefining which attributes and properties (slots) classes 
can have and constraints on their values 

ïDefining individuals and filling in slot values  
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Why develop an Ontology? 

ÁTo share common understanding of the structure 

of information  

ïamong people 

ïamong software agents 
 

ÁTo enable reuse of domain knowledge 

ïto avoid ñre-inventing the wheelò 

ïto introduce standards to allow interoperability 
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More reasonsé 

ÁTo make domain assumptions explicit 

ïeasier to change domain assumptions 

ïeasier to understand and update legacy data 
 

ÁTo separate domain knowledge from the 

operational knowledge 

ïre-use domain and operational knowledge separately 

(e.g., configuration based on constraints) 
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Ontology Engineering vs.  

Object-Oriented Modeling 

An ontology 

Áéreflects the structure of 

the world 

Áéis often about structure 

of concepts 

Áéshows that actual 

physical representation is 

not an issue   

An OO class structure 

Áéreflects the structure of 

the data and code 

Áéis usually about behavior 

(methods) 

Áédescribes the physical 

representation of data 
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Ontologies: Key aspects 

 

ÁFocus on semantics andé 

énot on file formats 

énot on number of bytes 
 

ÁAccurately model the information content of a complex 
domain 
 

ÁCapture semantic nuances 
 

ÁRigorously define what each field in a database means 
 

ÁAdhere to those definitions 
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Ontologies: Key aspects 

ÁOntologies should be self-documenting in two 

senses: 

ïAllow people to browse the ontology and learn it 

ïEncode the definition of a concept such that the 

computer understands its meaning  
 

ÁAutomated reasoning with concept definitions 

ïIs concept A more general than concept B? 

ïIs X an instance of concept A? 
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Role of Ontologies in  

Information Security 

ÁInformation-extraction applications 
 

ÁReuse is a core aspect of ontologies 
ïReuse of existing ontologies faster than designing new 

ïReuse decreases semantic heterogeneity of security KB 
 

ÁSchema-driven software 
ïKnowledge-acquisition tools 

ïQuery tools 

ïExample: A DB security query builder that interrogates a 
schema dynamically 
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Definitions 

ÁData Model: 

ïA primitive data structuring mechanism, in which an 

ontology is expressed 

ïUse of relational data model, object-oriented data 

model, frame data model 
 

ÁOntology: 

ïDomain specific conceptualization, expressed within 

some data model 
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Components of an Ontology 

ÁConcepts 

ïAsset, Risk, Threat 

ïAccess Privilege, Role, Security Incident, etc. 
 

ÁTaxonomy of concepts 

ïGeneralization/specialization hierarchies 

ïConcept A is a parent of concept B iff every instance of 

B is also an instance of A 

ïParent/child relationship: Superset/subset, ñA kind ofò, 

superclass/subclass 
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Taxonomy of Concepts 
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Components of an Ontology (contôd) 

ÁObjects 
ïInstances of ontology concepts, members of the domain 

under investigation 

ïStrictly speaking, an ontology with instances is a 
knowledge base  
 

ÁRelations and Attributes 
ïBoth realized by properties (slots) 

 

ÁValues 
ïRisk of information disclosure is high for secret data 

(Asset Risk = Inherent Risk x Possibility of Occurrence) 
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Components of an Ontology (contôd) 

ÁConstraints and other meta information about 
relations 
ïDefine allowable values and connections within an 

ontology 
 

ÁGeneral Axioms 
ïPassword quality: < 8 chars, no user names, special 
punctuation {!ò#$%&/()=?...} 
 

ÁConstraints define meaning and allow machines to 
reason with an ontology 
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Security Ontology (SO):  

Definition and Goals 

ÁSecurity Ontology (SO) is an ontology that 

elaborates on the security aspects of a system 
 

ÁGoals 

ïFormulate the most important security concepts of the 

IS 

ïMap relationships among the aforementioned concepts 

ïProvide axioms (a means for reasoning) 
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Security Ontology (SO):  

Definition and Goals 

ÁProvide a common security vocabulary  

ÁReduction of ambiguity of high level statements 

(Risk Analysis, Security Policies, SLA) 

ÁExpress organizational security needs ï further 

processing (e.g. Ponder input) 

ÁEvaluate and audit the IS security level 

ÁFacilitate the organizational risk management  
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Previous work 

ÁXML signatures 

ÁSAML 

ÁKAON 
 

ÁTCSEC, ITSEC 

ÁISO 17799 and BS 7799-2 
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Summary of approach 

ÁModel IS security requirements in a CIM extension 

schema based on RA and COBIT 

 

ÁEnrich with ontological semantics (SO) 

 

ÁLink SO concepts with legacy CIM concepts 
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SO Design Methodology 

ÁCollaborative approach for ontology design* 
ïConsideration of ontology design criteria** 

ïIdentification of security-related concepts from COBIT 
PO9 process 

ïDefinition of security vocabulary 

ïDevelopment of concept-centric partial ontologies 

ïIntegration of the partial ontologies in a SO prototype 

ïRefinement of vocabulary and normalization of the SO 
prototype 

ïEvaluation and feedback 

 
*   Holsapple C., Joshi K, 2002. 

**  Gruber T., 1993. 
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Risk Assessment Security Ontology 
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Points of Interest 

ÁSO: Knowledge container for the IS security reqs 
 

ÁIT Governance is the root of the ontology 
 

ÁAxioms, relationships, constraints built in 
 

ÁSO_ManagedElement links IT Resource with 

legacy CIM_ManagedElement to facilitate access 

to already modelled info 
 

ÁImplementation in OWL (Ontology Web Language) 


