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* The infamous Wine Ontology from the Stanford Guide
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Whnat is 2z Ontology?

- , - - . ——— = ' . ~
A Arr‘ntology ]S'aTT-E‘XpliCIt descrlpt|on of a domam
ﬁ
[ concepts
| properties and attributes of concepts
I constraints on properties and attributes - —

| Individuals (often, but not always)
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Oniology Exarnoles

— A Jaxonomies on the Web
I Yahoo! Categories

A Catalogs for on-line shopping
I Amazon.com product catalog
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__Ontology Englneerlng

Defining terms In the domain and relations among
them
I Defining concepts in the domain (classes) —

I Arranging the concepts in a hierarchy:(subclass-
superclass hierarchy)

Defining which attributes and properties (slots) classes ..

onstraints on theirvalues,

a[o ng 1N slot values

an have anc

 Definingimeivicdos

(4 -

NATO ARW on Information Security:
Assurance and Security 7



——

= A-Tershare.common Ljﬁderstanding of the structure

of information
I among people
I among software agents

ATo enable reuse of domain knowledge i

troduce standards to allowsinteroperability

o —

o
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Viore raasons...

_:AJ-@ make_domam assumptlons explicit
| easler to change domain assumptions
| easler to understand and update legacy data

A To separate domain knowledge from the
operational knowledge

re-use domain and operaneﬁepa@;@y_

€.0., configura SE0 aints)

"
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dritology s ofter Justine o
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= == - Declare - -
— structure Databases
Ontologies
Knowledge
bases
Provide
domain
description
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A Ontology libraries
ﬂh—.
I DAML ontelogy library (www.daml.org/ontologies)

I Ontolingua ontology library
(www.ksl.stanford.edu/software/ontolingua/)

I Protégeé ontology library
(protege.stanford.edu/plugins.html)

:oiogies —= H
: ntmw -

f IERE .leee.org)
C (www.cyc.com) =
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An ontology. An OO class structure

Aéreflects theA&rehlegts dhe
the world the data and code -

Aéis oft etructtach o &€ I S--UiS-u-a Ibeéhgviora |
of concepts (methods)

‘

: -h ows«tchat a A€ g eis c rthelpleysical
n i EPIESENtAion Of datal s
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UusS on semantics andé

.. AFocCu
~énot on file formats
enot on number of bytes

A Accurately model the information content of a complex =
domain

A Capture semantic nuances
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A Ontologies should be self-documenting in two
SENSES.
I Allow people to browse the ontology and learn it

I Encode the definition of a concept such that.the
computer understands its meaning

‘u‘tOmatedﬁeasonlng with cenceet djmmpgg.—
| CEPAM 4 ‘ cept B?

"

S X an Instance of concept A?
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o ey Orjre cg.‘x I
Information Sscurity
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- Arlnformatien-extraction applications

A Reuse is a core aspect of ontologies
I Reuse of existing ontologies faster than designing new. ..
I Reuse decreases semantic heterogeneity of security KB

A Schema-driven software
owledge-acquisition tools

B security query builderthat interrogates a
schema dynamlcally
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- A Data Model:

I A primitive data structuring mechanism, in which an
ontology Is expressed

I Use of relational data model, object-oriented data
model, frame data model

liza expressed within®
model —

o
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Componen'izs Of 2if) @nzolog/

’> '

CtT cepts
i Asset, Risk, Threat
I Access Privilege, Role, Security Incident, etc.

A Taxonomy of concepts
I Generalization/specialization hierarchies

Al cept_A |s a parent of concept B |ff every Instance of =’

. Superset/subset, A ki1 nd
superclass/subclass s

NATO ARW on Information Security:
Assurance and Security 17



JlaxXOnomyiehiConcCepts

File Window
Ned <&@ Yo el b B BE ap
r@)OWLCIaSSBS rlEmProper‘[ies |/ = Forms rﬁlndividuals rMetadata r@% O iz |

@b | B BE| | "

r Aszserted Model r Inferrecd Mocdel |

Edit  Project OWL Code Helj

By e

CLASS BROWSER
For Project @ ...

Asserted Hierarcl

= CIMGroup

= Cletwark
= ClPalicy

= CiMPrivelege
= CIMProduct

= CIMPUblickey
= CiMSoftwareE
= CiMUserEntity
3 SecurityManad
|F @ RiskAsses
> @ Acces
b (CrAsset|+|

—(:Hu-r:m; A it —

el
HECESSARY & SUFFICIENT

@ RizkAzsessment
@ ¥ HasAssetValue AssetValue
= @ ¥ HazSensitivityLevel SensitivityLevel

| =) AssetiD = 1
@EI HasAutherticity Authenticity
@ I HasAvailability Availabity
@ 3 HasCompliance Compliance
@EI HasConfidentiality Confidentiality
) @EI Haslntegrity Integrity
B i @EI HazhonRepudiation MonRepuciation

[ L

B e
[ ..Flrewal _\rf:._l___—-—'—!\;| e _:.

=
-"(___N.d\iu'aCu.rﬂu'rnm b

_-:' Pafpsticity '_\,-

_-;__:C._a-ridu-nm!,:_ p

?Malaq.ECode \tl—‘—‘—' Vs |




Cornoponenis of zn Ontology (coni'd)

— — = _ = . —
A Objects —
~ 1 Instances of ontology concepts, members of the domain
under investigation

I Strictly speaking, an ontology with instances Is a
knowledge base —

A Relations and Attributes
I Both realized by properties (slots)

gh for secret data

ASset Risk = Inherent Risk X Possibility of Occurrence)

=
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Cornoonernis of 2n Ontology (contd)

A Constraints and other meta information about
relations

I Define allowable values and connections within an
ontology

A General Axioms

I Password guality: < 8 chars, no user names, special
prfun‘citiulat r.on { L

Al Ine meaning and allew. machines to
reason with an ontology s
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= A Security Ontology (SO) Is an ontology that
elaborates on the security aspects of a system

A Goals

I Formulate the most important security concepts of the
)

- | —
@p relationships among the aie tioned conceptss
ﬁp\nﬂﬂ Mns *o-r#asoniqg)
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SECUIILAONRTEIBHVAL
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~ A Provide a common security vocabulary

A Reduction of ambiguity of high level statements
(Risk Analysis, Security Policies, SLA) -

A Express organizational security needs 1 further
processing (e.g. Ponder input)

ﬁ,eﬁuate a it the IS secur

-
Ve‘l'""-—

rganizational risk-management
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Pravious wori

mpsignatures *
A SAML
A KAON - —_—

ATCSEC, ITSEC
W

NATO ARW on Information Security:
Assurance and Security 23



SUNMery of 20o0rozicrl

= A Model'IS security requirements in a CIM extension
schema based on RA and COBIT

A Enrich with ontological semantics (SO)‘

A Llink SO. concepts with legacy:GIM conc

A
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A Co1|aborat|ve-approach-for ontology de5|gn*
~ [ Consideration of ontology design criteria**

I ldentification of security-related concepts from COBIT
PQO9 process

I Definition of security vocabulary
I Development of concept-centric partial ontologies
I Integration of the partial ontologies in a SO prototype

Ion and feedback

* Holsapple C., Joshi K, 2002.

**  Gruber T., 1993. NATO ARW on Information _Security:
Assurance and Security 25



