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Abstract

Smartphones as ubiquitous devigeterweaveinto our livesand havenanaged tdoecome
60 Swa s By Henicesf by dradually replacing devices thatneeised in the pador lei-
sure and business purpogssich as cameraslarms PDAs etc). The daily activities of
smartphone users diverge from traditional activigéa cell phonde.g.phone calls and xe
ting), as talay users mainlyaccess the Wetith their devicesand execute thirgarty apps
(mostly games)

As multipurpose devicg smatphonescreate, storeand processmultiple andheteroges-
ous dataThesed at a vary in type accorsdnalgsingsgget he devi
ernmental etc) and arealso augmented with sensor data (e.g. GPS, accelerometieigh
providetheu s esursotndings (i.etheir contex). Thus,a smartphone as @eviceis a great
source of data related witts owner.Also, smartphones are personalized devisise they
are used as a singlsserdevice and enable their owntercarry them all théime due to their
small size.

The proliferation ofsmartphong happenedn parallelwith the proliferation of thirgoarty
smartphone apigations (hereinafter appsSmartphone apps adistribuedin a centralized
fashionvia appmarketplaces guch asGoogle Play, App Store). This centralized distribution
of smartphone apps has introduced a new (profitable) business, mbdsi quickly attracted
different and unknown developers

The proliferation of smartphones and their respective applicatiotr®duced new chal
lenges to information security. This holds true, since they often have limited resthates
restrict the capabiliés oftraditionalsecurity controls, as wedlsa security model that hinders
thdr availability. At the same timesmatphone userfiave been accustomed to use mobile
telephory services with feature phonesan environment that was almost figfethe threats
thatare prevalent inlesktop computing (e.g. malware, phishing, etc.)

Howevet the proliferation of smartphoragpplications and, along with them, the increasing
presence of privacy violating apps in official app marketplaces (e.g. Google Play), pose a
significant security andprivacy risk for smartphone usefgloreover, smartphone users are
exposed taisks while browsingthe web. Apart from the traditional client side attacks (e.g.

XSS, CSRE)nowadays cybercriminalmoreoftenfacilitate browser exploitation frameworks

(e.g. Blackhole exploit kit, Phoenix, etc.), which target zdag vulnerabilities in web brosv

ees.The deviceds mobility and small size increas
device.This holds true, de to the mobility of the device, usédataareexposed to the threat

of unauthorized access from different subjects (e.g. friecmeagues, unknown subjects,
etc.). Moreover, the mobility and small size of the device increase the likelihood of device

lossor theft



Under the aforementioned circumstances, dkgiousthat smartphone users must be-pr
tected againssecurity andprivacy violations.Smartphonginclude datathat can identify a
user,her preferences and habits or more sensitive information, subtlergmlitical or rel-
gious beliefs her physical or mental healtter sexual life and others. This data source, if
maliciously collected, can be used by attackers in order to increase their reergies
blackmail, profiling) In this context, the security model of a smartphone hasharrednta-
dicting goal. It must not be too restrictive, deterring siserwell as devepers to enterits
ecosystemAt the same timethe security model of a smartphomeist provide a secure @c
systemby offering mechanisms that protect users?o
AfSecurity is a chain; it 0'keweakebtlinkiathesscercur e as
ty chain from thepopular quote from Bruce Schneié& often the usein mostcomputing
platfornms. This stems from the fact that secuiityntrolsoften creataisability problemsthat
users try to circumvery lowering the oféred security
However, he security models of smartphonespect asecurityconcerned usexho is able
to protecthersecurity and privacyMore specifically, egardless of how strict and centralized
(6wall ed gardenedd) t heaybeeicdelegatesyusemtoadnekei of a pl
formed security dcisions for app access pootected resource¥hese security decisions are
crucial for the security and privacy of users, considering the restricted capabilities offered by
security softwarewhich sten from the same restrictismf the security modd(i.e. the sad-
box).
This work questiors the validity of ths expectationof the smartphone security moddls
explores the current state of protectiaf theu s er s & s e c u rthattisyoffeedbgd pr i v ac)y
smartphonesThis work differentiates fromhe mainstream security literatusghich: (a) fo-
cuses mainly on the 6nuts and boltsdéd of smartp
tices and (b) more often includes security controls that requicg af effort and technical
skills for their installation and configuratipne.t he devi ce must be rooted
their installation as components of the operating systenhe configuration of the meah
Ni sms presuppos eesr stthaen dui snegr sodf dieheep suencdur i ty mode
In this contextthis workexplores the securif posture of users regarding-device secu¥
ty. Usersarefound to bell -prepared to make informed security decisi@stheyignore ®-
curity indicators(such assecurity prompts app6és r e p ut).avoreoven, usera d r evi e
ignorepre-installed security control@.g.devicelocking), as well as do not install new third
party controls in their devicdhis security posture jbviously,opposite tdhe expectations
of smart phone saddtherefarasmartphgneisars dre dxmsed to malware and
unauthorizedphysical accessAlso, the security controls that are offered in smartphone
browsersare surveyedOur findings reveal thatommonsecuriy controls which are avaw-

ble in desktop browserare unavailablén their smanphone counterparts. As a resulsers
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are not protected fromommonweb threats such as rogue sites (i.e. sites serving malware or
hosting phishing scamsMoreover,the ddault security settings ofs(nartphong browsers
offer poor outof-the-box protectionagainstprivacy threats (e.g. user profiling, tracking)
Finally, by performing a taxonomy of smartphone data and revigyvi s mar t phonesd s e
models it is discoveredhat a category of smartphone daidsts the sensor data, which can
be transparently collected by any thpdrty Android application, i.e. without the user being
able to control or be notified about this access.
To raise the bar of smartphone securibys dissertatiorproposessafeguardshat do not
require technical expertise from users and utilize their inppécifically, a risk assessment
method tailored for smartphonasd a method for privacy impact assessmerappfs that
users instalfrom Gaogle Playare proposedrurthermorea prediction model that identifies
security unaware useisimplemented
Finally, as a case studihis work utilizest he | essons | earnede-whil e st
curity model It exploreswhetheri and under whichiocumstances sensor data can beleo
lected from law enforcement to combat cririe this end, a forensic schelisalesigredand
implemened, which allows remote, athoc acquisition of (potential) evidence from
smartphones and hinders its misuse from law enforcement or malicious individuals.
This work provides evidence suggesting that more work is required for the protection of

t he us er sdfprivacg, while they yse samartphones in their daily activities.
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The two most likely largest inventsof our generation are the Internet and thebile phe
ne. They have changed the worldowever, largely to our surpris¢éhey also turned out to be
the perfect tools for theurveillancestate.- M. Hypponen TEDxBrussels

Chapter 1:  Introduction

1.1 Research motivation

Smartphones are some of the devices that enha
(Weiser, 1991 Smar t phones, as ubiquitous devices, mer
Theyare characterized by mobility, dext-awareness, and diversity thfe data sources that
they integrateTheir small size, mobility, connectivity cdplities, andtheir ability to support
multi-purposeappsare some of the reans for their vast pervasivene$s a recent report
points out,for the first time in 2013 martphone sales outnbered thosef feature phones,
thus, acquiring a significant user bdg&apta et al, 2013

The popularity ofsmartphong increasedn parallel with the proliferatiorof third-party
smartphone apps, i.e. apps that are implemented by developers and augment the functionality
of the operating system (OSJontrary to desktopshe distribution of application® r &)ap p s 6
in smartphonetodayhappensn a centralized fashiotdsers download apps from app repos
tories or marketplaces (e.g. Google Play, App Store, Ovi Store, @tede marketplasare
either officially, i.e. mairtained by the platform owndsuch as the App Storeor notmain-
tainedfrom the platform ownefe.g.s uc h as A mstare forideoid. A p p

The official marketplaces changed the installation paradigm in smartphBefsethe in-
troduction of the Ap Storefor iOSin 2008 which werehe firstsmartphonepp marketplace
and the firstOS to provide an app for app installation ilBhone 3G app installation in
smartphones requiredonsiderablemanual effortand included several stepSpecifically,
smartphone users had fond anddownloadapps from their source, save them on the device
or transfer them from their desktop to their smartphone (often with a cahéedhen navigate
to the |l ocation of flehsgsterhin drdertoidart appingallasomar t phone
Nowadaysapp installation has becom®ore useifriendly. Smartphone users are ablefitad,
purchase or downloadnd install apps from a single app in their mérhis user friendliness
in app installation has aided tpeoliferation of smartphone appshis is evidenby the nun-
ber of app downloads in Google Play and App Store, which surpassed the liiftiyt (50)
billion downloads in 2013T(he Vergg.

This centralized distribution of smartphone appsihteduced anew (profitable) business

model, which quicklyattracteddifferent and unknown developers. Theapabilities that
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smartphone®ffer via their application programming interfaces (Aplenabledthe impk-
mentation of multpurposeapps which surpassedhe expectations of smartphone usdrsr
instance, smartphone sensors enabled the implementation of apps that provide services a
cording to the user context, ergcommendr apps that suggest places to visit according to
t he Ibsagonadbnsd t he aunstworkb s soci
This popularity of smartphones and their respective ,apmsethelesgdid not come wit-
out security risk. This holds true, sincelicious software or malwar€ghen, 1989; Kephart
& White, 199) has also appeared in smartphaonarketplaceMcAfee, 2010 Zhou and
Jiang, 2012Zhou et al., 2012&hou et al, 2013eEgele et al., 201 Han et al., 2013Wang
et al., 2013Werthmann et al., 2013
Smartphone malwarare not recent in the smartphone platfofithe first malwardor the
smartphong Cabir, gpeared in 2004F-Secure 20043. Cabir isaworm that propagatesa
Bluetooth connectiommong Symbian devices by exploiting a vulnerabilityinet devi ce 6 s
interface Cabir was a proebf-concept worm, since its author(s) demonstrated thsiligity
of malware implementation amtopagation among smartphones wi t hout a-ddi ng an:
cious actiond in their soft war eleakimgysangitiveas cal | i
data, etc After the emergence dtabir, other Cabir variants followeghdbr malware that
were based on Cabir 6s FSeuwer2@0éb)acddCdremwardortfc h as Sk
Secure 2009. However, theiiinfection ability wasvery limited, since their propagation was
based on Bluetootind MMS messages
Security researchers expectad outbreak of smartphone malwaiece 2006 Klypponen,
2006. This expecttion was supported by the increasing popularity of smartphasegell as
the continuous technology progress in these devicesnamiteless connectivityNonetre-
less, even when the first SMS Trojan appeared in Android (i.e. FakePldgéiee, 2010),
smartphone malware were not consideasd serious threafThis posture did not change
evenwhenthe first worm appeared for jailbken iPhons namely iKee Cluley, 2009. This
happened, since up tibat time malware haldw detectioncomplexity and propagation rates.
The risk of malicious apps in the smartphone platform was substaritiaéarch 2011
when multiple malicious apps were found in Google Playokout, 2013). After this ind-
denta number of analysdsave revealed the existence of malware and greyimaitee two
most popular app marketplaces, namely App Stegele et al., 203 Han et al, 2013;Wang
et al., 2013Werthmann et al., 20)and Google Playrelt etal., 2011b; Zhou et al., 2012b;
Zhou and Jiang, 20})2

L Until the writing of this thesis Advanced persistent Threats (APT), such as the one analyzed in

(Virvilis and Gritzalis, 2013; Virvilis et al., 20)3have not been found in any smartphone platform.
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Apps hosted in the app marketplagesre found to leak sensitivdatg such aghe user's
location, device identifierge.g. device unique code (IMEI) andubscriber unique code
(IMSI)). Moreover,arecent study ondroid malwargZhou and Jiang, 20)2onfirms that
malware has been found to actively harvest vargataon infected phones, including SMS
messages, phone numbeas well as user accounts. SMS messages do not only conmtain pe
sonal information of the user, but often contain activation codes, i.e. user credentials.

After the increasing malware submissions innitarketplace Google introduced Bouncer
in February 2012, a service that performs malware analysis mdhestplacs apps. More-
ver, the latest versieof Android (starting from v.4.2) includa thin client that performs app
verification for all the apps that rel& in the device both from Google Play and alternative
sources. Nonetheleghis control offers poor protection, sinaerecent evaluation provés
ineffectivenessdnly 15% detection ratioYJiang, 2012 Also, in generalusas consider pr
vacy differently andthus have different expectatiorisom app testing mechanisms thabpr
tect their privacy ¥cDaniel and Enck, 2030

Meanwhile, previous research has proven thavacy violations can occur even when a
user grants access to protected privata de.g. contact list, exact location, etotjly to a
benign app, i.e. one not trying to violate user privacy. This holds true, since the app may e
ther be used as a confused dgp(Chin et al., 2011; Felt2011&race et al., 2092 acd-
dentally allowirg other malicious apps to use its funofdity to access the resourcesr be
bundled with a malicious advertisemeriréiry Grace et al, 2012, Pearce et al., 2012:- St
vens et al., 20)2which shares the app's permissions and misuses them to viaagrivs-
cy (e.g. tracking, surveillance, etcds a resulttherisk of privacy violations is considerable
in the smartphone ecosystem.

Further mor e, due to the deviceds small si ze
with her all the timemaking it the most personalized devi@e to the mobility of the &t
vice, user dataare constantlgxposed tdhe threat ofinauthorized access from differenbsu
jects (e.gfriends, family colleaguesunknown subjects, etc.Moreover, the mobility and
small size of the devicecrease the likelihood of devidess. Therefore, unless the device is
protectedwith the appropriate contrglthe device is exposed timauthorized physical access

Smartphongsas multipurpose devisgecreate, store, processdhtransmitheterogeneous
data. Wer dda alsovary in meaning or type according to the device's useergoml, bus-
ness, governmendallhese include datatcan identify a useher preferences and habits or
more sensitive information, such Bsr political or religious beliefsher physical or mental
health,her sexual life and others. Disclosure of such data to third parties may cause signif
cant distress to an individual and may even be subject to sanctions, depending on the context.
In additionto concerns about personal data, there are confidentiality issues for othert-data ca

egories, such as intellectual property or trade secrets, which fall into the corporate domain.

3
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These are also confidential information and require analogous protecttaheegulatory
framework for their protection varies significantly.

These data are augmentedhnésmarphone sensor data (e@PS accelerometgrand data
created by daily use (mmnal or business) making the device a great source of data related
with the smartphone owner. This data source, if maliciously collected, can be usedky attac
ersin orderto increase their revenues (e.g., with blackmail, phishing, surveillance attacks).
this context attackershave extra motivatiomo infect smartphones witmalicious applia-
tions havesti ng smartphone ddetige and conderd. ttshodldhbe user 6
noted that the growing smartphone usaibgrs whare not security savvpcreaes the lik-
lihood of using smartphoness a security and privacy attack vedbgrinexperienced attie
ers (see Appendix B)

Finally, a recent report from O2 (UK) revealed timatheir daily activitiessmartphoneis-
ersbrows the web and plawith third-party appsmore oftenrather tharsendng text mes-
sages and makg phone calls ©2, 2019. During the firsti and most popular activity,
namely web browsingusersare exposed tdlifferent threats CISCQ 2013a;Madrigat
SERT). A recent analysis showed the impact of tracking web uséasirigal), whichin its
ultimate form (e.g. via user identificatiokdkersley,2010) may constitute an intrusion of
t he users6 f und a rneadditien] mwadayg the business modets\oraiee vy .
nized crime, namg PayPerInstall (PP) and Exploit-asa-Service EaaS), include meclha-
nisms forthe exploitation ofveb browsersGaballero et al., 2011; Grier et al., 201Poday;
cybercriminals facilitatanore oftenbrowser exploitation franveorks (e.g. Blackhole exploit
kit, Phoenix, etc,)which are available in the underground marl&ERT) and target zerday

vulnerabilitiesin web browsers

1.2 Research statemenand approach

Under the aforementioned circumstandess evident that smartphone users must lwe pr
tected against privacy violationShe securitymodel of a smartphonmust providea secure
ecosystem, bpfferingt he mechani sms that pr oByexamningser s& s €
the security mechanisnthat are providéto smartphone useri,is noticed thatfor their co-
rect useas in any computing platform, a secuigncernediseris required. More specifida
ly, the security models expeaasonable security concerned sseho areable toset the bar
of the offered securitin alevelthat satisfiesheir needs.

This isparicularly evidentin the delegation of access control decisiby the security mo
del to usersfor apps &ccesgequestdo protected resources the deviceThe security mad-
els of smartphorspermit p execution only in sandboxeshdrefore apps can only access
the fundionality and resources that are allowed to th@ur findings suggeghat egardless

of how strict and centralized 6 wa | | e d thg secudtg modell d & platform may be, it
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delegate users to makenformed security desions for app access theseprotected e-
sources
In this thesis the validity of this expectati@nquestionedStepsare takerin order to -
derstand the security awareness of smartphone users amplrtiectionfrom privacy vioh-
tions. Moreover,it is noticed that the mainstreasecurity literaturga) focusesmainly on the
6nuts and bonkst sbgmdr istMartipdouser &8s percepti ons
often includes security controls that require a lot of effort and technical skiltedir insté
lation and configurationn this contextthis thesis makes the following research statement:

The current state of smartphone security fails to protect the security and privacy of

smartphone users.

This thesis contains evidence that support tin@ad and rathgressimisticstatementFirst,
by performinga taxonomy of smartphone data and revigjs mar t phonesd securit)y
it is noticed thatthere is a category of smartphone data, the sensor daiahwan bdrars-
parentlycollected by anyhird-party Android application i.e. without the user being able to
control or be notified abouhis accessOur findings suggeghat smartphone users ane e
posed to various threatghile browsing the weldueto the unavailability ogecurity controls.
Also, a survey of user practices revealed tis&trs do notnabletherelevantsecuritycontrok
againstphysical access threatSimilarly, the findings revealthat users are #prepared to
makeinformed seclty decisiors while selecting and installing apps from the officialrma
ketplace.

To better understarttie offered security and privagyotectionto smartphonesersand to

achieve the goal of this thesike following stepsvere followed

1. A taxonomyof smartphone data createdria analyzingthe data that arereate,

storal, andprocesed bysmartphones
2. The security models of the current most popular smartpb&sare surveyedo be-

ter understand their protection against apps that violate issers ecur i ty and pr i\
3. A technical survey of the security controls that are availabhelmbrowsers in dds

tops and smartphonés performed. To this endrdwser menuare enumerateand

thefindings in the two platformare comparedegarding the ailability, configurabi-

ity and default settings of web browsersodo s
4. The adoption of omlevice security controls by useéssmeasured via structured inte

views An in-depth statistical analysif the results of the user survisyperformed
5. The findingsfrom the analysis cdmartphoneecurity modelgare usedo implement

wireless, aehoc acquisition of smartphomiata This work alsoexamines and discsis

es whether thidata acquisition can be uskd digital forensic purpose
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To help users protect their security and privacy in the smartphone platforraffort fo-

cuses orthe following

1. The results from the statistical analyais facilitatedo construct a prediction model
that enables the identification sécurity unawre users.

2. Arisk assessmemhethod tailored for smartphonisscreatedwhichusesthe taxor-
my of smartphone dat® identify subassets in smartphones

3. Based on the riskissessmemhethod, a privacy impact assessment metb@ioposed
which isspecifically tailored for the security model of Android.

It must be noted thahé heterogeneity of the smartphaeeurity models introduces dha
l enges into the proposition/implementhati on
discussionin the privacy impact assessment method antlérimplementation of smartphone

forensicsfocuses in AndroidAndroid was selected for the following reasons:

1 It is currently thesmartphoneDS with the largest user space #89in the2" quarter of
2013), as well as thenly platformwith anincreaing rate in its user base (9h5ncrease
from the2™ quater of 2013 (Gupta et al., 2092

1 It is considerablyportable, i.e. compatible witthe hardware of severamartphons (e.g.
Sansung, LG etc).

1 It is opensource;hence he details of its security model are readily accessible and have
beenstudiedin the smartphone literature.

1 It is extensible, i.e. a custom ROM can be created either from device manufacturers (e.qg.
for unique driver support)raby researchers (e.g. to add enhanced security or functionality
to its cae components).

9 It allows the installation of applications from sources other than the official app

marketplacq i . e . Googl e Pl ay). Thus, tehdeviceini s no

order to instala new app to thdevice.
9 Development and testing in Android is considerably aided by the existence of program

ming libraries and déce emulators that are freely and readily accessible.

1.3 Contributions

This thesignakesthe following contributions:

A An in-depthtechnicalanalysis of web browser controls in smartphoaed desktop#s
performed The outofi the box securityof web browsersis analysedas well as the
marageability options thadreofferedfor thar securitycontrols.The analysis revealed

that (a) smartphone browsers provide a subset of security controls and limited ma

of



Introduction

ageability over them, compared teetr desktop counterparts, (Bpartphone users are
unprotected from rogue websit@®. one that servanalware or host phishing scams
and (c)the defaultbrowser settingexpose userso third-party trackingprofiling in

both platforns.

A The security awareness of smartphone users who install applications from official app
marketplacess measuredA usersurveyis mountedanda statistical analysis dhe re-
sultsis performedTheresults revealthe ack of smartphone usersod
with regards to(a) the adoption of the available security controls {jpgalled cao-
trols and/or thireparty ontrols),which suggestthat the users are exposedvirious
threats $uch asinauthorized physical access, privacy violations, malware)(b) us-
er practices whilénstallingthird-party apps from the app marketplaadich suggest
that currently uss are unable tmake informed security decisi@nFurthermorethe
findings suggesthat (c) users erroneously consider that apps they download from the
official app marketplace are riskee, and (d)t he s ur v e ygemedcseturitg i pant s 6
backgroundchasonly a slight impact on their awareness about security and privacy in
the smartphone ecosystem

A Implementation of &rust marketplaceprediction modelThe results from the statistical
analysis of the user samp@ee usedo construct a prediction medtithat identifies users
who consider that apps they download from the official app marketplace areegsk
whichisan erroneous perception thaThewmas found t

is assessed, evaluated, and proved to be statisticallficgighand efficient

A Risk assessment for smartphons risk assessment methisdproposegwhich is tai-
lored forsmartphonesy idertifying its (subpssetand applicable threats. The method
utilizes user input, with respect to impact valuation, coupled with statistics for threat

likelihood calculation.

A A method forprivacy impact assessmeistproposedA more concrete method fas-
sessing privacy riskf smartphone useis proposedThe methoduilds on the method

for smartphone risk assesentandi s t ai |l ored to the Onuts and

A A scheme foproactive forensicsn Android smartphoneis designed and implemien
ed The use of proactive brensics in smartphonese. the adhoc collection of
smartphone data dgw enforcement authorities in a digital investigation both for the
detedion and sanction aralso forthe prevention of crimas discussedA schemds
designedo avoid the nsuse of the data collection mechanism of proactive forensics

for smartphonesrhe work includes an implementatiohthe acquisition software and
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the transport protocol of the proactive investigation scherugnerabilitiesin An-
dr o i duditg maosled which enablethe adhoc acquisition of sensors ddbg any
third party applicationare identifiedand used in the implementatidfinally, thiswork
discusses thamportance of user context in crime investigaticas well adegal and

ethical issues thatrise from the athoc collection of sesor data.

1.4 Dissertation outline
The rest of the dissertati@morganized as follows:
Chapter2 presents background information, namely the proposed definition of the term
smartphone and a taxonomy of smartphone data. their source and information typig.
includes a survey of the security models of smartphones and a discussion of the challenges
and opportunities of smartphone securitiie chapteralsopresents the current state axh-
demic work in smartphone @arity, before concludingei t h t hesi s6 t hreat mode
Chapter 3 includes a technical analysis of the availability and configurability of security
controls in web browsers. The analysis includes popular brewsethe desktop and
smartphone platformdhe chapter compares the results between the two platforms and pr
vides insights about the eaf-the-box protection that is offered by the browsers in eact pla
form.
In Chapter 4the security awareness of smartphone users who download applications from
official applicationmarketplacess exploral. The survey findings suggest a security canpl
cency, as the majority of users trust the apgrketplace security controls are not drlad
andbr not added, and users disregard security during application selection and instatlation.
addition, the samplés further explorad to discoverif a seurity background affects the
smartphone security awareness of the surveticpgnts, by splitting them in two groups
comprising of security savvy and nsacurity savvy users.
Chapter Horesentshe proposed security controls. It presenfgediction modethatideni-
fies usas who trust the app marketplace, an erroneous perception thhtovasn d t o o6l ower
user sd def ens amdhod fdr tisk asdessimentghatdasdadonet! for smartphones
Based on thrisk assessmemhethod for smartphosga moreconcrete methois proposed
whichi s tail ored t o t hoid fob assessimg pavaay ristf sniattphole o f An d
userswho download apps from Google Play
In Chapter @he proactive smartphone forensissexplored Firstly, the potential evidence
that is collectablefrom smartphonesas well aghe available connectiochannels for &v
dence transfer during a forensic investigatiame examinedA proactive snartphame invesi-
gation £heme whichfocuses on the aldoc acquisition of smartphone evidenisgpropose.
Furthermorethe feasibility ofadhoc data acquisitiofrom smartphone sensorahich are

volatile, thus not avaiale in postmortem analysiss examinel. To this enda device agent

8
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is implementedor their collection inAndroid, as well as a protocol for their trdes The
chapter ends with discussion ofegal and ethdal issues that arideom their collection and
the description obcenariosgad i ng t he agent 6s preparation and

tion.
Chapter 7 concludes tliissertatiorwith a summarygconcluding remarks arfdture work.



Dissertation outline

(this page is intentionally left blank)

10



"Imagination is more important than knowledy&.A. Einstein

Chapter 2: Background

This chapter includethe definition of the term smartphone that is adopted in this thesis. It
includes a taxonomy of smartphone data w.r.t their source and information type they hold.
continues with a discussion of the security models in smartphone operating systestat-and
ed literature on smartphone security. The chapter concludes with the threat model that is
adopted irthethesis.

2.1 Smartphone: Definition and data taxonomy

211 Definition

Smartphones are some of the devices ®hat enha
(Weiser, 1991 Their small size, mobility, connectivity cagbties, and multipurpose use
are some of the reans for their vast pervasiveness.

The termsmartphonaés frequently used by the industry and research communigféo to
stateof-the-art cell phone devicesThese devicea r e consi dand ard disti-s mar t 6 ,
guishedfrom ordinaryand technologicallgonstrainectell phonesThe latter, which areer
ferredto asfeature phonesare often restrained by small screen size, limited procgssid
network capabilities, and execute, in general, a proprietary anddeguatelydocumented
operating system. Thus, their securitymiainly based on secreoy as thdT security can-
munity refersofisecur ity by obscurityo.

In contrast withtheterm6 f eat ur e phoned, a widehynadcephned
hardly be found in the literature. Becker et @011)define smaghones as devices which:
(a) Acontain a mobile nemwarnrk ompdrmataomodmadret ez
a SIM or USIM card in GSM and UMTS systemse s pecti vel vy, and, b) fAh:
system that can be extended witlird-p ar t y s This tefimtioneppears to be rather
broad Also, its properties are valid for feature phones. For instance, titerbla V3f fea-
ture phone would be incorrectly classified as a smartphesié,contains a mobile carrier
SIM card and has a proprietary @ftcan be extended by third party applicatigsgecif-
cally with MIDP 2.0 Java applicatiops

2 http://www.motorola.com/mdirect/maals/V3i_9504A480.pdf
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The alternativedefinition of a smartphone, which is adoptiedhis thesisis the following
smartphonds a cell phongwith advanced capabilities, which executes an identifiable-ope
ating system allowing users to exteits functionality with thirdoarty applicationghat are
available from an applicatiomarketplace According to this definitionsmartphones must
include sophisticated hardware with: a) advanmextesing capabilities (e.g. modern CPUs,
sensors), b) multiple and fast connectivity calids (e.g.Wi-Fi, HSDPA) and(optionally)
c) adequatly limited screen sizes. Furthapre, their OS must belearly identifiable, e.g.
Android, Blackberry, Windows Phoe , Appl eds i OS, et c. Finally,
party application instidtion fromapp i cat i on r ep o laded ) | Androidf 6 app mal
Market, BlaciBerry App World, App Hub, App Store, etc.

2.1.2  Datasourcetaxonomy

During regular (e.g., daily) ussmartphonelata arecreated, processednd consumedr
stored on various sources. Tfedlowing taxonomy is basedn data sourceby extending a
prior taxonomy iMylonas, 2008 (seeFigurel):

1 Messaging Dataderive from: (a). mobilecarrier messaging services i.e. Short dge
Service (SMS), Enhanced Messaging Service (EMS), Multimedia MessagingeSer
(MMS), or (b). Instanaind email messages. Tha&jsoinclude messaging logs.g. recei-
er, sender, delivery time and date, attachments, etc.

9 Device Dataare datahat(a) are not related to any third party application, or (b) contain
deviceand OS specific information. They may reside internal (e.g. lash drive, flash
memory) andemovale (e.g. microSD cardstorage media. Some exampiesludeim-
ages, contact list, \Wki MAC address, device serial number, etc.

1 (U)SIM Card Datareside either in a Universal Subscriber Identity Module (USIM) dr- Su
scriber Identity Module (SIM) card. Tyl examples are the International MobilebSu
scriber Identity (IMSI§ and the Mobile Subscriber Identification Number (MSINJhis
sourceoftencontains SMS and contact entries.

1 Application Datainclude permanent or temporal ddteat are necessary for application
execution. They may be stored as individual files constitute a local database, e.g.

SQLite. A typical example is a flat dictionary text file.

A cell phoneis a device which: as used primarily by its holder to access mobile network carrier
services e.g. phone calls, Short Message Services (SMS), etc., awhtajns a smacdard, which

is controlled by the network oger (i.e. SIM or USIM card) anéhcorporates a billing mechanism
for the used network carrier services.

A unique number that identifies the subscriber to the network

The 1Gdigit phonesubscribenumber

12
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Figure 1: Souce Taxonomy

9 Usage History Datare used for logging purposes, such as: (a) call history, which contains
incoming or outgoing phone call log&)) browsing history, i.e. temporary data created
while the user browses local or remote files, (c) network history logs for wirelessceonne
tions, e.g. WiFi SSIDS, Bluetooth pairing, and (d) event logs, which are created by the OS
for system monitoring and debugging.

9 Sensor Dataare created by dedicated hardwaBamergs) and microphongs) are two
popular sensorther sensor hardwareclude a) GPS sensor, b) accelerometer, cpgyr
scope, d) magnetometer (i.e. digital compaasyl e) proximity sensor. These are used to
infer the exact device location, its orientation, the way the device is being moveddits hea
ing direction and the device diance from a surface, respectiveBensor hardware, such
as the lighsensorand thetemperature or pressure sensogpresent in some smartphones
measuing the device environment surroundings (context). Sensor data are mastly co
sumed on the fly andr@ not typically stored for later retrieval. Finally, they may be used
as metadata (e.g. in geotagging where GPS data are embedded in photographs and videos).

9 User Input Datainclude user gestures, hardware button presses keystrokes from a
virtual or smartphone keyboardhey allinvolve used @teraction with the device. User
input data are often consumed on the fly, or stored in a keyboard cache for performance
reasons (e.g. improvement of spelling software).

13



Smartphone: Definition and data taxonomy

2.1.3 Information type taxonomy

Smartphone da hold various meanings. Theilassification,according to thénformation

typetheyinclude led tothe following taxonomyseeFigure2):

Service

Smartphone

Authentica Governmental

tion ./\ \

Financial

Figure 2: Information Type taxonomy

Personal dataaredirectly related to an identified individualrhey are considered private
and should not be made publeExa mpl es i nclude the content
images, videgsetc. Disclosure or unauthorized modification may result in embarrassment,
reduction in seHesteemor legal action.

Business datdor corporate intellectual property) refer to datahwébmmercial and ee

nomic corporate significance. These include marketing information, products under design,
etc. Unintendedlisclosure of this dattb the public or competitors may lead to strategic
advantage loss, copyright breach, loss of goodetil Such data aresuallylikely to exist

i n a Oper so,lfis (@veroaoasionally dsedroe business purposes.
Governmerdl data affect (a) public order, (b) international relations, or (c) performance
of public service organization(s). Thdiffer from business datdecaus¢hey hold natia-

al or international significancas opposed to business value.
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1 Financial datarefer to records of financial transactions, current financial holdings or pos
tion. Unauthorized modification, disclosyui unavailability may lead to financial loss or
contract breache(g.,due to delays).

1 Authentication dataefer to user credentials, e.g. passwords, Plidspetrics,etc. Their
unauthorized access may lead to impaath adinancial loss, personahformation ds-
closure, legal consequences, etc.

9 Connection/ Service dat&fer to datawhich are required for network connections. yhe
include connection identifiers, such as-WIMACs, IMSI, or IMEI, as well as data reghr

ing the connection itselfush as the WFi joined networks history.

Table 1 associates the two dimensions. Thaseociations are uséa A s the basis for

the data impactaluation.

Table 1. Smartphone data taxonomy

Information Authent c i
Type Personal Business Government Financial uthentica onnect
tion on/Servce
Source
Messaging V V V \% \%
Device \Y \Y \Y \Y \Y \Y
USIM Card some some some some V V
Application \% \% Vv Vv \% \%
Use hls_tory \Y some some some Vv
& caching
Sensor V V V
Input Vv Vv Vv Y, Vv
methods

2.2 Smartphoneecosystem P | a tsécority medéls

The smartphonecosystenis characterized by iteeterogeneityand dynamicnature.Cur-
rently, the ecosystem cannot be regardestase sincethe changes in its technologynd the
introduction of new smartphor@Ss often reshape iThis ismostevident in the market share
of Symbian. This smartphone Ofld the majority of the smartphomearketshae in the
beginning of this researdk47%,fall of 2009(De La Vergne et al., 20)0 Todaythe OS is
inactive sinceits software maintainer (Nokid)as replaced with Windows Phon®as the
primary OS in device shipmenfBoday, Symbian hasess than 1%narket shar¢Gupta et al.,

2013, whereas#Android holdsthe majority ofmarketsharein smartphong(seeFigure3).

® http://www.microsoft.com/emis/news/press/2011/feb11/@2 partnership.aspx
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The technologicaprogress that occurs in the smartphone ecosystem is often rapiad: for i
stance Android has released 10 versions for smartphones and two for’talsiegsits into-
duction in the ecosystem in 2008. This technological innovation often includes the adidition
security mechanisms in the devices (e.g. graphical passwords, the touch id fingerprint sca
ner), which creates a new line of research that assess their offered pratéeiiont al.,

2010; Andriotis et al., 2013; Zhang et al., 2012

Platforms' market share (20Q2013

Others
Symbian
BlackBerry &
Microsoft |
i0S —l_i
Android 7|

0 10 20 30 40 50 60 70 80 90

Android i0S Microsoft | BlackBerry Symbian| Others
 marketshare % 79 14,2 3,3 2,7 0,3 0,5

Figure 3: Smartphone market share in 2Q20G3ifta et al., 2003

The security models of smartpho®&sdo not follow astandardizeéindhomogenous@
proad. Theyrange from moreelaxed security modela/hich allow users to install apgeom
any sourcde.g. Android) to more controlled ongs i wa | | e d whitaallaveapp® gnly
from the official appmarketplacde.g. iOS) €.f. Barrera and Van Oorschot, 2Q1Howe\er,
the security models perméipp execution only isandboxestherefore apps caonly access
the functionalitythat is allovedby t he pl at f or me&serestrietiond bfferxa pr of i | e
line of defenseagainst malicious apps, bat the same timeestrict the security arsenal that is
available to smartphone useior instancesandbox restrictions hinder tloapabilities of
smartphone antivirus software (e.g. APl hooks cannot be implemented)

The popularity ofa computing platfornis one of the reasons thadrtawthe attention of &-
licious writers.In this contek a lot of smartphone malware families tardetdroid (Zhou
and Jiang, 2002which is currently the most popular smartphone @%the contrarynowa-
days,there are hardly any new malware families$ymbian whichin the pastwas the pl&
form that wasnost targeted by malwardue to its popularity

The following subsectianinclude a description of the security moded$ the smartphone

OSsthat werepopularthroughout this worknamely:(a). Android, (b). BlackBerry,(c). Sym-

" http://developeAndroid.com/about/dashboards/index.html
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bian, (d). iOS, (e). Windows Mobile and (g). Windows PhoneBefore moving to the next
subsection is worth noting thitis unclear whether thstate of ecosystem will change with
the introduction of new smartphoogerating systemsuchaMo zi | | aés FUbr ef ox OS

untuPhone.

2.2.1  Android

Android is a Linux based, open source operating system (OS) developed and maintained by
Google. It provides a free and publicly available Software Development Kit (SDK) that co
sists of tools, documentation and emulators necessary for tiedopgment of new apple
tions in JavalUntil the writing of this chapterAndroid holds the largest market shaiee.

7% in Q2 of 2013Guptaet al, 2013.

A core element ofhe Android security modas the manifest file(Google, 2013p The
manifestprovides the necessary information to Android for the execution of an application.
Securitywise, the manifest file is crucial for the system, since a developer definés thith
application permissions namely: (a) the way the application interacts vt system via
access to system API, and (b) the way the system and the other applications interact with the
given applicationds components.

Every application runs in a sandboxed environment without any permission to perform an
action that can impact thaperating system itself (e.g. crashing), other applications (eay. dis
bling an applicationbdés components) anu the use
thorization from the user for their permissions during installation. No further permission
checks are performed during the applicationsd ¢
subset of the requested permissions. Hence, the user either accepts all permissians or pos
pones the installation.

Every Android application has to be digitally signdy its developerAndroidb s secur i ty
model then maps the signature of the developer with a unique ID of the application package
and enforces signatulevel permission authorizatioNonethelessiA n d r cécudrity snodel
does not mandathata developefs certificatemust besigned by a trusted certificate autihor
ty. As a result applications are usually signed with satjneddigital certificates;hence,
providing only poor source origin andiégyity protection.This preserves the anonymity of a
potential attacker, since the cdrtiate is not verified by a Trusted Third Party (TTP).

A developer may distribute her application either in the official applicatiarketplace
that ismaintained by Google, th@oogle Play (formerly known asndroid Marlef), or via
another sourcée.g Amazon AppStore, forums, etcoogle does not enfog any restriction

in the installation of applications outside litgrketplacde.g. forums, other markets, etc.). On
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the other hand, Google developed technologiesnmve applications from devices and the
Android Market in case they are proven roiglus

Until the February o012 applicationscould enter the Android Market withowndergp-
ing analysifor malicious behaviour. Thus, an attackewuld only use a Google account and
pay a small fee for malware distribution in the Android applicati@mketplaceln response
to the increasing numberf maliciousapps that were found in itwarketplace(Zhou and
Jiang, 201}, Goayle introduced Bouncer in Beuary 2012, a service that performs malware
analysis in thenarketplacs apps. Moreoverecently Googleéntroduceda thin clientin An-
droid (i.e. v.4.2) which performs app verification for all the apps that reside in the device
both from Google Playral alternative sources. Nonetheless, a recentuawah provedhe
ineffectiveness of this mechanism $45letection ratiofJiang, 2012

According to (Google, 201B), Gingerbread and Jelly Bean d@he dominant Android ve
siors, currently deployed in thngority of the Android devices (8%6). Older versions of the
OS (e.g. Froyo, Eclairpare still in use but with a very limited distribution among Android
users The adoption of the latest versioof the OS (vesion 4.2.Xand 4.3 is still low. More-
over, Android does not support updates forAadtiroid devices, not even for Google phones
(e.g. Nexus Sj.

Table 2: Distribution of Android version§Google, 2013p

Version Codename API1 Distribution
1.6 Donut 4 0.1%
2.1 Eclair 7 1.2%
2.2 Froyo 8 2.5%
2.32.3.2 Gingerbread 9 0.1%
2.3.3-2.3.7 Gingerbread 10 33.0%
3.2 Honeycomb 13 0.1%
4.0.34.04 Ice Cream Sandwich 15 22.5%
4.1.x Jelly Bean 16 34.0%
4.2.X Jelly Bean 17 6.5%

2.2.2 BlackBerry

BlackBerry is an operating system maintained by Researbtotion Inc. (RIM). The OS
is executed on BlackBerry smartphones and tablet devices created byABdbtding to
Gartner(Gupta etal., 2003 RI M6 s wor | d visilimieedonhato X386 inQZadf ar e
2013, losing for the first timthe thirdspotin the smartphone market share

BlackBerry is a proprietary OS anthus comprehensive documentation describitgy
60 nwtnd  hsodt availdbleRIM providesthe BlackBerry SDKwhich includes theloc-

umentation, tools, APl and emulators that are necgder application development.

8 http://asia.cnet.com/googleo-Android-4-2-for-nexuss-andxoom-owners62219464.htm

18


http://developer.android.com/about/versions/android-2.3.html
http://developer.android.com/about/versions/android-2.3.3.html

Background

The pl at f or mo6 sBlask8arry, ROlienforoesorasteidtiong to third party appl
cations trying to access protected APIs, by demandinig slgming with a cryptographic key
that is onlyprovided by RIM A developer needs to pay a small fee ideorto acquie a valid
RIM signing key pair.BlackBerry maintains an applicatianarketplace the App World
without restricting application installation from other applicatimarketplaces Currently
appsthatare ubmi t t ed t o Bl aundergeesecurityGasalysispBiackBeary k e t
to filter out apps withmalicious béaviour. Similarly t onarieipldceep-i dds of f
plication testingvas not offered initially tdlackBerryusers whalownloaded apps fro its
official app market, exposing its us¢o malware.

2.2.3  Symbian

Symbian OS is avpen sourc®S, which used to bmaintained by Nokid.While in the
beginning of this resear@®ymbian had the majority of the smartphone market stae)D
population lad a vast decreadalling to 0.3% in the Q2 of 201&(pta et al., 2013

Symbianprovides multiple free and publicly available SDH$ie SDK includes the tools,
documentation and emulators that areaary for the development of new agglions
written in C++.The platform provide a development environment that is not attractive to
developergc.f. Appendix B and this is one of the reasdos its failure.

The cornerstone i n Symbi aapdbittiestNekiau20ijfoy mod e |
defining restrictions to sensitive platform APIs. These capidsiliare grouped in the folle
ing categories: (apasic (b). extended(c). manufacturer. The first category includes basic
functiondity (e.g. access to the netwodcgcess to laation dda, etc.).The user is prompted
for theauthaizationof such functionalityduringa p pirfstallation. The second capability-ca
tegory controls the use of sensitive API that iy @manted through th&ymbian Siged pro-
cess The last capabtly category controls application access to the most sensitive API in the
platform (i.e.All-Files, DRM, TCB). These cpabilities are only grantetb a Device Manufe-
turer (e.g. Nokia, Sony Ericsson, etk indicated by Nokig2013 the basiccapability cae-
gory contains sufficient functionality faxpplicaion development.

The Synbian security modalequires thathe aplic at i on 0 s (piafiekisasgned f i | e
during app installatianSigning ensures that thepdigation is not ging API apart from the
one coregponding to the applicains signing levelThe developecan selsign the appfiit
uses onlybasic capabiliies Selfsigning has the advantagtst it is perforned in the de
vel oper 6 andavaidshenapaing of the applicatiod mstallation package file with
a device IMEI. This allows an app to be installed in multiple devibes the smartphone user

will be prompted with security warnings at installationej since the signing key is not tirus

9 At the writing of this thesis del@ment maintenance of Symbian was outsourced to Accenture.
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ed. To elininate theewarnings and access sensitive capabilities the devetopst submit

her application t@symbian Siged along witha list of device IMEIs. However, gdelines for
bypassing Symbianés sSymbian Fradyallomiogitledxecutianef avai | ab
unsigned applicationthat access any functionalitthusbypassing theapabilities Finally,

Symbian permits the installation of applicati

appmarketplacei.e. OVI store

224 i0S

iOSis a proprietary operating system maintained by Appteording to Gupta, 2013 iOS
is the second most populemartphone OSutwithapopul ar ity f ar ¢€&ess than
cifically 14.2% in the Q2 of 2013

Apple provides, after registratido thec o mpany 6 s de v e dauymergation, pr ogr ar
tools and the necessary API for application developmeQbijective Cprogranming lan-
guage Nevertheless, it should be noted here that this toalseily conpatible with Mac OS
operating system

The sectity model of iOSf ol | ows a oO6walled gardenedd appro
tion. More specifically, itpermits only, the installation of applications thaave been signed
by Apple and reside in the official applicatianarketplacethe App Stee. Forapplication
distribution in themarketplacahe developers incur an@amal cost Furthermore,he security
model of iOS is not permission based as in Andrtilcornerstone is an application testing
mechanismal so referred amechinismp which is eontiolledhby &pple.t i ng 6
During application submission each application undergoes automatic and manual testing to
ensure its functional i t yabsencéofsnaligivusantivity. Theof f i ci al
testing process and criteriwhich areapplied by Apple, are not publicly availabMonette-
less, inrecent versions of iQR\pple has introduced thentitlement keythat resemble pe
mission in Android. Contrarily to Android, entitlement keys allow-ppp access control to
protected resurces(such agocation, contacts, el¢ from a menu dedicatdd usesdprivacy.

Once an application is installedn the device the user neither controls nor is prompted
when an application accesses mosresarCeSE.gsensi ti v
location data) the user will be prompted the first time that an application uses the resource and
has the ability to revoke application access to the resource in the OS settings. For éie rest r
sources (foinstance Internet accgsghe user annotcontrol which apps accesthem Find-
ly, regardl ess of Applebdbs app restrictions and a
Store(Egele et al., 20tHan et al., 2013)Vang et al., 2013\Verthmann et al., 20)3
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2.2.5 Windows Mobile

Windows Mobileis a smartphone OS developed and maintained by MicroSgén
though, it is the predecessor of Windows Phitsesecurity modefollows a different a-
tionale. In specificthe security model of Windows MobildMSDN, 2013) depends on the
device policytha is enabled on the devic&his policy specifies which applications ale a

lowed to execute on the device, what functionality of the<O® cessible to therhow dek-

top applications interact with the smartphone, and how a user or an application aggesses

cific device settings. The enabled policy oVandows Mobilesmartphones eitheronetier
accesr two-tier access

A device withonetier accesgolicy enabled, dg controls if one application runs on the
device or not, without inspecting if th@@lication is using sensitive API. This decisiog-d

pends on whether the app]lcabfi®tsisignedwith aicarift al | at i o

cate that exists in the devicebdbs certnmnfi

tificate, then the apptiation executes in piiieged mode. In this casthe app executesith
the ability to call any API, aess and modify any resour@g.t he devi cebs
registry). Otherwise, if the application is signed or signed with aectificate that is not

known, futher policy check®ccur in order tagyrantapplication execution. In this case, gec

rity policies define whether the user is prompted to give her consent for the application to run
or block its executionlt must be cldfied that if the user permits the execution, then the ap

plication will run in privileged mode. This means that an unknown and unsigned application

is grantedull access to the deviagesources
On the other hand, a device with tiver access gy enabled, apart from controlling-a

plication execution, it also checks runtime permissions bytaaling the APIs that the apipl

cation uses. Accesstopre ct ed API i s det er pgitalsigndturdsiyi- t h e

l ar t o Sy nybmodeinMore speadicallyrifithe appletion is signed with a known
certificate (i.e.onethatispr esent i n t he deviicese@esvitheut t
further checks and it isuthorizedhe permissionthat correspond téhe certifiated slass. 1
the certificate belongs to tHerivileged Exeution Trust Authoritiesertificate store, thepa
plicationis authorizedprivileged permissions. Otheise, the application is executed inrno
mal mode. When the application is unsignedigned with an unknown certificate, them-fu
ther check®occurto detemine if the applicatiorexecutesn normal mode. It is worth noting
that the funtiondity provided by normal privileges is enough for most thpatty appli@-
tions.

According to(MSDN, 2013 the default security configuration of Wiaws Mobile, po-

videsa weak security protection as: (a). itaas the installation of unsigned applications or

singed ones with an unknown certificate, hertbe platform does not provide anysasance
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about the application author or its integrity, and, (b). isecg). the user is prompted to-a

thorize the exeution of the application. Hencén both access tiers of thefdalt security

configurations, unsigned and kmown code is execule wi t h t he wuserds apprc
normal mode t(vo-tier accesk or privileged modednetier access Furhermore, although

onetier accessdoes not praide strong security, it is the default access tiesane devices

(MSDN, 2013.

Similarly to Android, he security model of Windows Mobifgovidesa n a p-pwidok ¢ h 6 ,
i.e. itincludes security mechanisms enabling a Mobile Operator to revoke (i.e. renastely r
move or disable) applications running on siplaghes (Microsoft, 2010c) The revocatn
may corcern either (a). a class of applications signed with the same certificate, where the co
responding certitiate is being revoked, or (b). a specific aggion binay, where the hash of
the binary is being traferred to the device.

Microsoft providesfreely the required devepment toolkit (i.e. SDK, emulator, damen
tation, etc.)for theimplementatiorof third-party application in Windows Mobildts suppot-
ed implementation langgas (e.g. C#, Visual C++) are compatible with @@mpact .NET

Framework

2.2.6  Windows Phone

Windows Phone is the latest smartphone OS that is maintained by Miciessift.though
this OS is the descendant of Windows Mobildrtkigferences, especially with regard ttoe
security model, enables it to be redgd herein as a separate smartphoneGQngently, Wn-
dows Phone is the third most poputamartphone OS sur passing Bl ackBerrybé6
for the first time in Q2 of 2013. However, tihearket share of the OS lisnited, i.e. 3.3%
(Gupta et al., 202)3In Februay 2011 a partnershipbetweenNokia and Microsoft wasra
nouncedn which Nokia adopts Windows Phone as its primary smartphone operating system

The security model of Windows Phone is based gilieggion sanoxing in conceptual
chambergMSDN, 2013, where access to protected resources is granted pabilities,
which are similar to permissions in Androitihird party applications are executed in a least
privileged chamber, wine access to resources is controlled by caipiakilthat aréndirectly
grantedby the user at stallation time and cannot be elevated during execution fifhe
capabilities are incl udedautomatically grantegtinstde at i ond s
lation. Cortrarily to Android, users anaot explicitly promptedto grant access tthe applia-
t i ocapalslitiesduring itsinstalation. Users are informed about the capabilities that@n a
plication uses vVvi a: (a). t h markatplgrdthie dMarkéi on 6s de

place, (B. an explicit promponly for capabilities that have legal requirements for explicit

10 http://www.microsoft.com/presspass/press/2011/feb1Msartnership.mspx
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consent collection, and, (c). the application itself when the location capability is used for the
first ti me. This way, t he pl aindirextlyacéeptthe ecur i ty
capabilities by installing the application. Moreovéhris approach of grantingapabilities
follows T similarly to Android anall-or-nothingapproach.This means thaisers cannot grant
only a subset of the capabilititzat the apptiation requests

The security model of Windows Phone permits only the installation of third party @&pplic
tions that are signed by Microsoft and available in the Marketplace. During applicabion su
mission each application is tested and the developerhgmtitated during registratiokach
submitted application is tested for compliance Witmdows Phone Apjgigtion Certification
RequirementThese requirements apart from testing thglieg i ondés funcrti onal ity
formance involve security teshsr malware detectiorMoreover, Microsoft empys a remote
application removal meetmism to remove malicious applications thatnage to enter the
applicationmarketplaceand Windows Phone devices.

Finally, the platform provides a free SDK that consistghetools, documentation anare
ulators which arenecessary for the implementatjarsing the Silverlight technologgf ap-

plication for thewindows Phone

2.2.7 Overview

As discussed earliethe seurity models of smartphon@Ssprovide different options ith
respect tahe permitted soges of applicationsThese options rangeom rdaxed platforms
permitting installation from unknown sourc@sg.asin Android), to strictly controlledplat-
forms,whichfol | ow t hed ebnwbéa Inhoedde Igaarnd permit aipp instal
cial marketplace (e.g. as in iOS).
Regardless of how strict and centralized the security model of a platform maydeds-it
gates users to makénformed security decisions for app access to preteotsourcesThis
security decisions are mapped by the security model to access control authoridatof
protectedresourcefs uch as t he <cont act). ltiswotth natingdthat he wuser
even i0S, which initially used as a cornerstofdts securitymodelonly app testing, noer
days usssuch a authorization mechanism (i.entittementkeys).However it is worthnatic-
ing that this authorizationdelegationis heterogeneous, ranging from simply authorizing a
cess toa subset of therotected resourcgg.g.in iOS the user cannot refuse access to the
Interne), to authorizing the user to deduce whether an app may impair her security @aad priv
cy (e.g. as in Android)
To aid users in thisask app marketplaces provide users withutegion systems anck+
views of appsprovided by the communityReputationand reviewsare important in any

commodity market, even thought the liter@ hasdentifiedtheir shortcomingsMM8 r mol and
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P®r e z). In th® cltext of app marketplaces, an magibn with good reputatioand
reviewsd oes not necessary respect the usero6s prive
line of defensea g ai nst mal evol ent user s. An appds repu
users have found it to be malicious parmissioshungry, i.e. requesting more permissions
than those that are expected from its functionality, suspiciously draining resources (e.g. CPU,
battery).

Thiswork questiosthise x pect ati on of smartphonesed securi-t
curity avare userwho is able to do such security decisipns e e A 4)

2.3 Smartphone security

The following subsections include a discussion of the challenges and opportunities that r
searches and practitioners face in smartphone secBritgrtphone security hdsecome a
attractivetopic in smartphone literature during the past three years. Most research effort co
centrates on Android, as this is the platform with ldrgestuser baseResearch on iOS has
also started to emerge, as soon as the security incidemasnly false negatives of the ma
ket pl ace6s v g oftthe plaiforrmbagehbaem urnveailed. On the confraopa-
daysresearch on Windows, BlackBerry and Symbian is rather limithd. majority of aa-
demic papers in smartphone secuciycentrteeon t ec hni c al aspedts of th
ty modés, and more specifically, focus mostly on tackling malware.

This section continues with a brief discussion of the differences between smartphene sec
rity and traditional security. Then, an overviefitloe app management approaches in fhe o
ficial app marketplace®f the examined smartphonssgiven The section ends with a brief

overview of security literature in Android and iOS.

2.3.1 Traditional security vs. smartphone security

Traditional securitycontols (hereinafter referred adraditional control§ that are cm-
monly used ifnformation and Communication Technology (IC$uch as firewalls and anti
virus softwarehave to be adjusted to meet the unique characteristics of smartphones

Firstly, smatphones havéimited resourceswhich hinder the use of traditional controls.
This is especiallyruewith the use of battery, whereteshnological progressonstantly adds
mor e O h o insmeapgphone cerdtral processing units (CPUs) raachory Battery e-
strictionsimpede the use a#xpensivecomputationsas well as periodic computations, such
as periodic scanning of the device for malwareus, traditional controls thatequiresuch
computationge.g.(Doumas et al., 1995; Spirakis et al.94p cannot be implementead the
device If such contrat existed n smartphonesthey would cause frustration to usgrsince

their device batteryould be drained quickly As a result,some researcheproposed that
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suchbattery expensiveomputatios are often offloaded to the cloud (e.g. as iRdrtokalidis
et al., 2010Zonouz et al., 2003.

Another factor that influences smartphone security is the d&sceall size This small
sizehas an impact on the offered security, since the space feetheity indicators is -
ited. Forinstance in smartphone browsers the address bar is automatically hidden to present
web content and this can aid phishing attaéidso, because othe small size of the device
the offered input buttaare small and asresultmistakesn password entries might decrease
the level of securityFor examplefor this reason the user magalde todeactivateéhe device
password to avoid the frustration and effort to (constantly) authenticate

Thesmall size of the devicevhichenables t t o f i t | imcrdateghemotld-er 0 s
ity of the device. The fact that users carry their smartphones with them all thduarte
their small size makethem easier tobe lostor stolen,compared to other devices, such as
laptops and tabletsClO; Lookout 201D; The Telegraph Moreover,t he devi ced s
creates uncertainty about its surroundings, as the device connects to (possibly) inseeure wir

less networks and is carriedininser e environment s, i . ek away

place. Also, the mobility of the deviceas well as thdrend of Bring Your Own Device
(BYOD), increases the complexity and administrative effort in corporate environments. This
stems from the heterogetyeand non standardizatiai thes ma r t pdecuntyenedels.

The security modelsf smartphone OS$do not follow a standardized and homogenquis a
proach.This introduces complexity in the providers of security contibit& security models
of all platforms use applicatiosandboxesyhereapps- contrary to desktop computingexe-

cutein a constrained environment acan only access the functionaldand resourcethatare

all owed by t he pl aThds,andndesraise the whbodexuritpagainsti | e .

malicious apps, since unlessvulnerability in the platform iexploited, malwarecan only
operatainsidedthe sandbox
At the same timesandboxesestrict the security arsenal that is available to smartphene u

poc

mo b i

fr

ers This holds true ste thirdpar ty apps that protect ur-sersod se

der the same sandbox rules as atker third-party app For instance, sandbox restrictions
hinder thecapabilities of antivirus software in smartphangisce sandbox profiles do not
permit APl hooksAlso, smartphonglack some traditional controls that users find builin
desktop computing, such as firewatlsf u | | y tasklmendggre d 6

App distribution in smartphones follows eentralized architectureit is commonly pe
formed via app repositories or app marketplaces. As discussed earlier, in walled gardened
platforms, the security model of a platform prolslaipp installation from sources other than
the official marketplacé e . g. as i n ATpipderdrélized akdgbeptureSritrado-e )
es opportunities and challenges to smartphone seclihity.architecture enables marketpla

es to offercentralized app testing (or vetting) of the applications that users install in ¢heir d
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vices. Moreoverit enables marketplaces to remotely remove rogue @afthsthe use of &-
mote kill switcheswhen they are spotted@herefore, thecentralized security management of
apps from the méetplaceallows smartphones to avoid using and maintaining locakblac
lists. On the other handhowadaysthis centralized architecture is used by attest@ispread
malware via theapp marketplac€Zhou and Jiang, 201Zhou et al., 2012aZhou et al,
20133. To spread malwara ithe marketplace, attackdeke advantage ahe absence of app
testing in the marketplacas in Google Play until the introduction of Boungefebruary
2012 orthefalse negatives of the app testing mechanlsmaddition, the fact thagvery app
has toundergo the app testing procedure introdutsdays to app submissi@nThese delays
affectthird-party apppatchingupdating as well, therefore their usare exposed to vulner
bilities or bugs as long as the app testing takes place.

While the platform maintainer caorce theremowal of apps for security reasorfiiom a
device, this does not hold with forcifigmware updates. These are user initiaded thus
may be skipped busers. Moreover, in Android updates are distributed via device n@anufa
turers, whichmay delaytheir distributbn or decide not to support a smartphone model with
updates.

Another factor that introduces challenges in smartphone security islethiee use
Smartphones are consunekvicesitherefore, thesupport for their managementratherlim-
ited. This, howeveris starting tochangewith the proliferation of Mobile Device Manayg
ment softwareMoreover, sartphones are always enabled. This provides attackers with a
greater time window for exploitation attacks or for nuisance attacks such as $graimte-
net tekphony (SPIT)(Dritsas et al. 2009, 2007, 2008; Marias, et al. 2007; Gritzalis and
Mallios, 2008; Gritzalis et al., 2013; Soupionis et al., 2008; Soupionis and Gritzalig, 2010
Smartphonesgre constantly connected &b least on@etwork which is offerecby the carrier
for voice calls. Even this network can be used by attacker to violate fiseacy (Mylonas,
2008.

Smartphone$requentlyconnectto data networkswhich introduces an opportunity faf-
floading resource demanding computatiemghe cloud.However, the data connectionrse
vices that are offered by the carrier haeigh communication cost. In this context, it is-d
batable whether communication cosfssecuritycontrols (e.gupdatesblacklists, offloading
to the cloud, etc.have to be covered by the consumer or by the providese communa:
tion costscan be alsonisused by attackers in the same way dialers used to bill desktop users.
Furthermore, tiackerscandirecly make profit bycalling orsending SMS messages t@pr
mium numbes. In desktop computing this threat has diminished, since the devicesrare co
nected directly to a computer network (e.g. DSL)

Finally, contrary to desktop computing, smartphoaes seldom used as muliser dewt-

es. As a result, smartphonee personalized deviceend as discussed earlier, include nete
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ogeneous data. This faicicreaseghe impact of unauthorized access to thé@martphones,
also contain hardwark at least a microphonie thatcan be used to infer user contéetg.
accelerometer, gyroscope, et¢hus 6 e n r i thelfifunotign@lityd that is available to prar

cy violating apps

2.3.2  Securityin official marketplaces

This section summarizes the app management approaches that are usedamthedof-
ficial appmarketplaceslt also compares them with the management approachekdhaft-
cial marketplaces uséd 2011.

The owners of app marketplaces have contradicting goals. On the one hand, thel¢ must fi
ter-out proactively (via app testing) or reactively (viamote kill switches) malious aps in
order to provide a secure app ecosystem. On the other hand, the marketplace must not deter
benign deelopers from submitting their apps in fable 3 summarizes the managemept a
proaches that are used in official app marketplaces, namely: (a). application integrity, (b).
application testing, (c). mote aplication removal, (d). application testing docurtaion.
Theseapproachesdre described and analyzed in the following paragraphs.

Application integrity ensur es that an applicatiohos bi
cious code injection in pirated versions of the application (repackaging). Asomed pregi-
oudy, in all smartphone O&- apart from the Android the security model malates applia-
tion signing only with a certificate that is controlled by thefplan. On the contrary, Android
permits users to sign applications with anytonyg selfsigned cetificate, whichis not val-
dated by any TTP. As a result, a malicious developer mayldadndisassemble and repack
an application with a new certificate and subitrtio Google Playor toan alternative appla
tion marketpace. Apart from monetary lossf the aiginal aplica i on6s devel oper
developer can infect the application with mate, conpromising the security and privacy of
Android users (sed 2 .).3Morover, an analysis of the apps that are stiéthin Google
Play has shown that some Android developers have signed their apps with keys ithat are
tendedfor development test purposeBafrera et al., 2032 Signing apps with test keys

breaks app updates and may lead to privilege escalation attacks.

Application testing or app vetting includes static and/or dynamic app analysis to ensure
the ap<d functionality, reliability, official APl usage and rational resource stomption. It
typically contains tests for copyright infringements and, nowsdsgurity testing. The e-
searchers inMylonas et al., 201)bwere among the first to stress that app testing must be
added in the app management practices of marketplages\iole a seure ecosyster(see

Appendix A) App testingraises the bar of ptection againsinalware whichcannotbe essily
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spread through the ppnarketplace. In the beginning of this research only8&m iOS and
Windows Phone used application testingtheir marketplacesNowadays, all app marke

places use app testing their app management practices in order to combat malicious app

submissions

Remote applicationtemovalal so ref erred as fapepsureshadt i on r er
a malicious application wilbe removed from all smartphone devices, if it has not been
tected during application t&sg. When the management practices of the marketplace use such
a mechanism it must be ensured that (a). the mechanism will not be usep é@naprship
and (b) that it is conformant with legislation protecting access a wiseeIn thele- d e
ginning of this researchll marketplaces offered an app kill switch except for BlackBerry.
Even though, this is not properly documented by RIM, it appearddgtdayBl ac k Ber r y 6 s
AppWorld includes a kill switch®

Application testing documentationhas awofold contribution in the security of app ma
ketplaces. Firstly, it mandates developers into submitting applications that satisfyestrict r
guirements in terms of security, performance, etc. Secondly, it informs smartphahander
security researchenbout the testing criteria during app submission that provide an indication
of the offered security in the marketplaégom the surveyed platforms on8ymbian and
Windows Phonelocumentpplicationtests

The aforementioned asammarized imable3.

Table 3: Current application management approaches

Platform Integrity |App testing| Remote kill switch | App testing documentatior|

Windows Phoné2013)
Windows Phong2011)

Android (2013) U Vv Y U
Android (2011) U U \Y U
BlackBerry (2013) \% \% \% U
BlackBerry(2011) \% 0] U U
Symbian(2013) Y Vv Y Y
Symbian(2011) Y Vv Y \Y
i0S (2013) Y Vv \% U
i0S(2011) Y Vv \% U

Vv Vv Vv Y,

\% \% V V

2.3.3  Security literature

The majority of academic literatumncentrates on Android, as this is the platform with
thelargestuser baseResearch on iOS has also started to emerge, as soon as the security inc
dentss mai nly false negatives of itofithe platfarm kaget pl ac e 0 s

1 http://forums.crackberry.com/geneitaibckberrydiscussiorf2/blackberrysown-kill -switch-808567/
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been unveiledThe majority of academic papers in smartphone security concentratehen tec
ni cal aspects of t hseandnom spedficallystds mepstlycontdé t y mo d e

ling malware.

2.3.3.1 Android security literature

Various researchers have focdssm mitigatingthe threat ofepackaged appsvhere mait
cious code is added & benign apfand the resulting app is submitted again in the narke
place Repackaged appxist both onofficial and unofficialapp marketplace&hou et al,
20133. To mitigate this threasmartphone literature includdetectionmechanismsghat en-
ploy static analysis in order to filter out repackaged apps from the madetplamelyApp
GenomgLookout 2013, DNADroid (Crussel et al., 2032DroidMOSS(Zhou et al., 2012a
andPiggyApp(Zhou et al, 2013aMoreovetr SCSdroidLin et al., 2013 is based on dynamic
analysisto detectrepacked appsAcademic effort haslsofocused on the@reventionof app
repackagingChristin and Vidas(2013 propose a newcheme for apgigning which they
refer asApplintegrity to preventrepackagedpyps from entering thenarketplaceAlso, Zhou
et al.(2013b)have proposedppink amedanismthat inserts transparent watermarkghe-
nign) applicationsof marketplaces to prevent repackaging from taking place

Repackagingften involvesplacing orreplacing advertisement libraries insering mali-
ciouscodeinto benign applicationsZzfiou et al., 2012aThe insertion of malicious code
pairs the integrity, availability and confidentiality of thema r t p h o naecording#toshse et s ,
intentions of the malware authdrhe replacement of an advertisemiintary obviouslyim-
plies revena lossedor the replaced advertisement netwakkoreover,the new advertes
ment library might alsaadd malicious functionaty. In this casethe advetisementcode
abuss the privileges (i.e. permissionsj the appthat co-exist withthe advertisemenb im-
pair the user s d(Grace etalr 2012yivshasradd Jung, 204 Bhekhar et
al., 2012 Zhang et al., 2013 To thwart the latter thregbreventionmechanisms have been
implemented in Android that offer process isolatiparmission isolation and display isel
tion between the code of the hosting app and the code afitletisemen(AdDroid (Grace
et al., 2012, AdSplit(Shekhar et al., 20}2andAFrame(Zhang et al., 200)3.

According to the study dBrace et al(2012)mostadvertisement libraries in Android,o¢i
late user privacy they are often referred as greywéoethis reasonSome of the collected
data can be deemed as appropriate for personal
Gr a c e O0studyeeveala that advertisemditiraries also collect more intrusive data, such
as call history, list of installed apps e&dso, the work ofBook and Wallace (2013kveals
thatdevelopersoften use the functionality offered laylvertisement libraries forigacy vio-
lations. This stems fromtheo n pi ¢t i n dhe usestine dewetopesd)sars ardmod-
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ly) interested in maintainintheir privacy. On the othehand,developes collect demographic
data andry to maximize their advertisement revesiy allowingu s e r  ptiraughlithiein g
apps.

Smartphone security literature has also focused on the mitigation of privacy violating apps
afterthe revelation of théikelihood of privacy violations in AndroidEnck et al., 2010,2011;
Grace et al., 2012; Skiear et al., 2012; Zhang et al., 201¥arious works hav@ropogd
mechanisms fothe preventionand detectionof privacy violating appsAs such,detection
mechanisms that are based on dynamic analysis havarbglemented in Androidnamely
TaintDroid (Enck et al., 2010) SmartDroid(Zheng et al., 200)2andApplnspecto(Gilbert et
al., 201). For thepreventionof privacy violations the security model of Android has been
modified allowing a finegrained control of resource access by apgssubstitutingeal data
with rogue onese.g.a resourceis reported asinavailable orasempty (e.g. empty contact
list). This allowsapps to functiomproperlywithout violating uses 6 p r(MogkBroig/(Ber-
esford et al., 2001 TISSA(Zhou et al., 811), and AppFence(Hornyack et al., 200). In
addition,Roesneket al. (2013 propose the use of secure gadgeigraphical interfaceslong
with permissions for granting access to the platforms resources.

Considerableacademic workocusesalsoon malware mitigationdue to the increasirag-
currence of malware in Android devicéBelt et al., 2011b; Zhou et al., 2012b, Zhou and
Jiang, 201p Malware detectiorengines that rely omstatic analysishave been proposed
namely AnaDroid (Liang et al., 203), AppProfiler (Rosen et al., 20)3DED (Enck et al.,
20117), Epicc (Octeau et al., 2033Kirin (Enck et al., 20090 MAST(Chakradeo et al., 20},3
Permission Event GrapKChen et al., 2003 SCanDroid (Fuchs et al., 2009 WHYPER
(Pandita et al., 20)3These engines udeaditional static analysidechniques (e.gcontrol
flow graphs)ard/or static analysis tailored fone details of the Android platform, e.g. static
analysis of the manifesind mapping of the requested permissions to privacy viota#dso,

Zhu et al.(2012) andPandita et al(2013 per f or m t ext analysis in the
deduce whether the appds description justifies

Detection engines based on dynamic analysis la#sebeen implemented foAndroid,
namely Adromaly (Shabtai et al., 20)1 Appintent(Yang et al., 2013 AppsPlayground
(Rastogi et al, 2013, Aurasium (Xu et al., 2012 Crowdroid (Burguera et al., 20)1
DroidScopgYan and Yin, 201p MITHYS(Conti et al., 2018 Quire (Dietz et al., 201}, and
VetDroid (Zhang et al., 20)3Due to the restricted hardware resources of smartphones (e.g.
battery) researcherhave also proposetloud basedlynanic analysisin an exact replica of
t he user o6s d e Wwaraneid Aadnom i(Portokeldes ret al., (2090 SeCloud
(Zonouz etal.,20)3Si mi |l arly to static analysis engines

expertise frontraditional dynamic engines, such as instrumentation (i.e. insertion of additio
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al controlinstructiors to the unknowrcodebefore its execution) and introspection (execution
of the unknown coden a virtual machine)

Malware detection engisaising a combination of static and dynamic analysis techniques
have been implementad Android as well, inDroidRanger (Zhou et al., 2012h Pegasus
(Chen et al., 2003and RetroSkeletor{Davis and Chen, 2013Among the aforementioned
worksin this sectiorRetrdkeletonand Aurasiumare the only detection mechanisms that do
not require the modification of Androidds sectlL
use code rewriting and repackagivfgan appn order to creata new, more secure/contiexd
version of the originagpp. All the other detection mechanisms that have been propesed r
quire considerable effort and technical skdlgring their installatiorfrom a userThis holds
true, sincethe user might need to root hewite in orderto install a modified Android ve
sion that implements the detection engilewever,since every user has different exgect
tions about his privacyMcDaniel and Enck, 20)0the user is responsible for theorrect
configuration of RetroSkeleton and Aurasium, as welbligherestproposé security mel-
anisns that have been proposerthis configurationpresupposes the security awareness of
smartphone users, i.deep understanding of the security mechanisms that are available and
the relevant threatsomething that is questioned in thisgis (sedd).

Even though malware dettion is gpopularresearch topiai Android, the detection engine
that Google Play facilitate.e. Bouncer)is currently in its infancy. Thiss reflected ima re-
cent studythatrevealedhe ineffectveness of the detection engiperformingonly with 15%
detection ratio against known malwaf#ang, 201 Bouncer uses dynamic analysisd
virtualizationto detect malicious behavior of apps in Google Ptywever, researchers have
uncovered that malare can easilgetectthat they executan B 0 u n cvietualizexd enviro-
ment andthus circumventthe detection enginky acting asa logic bomB? Furthermorea
recentsurvey of the detection capabilities of ten popular comme#gidroid appghat offer
securityprotectionrevealed thathey can be easilgircumvened by malware(Rastogi et al,
2013). This is somewhat expected, sirgecurity softwardor Android are restricted by the
samesandboxules as any other appf the platform.Rastogi et a{2013) alsofound that all
commercial security software for Android prone to common polymorphism techniques,
such as app repackagirgome of thenare proneevento simplistic - naivetransformations
This holds truesincethdr detection enginefacilitate insecure- week signdures. For in-
stance Rastogi et al(2013b)foundsignatureat hat ar e based on the appod:
the contents of the manifest file.

The aforementioned reveal the importancéaf n  d e v i cireAbhdroédeSpeaifically, y

the securitydecisionghat usersnakeduring app installatiorregarding theequesteghermss-

12 http://www.extremetech.com/computing/ 1304@dcumventinggooglesbouncerAndroids-anti-
malwaresystem.
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sionsby the unknown appare crucial for the protection of their security and privadtera-
ture has revealed that these security decisions are hindered by the vagtidreepsrmission
system and iténsufficient documentationAu et al., 2013 Barrera et al, 2010Felt et al.,
2011;Wei et al, 201p

Firstly, Barrera et al(2010)studied tle patterns of requested permissibgsAndroid apps
and found that only a smadlibsection of permissions is req@estThis subddncludes pe
missions with a broad and vague meaning, for instance tindgs#on for Internet access is
too broad and canndie used for pedomain access control. Furthermovéei et al.(2012)
provided a more halepth study of permissiorand their use by app3hey found that A-
droid keeps adding new permisssan its security modelwithout providing a more fine
grained acess control to its resources. Contraritgw permissios oftencontrol access to
new hardware features. Moreoveé/ei et al.find thatmost thirdparty and prénstalled apps
do not follow the principle of least privileg&his means that apps requestrenpermissions
thantheyneed for their intended functionaljtgs well as request more permissions over.time
This overprivilegeof apps does not stem only from malicious purposeheif authors. In
their survey, Felt et al. (2011) foutrdhat t he vagueness of Androi do.
another reasoappsviolate the principle of last privlegd. hi s vagueness of Andr
documentation has been confirmed by a subsequent studgt(al., 2013 Felt et al.also
implemented a tookeferred asStowawayto help developers deduce whether their apps are
overprivilegedHowever, until now themartphone literaturdoes not include any tool for the
detection of vuterabilities n the business logic of apps (e.g. as Ste(giopoulos etl.,
2013). Finally, Wei et al. foundthat the pre-installed appd or bloatware as referred in
(McDaniel, 2012 i have access to permissions tipabtect sensitive resources, which if
abusedtan impair the security and privacy of the user.

The permissios of bloatware, as well dsose of thirdparty appscan be abused via fan
tionality (component) sharing.e. via privilege escalatiorattacks(Bugiel et al., 2012Chan
et al., 2012Chin et al., 2011Dietz et al., 2011Felt et al., 2011dGrace etal., 2012 Lu et
al., 2012 Ongtang et al., 200Zhongyang et al., 20)3This is a vulnerability ofAndroidd s
security model, whiclallows an app to access functionality or protected resources without
requesting and being granted ttedevant permissionlhe vulnerability stems from the fact
that Android applications may share their permissions in an either intentional (i.e. colluding
apps that break the permission system) or unintentional (i.e. confused dégchky mianner.
To mitigate privilege escation attacksvariousdetection mechanisntzave been proposed,
namely: CHEX (Lu et al., 2012, ComDroid(Chin et al., 2011 DroidAlarm (Zhongyang et
al., 2013; DroidChecker(Chan et al., 2002 Woodpecke(Grace et al., 20)2IPC Inspe-
tion (Felt etal., 20119, QUIRE (Dietz et al., 201}, and Saint (Ongtang et al., 2009
TrustDroid (Bugiel et al, 2011 XmanDroid(Bugiel et al., 201
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Considerable academic effort halsof ocused on extending Androi do
so as to offemore fine-grained access control. As discussed previously, ther-albthing
approach of Andr o]ddes sot glavrusers sosselectively gnarg psamin
sion to appsAs a result, academiwork extend Andr oi db6s <slowuserstoy model
selectively grantpermission and te@ontrol permission assignment during installation time
according to a permission poli¢Bugiel et al., 2013; Nauman et al., 20Ingtang et al.,

2009. Holavanalliet al. (2013) extend the permission model to allowsusegrant access to
information flows (e.g. access to phone number and its transfer over the network) rather than
permission on individual resourcdsnally, as discussed previousMockDroid [Beresford

et al., 201}, TISSA ¢hou et al., 201)1 and Appfence Hornyack et al., 20)Ican be used to
provide apps witlioguedata without breaking the functionality apps that request access to
protected resources.

In all cases theise of these securitmechanisms assume thagers are concerned about
their security and privacy and understand hmdroid security model works (e.g. theni
portanceof permission scrutinizationsomething that isuestioredin A 4In addition, until
nowi to the best of our knowleddenone of tlese security controls have been added iR off
cial Android, therefore their installation requires considerable effort from users. This effort

often involves rooting the device in order to add the control as a component of the OS.

2.3.3.2 i0OS scurity literature

Until the writing of this thesis, ansiderable less security research exists for & fact
can be parthexplanedby: (a). the closed nature of iOS, which is proprietatipsed source
OS as well agb). the considerable lower populariiyin terms ofmarket sharé of the OS$
compared to Android. As di scus ssecdritypyobagi ousl vy,
rity and by its app vetting mechanism that providésalled gardeneiimarketplace. Howe
er,research has proven thaglware hagircumvented the vetting mechanism and have-su
ceeded toerter in App Store Egele et al.,, 20%1Han et al., 2013Wang et al., 2013;
Werthmann et al., 20)3

More specifically, Han et a(2013)found that iOS appaccess API that can impair the
privacy of iPhone users more often conguhto theircounterpartAndroid appsAlso, Wang
et al.(2013)proved that the vettinmechanisnthat Apple uses in its marketplacannot fi-
ter out malicious apps that can be rerhot®nfigured by their authrdo rearrange their code.
This was proverrecentlywith the submission of such apps in App Store, which they refer as
Jekyllapps.

As a response t®S malware researchers have implemented detection endhagsare

based orstatic and dynamic analysis. More specificalyOS (Egele et al., 20)1luses static

33



Smartphone security

analysis (control flow analysis) to detect privacy ledksntrol Flow Restricto(Penvny and
Holz, 2013, PSiOS(Werthmann et al., 20)3and MoCFI (Davi et al., 201 are malware
detection mechanisms that are based on dynamic an@gsisol flow integrity) Among the
abovemechanism®nly Control Flow Restrictor does not require the rooting of the device
(6j ai | bdgineeathksibasgdboh a custom compif@ne shold notethat the installation

of security mechanisms that rely on iPhone jailbreaking resjoemesiderable technical skills
andalsooroi ds the deviceb6s warranty.

2.3.3.3 Overview

It is evident from the above discussion that the acadeffoct on smartphone sedtyrlit-
erature concentratemainly on the techni¢aaspects of the platforms, such identifying
smartphone specifiwulnerabilities (such as privilege escalatiattacks) and mitigation of
malwareand greywarewith dynamic analysis (e.glaintDroid (Enck et al., 201)) andor
static analysige.g.PiOS (Egele et al., 200). Until the writing of this thesisnone of these
proposed security mechanisms heeen included in Android or iOS herefore, the instalt
tion of the majority of the proposed security mechanisatuires considerable effort and
technical skillsfrom an average usefhis holds true, sinciéae user neexto rootor jailbreak
her devicdn orderto install additioral security mechanisnas core coponents of thepa-
ating system

Among the proposed mechanismietroSkeletor{Davis and Chen, 20}3nd Aurasium
(Xu et al., 2012in Android andControl Flow RestrictoPewny and Holz, 2033n iOS are
the onlyonesthat do not rquire modificationof the OS Every user has different expectations
about his privacyMcDaniel and Enck, 20)0and hence configuration of these security
mechanisms in a way that satisfies all users can hardly be ddwdduser has toconfigure
the aforementioned three mechanisms, as well as the other security mechanisms that have
been proposed, in a way that satisfies her risk app@tiis. configuration presupposes the
security awareness of smartphone users, i.e. deep understahttiegsecurity mechanisms
that are available and the relevant thsesdmething that is questioned in this thesis fge
An alterrative approach is the case whesers download the configurations from a commun
ty (e.g. as in the Adblock extension fardfox). However,it is unclear whether smartphone
users are aware of the existence of security mechanisms such as RetroSkeletoogstirce
ry to the Adblock extensionthey aren ot O pr omot eddé b yrtheldam- app

mentation of the platfans
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2.4 Threat model
This section briefly introducethe threat model, which includassageandthreatdetails.
Unless otherwise stated, the discussion in the following chapters is in accordance with the

assumptions of this threat model.

Users In this work smartphoneisers are assumedhieaverage usets.e. not security and

technically savvy. Regarding theiracticesit is assumed that these users:

a) Install applicationgor ‘apps') into their devicem a regular basis (e.g. daily),

b) Installappsonly from the official appnarketplaceor app marketlace(i.e. Google
Play),

c) Protect their smartphone only with theilt-in securitymechanisms of the platforrar
with third-party apps that are available in the official app marketplace

d) Enable Internetonnectivity on their devices, either from a WLAN (i.e. WiFi), or
WAN connectivity from the mobile carri¢e.g. UMTS, LTE etc.)

This means thahe scope of thithesisdoesnot include smartphones witla modified @-
erating syeem. The devices atghus,n ot Ar oot edo Alsorit isfagsamied that o k e n 0 .
the device donot execute a custom operating system, which adds addiseoaility mech-
nisms, such ataint tracking to thwart data leakagentk 2010). With the former, it is s
sumed that evergppexecutesn a sanoxedenvironment €.g. as in Android)The later, is
in accordance with the expectations #omuser without a security mindset and withodt a
vanced technical skills. Finallyt is assumedhat the device is not part of a corporhtéor-
mation Security Management System (ISMi$&ithermanaged from another individu@.g.
administrator) Thus, it is assumed thi&tobile Device Management (MDMjoftwareis not
presentm the device.

Threats. This work focuses on the threats that are relevarthéause of smartphondsy
average usersiamelythreats on the wep s e e  Andlicious app A.4rhis work also
focuses orunauthorized physical accefiweat, since as discussed earlier, the mobility a
small size of smartphones makes them easier to be stolen ofHestecision to focus on
these threats igalidatedby subsequerdcademic and industrial user survegsncerning the
perceptions of users about them and their likelihood of occurrence

In 2012 O2 publishedits surveyresults regarding the daily activities of smartphone users
(02, 2012. The surveyrevealed thatmeartphone users spend more time browsingweb
and playing with thireparty apps in their devices, rather than making pluatie andiexting
(seeTable4). In another case study, Chin et al. (20i&)ealedthat smartphone usesse

more concerned abotlie threat®f (a) malicious apps antb) physical theft and data loss.
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As discussed befehand, arious reports have pointed out the easinegh which
smartphongget lost or stolen@lO; Lookout 201b; The Telegraph Symante@lsostresss
the impact of unauthorized physical accesswo reports. In $ymantec, 201)0it is pointed
outthat log or stolensmartphoes arghe most expensiveevicesto recover. Moreover, ia
user studySymantec, 20)1Symantec notethatthe 96% of persosthat foundatestdevice
which was supposed to bkeft unattended lost, accesed its sensitive mformation such as
photos,emails,and banking applications

Table 4: Daily smartphone usgsource(O2, 2012)

Minutes/day

Activity

Browsing the internet 24.81
Checking social network  17.49
Playing games 14.44
Listening tomusic 15.64
Making calls 12.13
Checking/writing emails 111
Text messaging 10.2
Watching TV/films 9.39
Reading books 9.3
Taking photographs 3.42

Contrary to the threat of unauthorized physical access to the device, in the begirthisg of
work there wasno academic or industrial work proving tHikelihood of occurrence of
smartphone malwar&ecurty researchers expectad outbreak of smartphone malwaiece
2006 Hypponen, 2006 Nonethelessevenwhenthe first SMS Trojan appeared iAndroid
(i.e. FakePlayer(McAfee, 2010), smartphone malware were not considered a serious threat.

In this contextthe beginning othis researcincluded an examination dfie feasibility and
easines®f malware developmerih the popularsmartphone O§ namely:Android, Bladk-
Berry, iOS,Symbian,Windows Mobile Windows Phone (c.f. Appendix BAs a case study,
average programmenmgere askedo implement an app hat tracks thie user ds
study has proven the easiness of malware developmentdogge prgranmers thatanac-
cess the official tools and programming libraries providedrgrtphone O$ Moreover, he
casestudy stressed that Android was more likely to appeal malicious authors due the its i
creasing user base aitd poor security practiced.his predictionwas validatedafter a few
days ofour conference submissidne. (Mylonas et al., 2012)% when multiplemalicious
appswere found in Google Play-¢okout, 201a). Nowadaysthe fearof a smartphone nia
warehasbeen substantiated, sincgalware have been discovered in the two most popular app

marketplace, namely Google Pléyelt et al., 2011b; Zhou et al., 2012b, Zhou and Jiang,
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2012 and App StordEgele et al., 2011Han et al., 2013Wang et al., 2013Verthmam et
al., 2013.

Finally, industrial reports stress thatdayusers come across different threats while lsrow
ing the web(CISCQ, 2013a; SERJ. Thesethreatsincludea variety of attacks ranging from
clientside attacks (e.g. Cro$&te-Scripting (XSS),CrossSite Request ForgeryCSRF)
(OWASPB), up to recent zerday exploits that targdirowserplugins(e.g. Java, Flashfu-
thermore,nowadaysorganized crime targeweb browsers@aballero et al., 2011; Grier et
al., 2013. Cybercriminalsfacilitate browser exploitation frameworksuch as Blackholexe
ploit kit, Phoenix, etc., which are available in the underground ma8keR ) andtarget 2-
ro-day vulnerabilitiesn the web browsers or its plugins

2.5 Summary

This chapter presented a definition of the term smartphone and a taxonomy of smartphone
data w.r.t. their source and information type. It also included a survey of the security models
of smartphoneand a discussion of the challenges and opportunitiemaiftghone security.
This work reveals thathe security models delegate users to make important authorization
decisiondor access to protected resoure@sl, thus, expect a reasonable security aware user.
This expectatioris questioned n A 4 . he ohdpterdncludes aeview of theacademic
work in smartphone sectyi Our study revealthat the majority of academic wodonce-
trate on technical aspects of t Futhermoeethe c e OS
installation of the majority of thproposed security controls requiavanced technical skills

fromthe users. Finallf, he chapter ends with a discussion
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Chapter 3:  Mitigation of webthreats

3.1 Introduction

The proliferation of smartphones has introduced new challenges in secure web browsing.

These devices often have limited resources, as wathal$ size, which may limit the security
6ar senal 0s %uth htklofeprotectian samtrolfjowever doesnot seem to hinder
users from browsing the web via smartphones. On the conéreecgrding toa recent report
(CISCO, 2013), by 2017 smartphonenobile datatraffic will increase 81%, comparing to
2012 The same report predicts that smartphones will bpamsible for the 67.5% of mobile
traffic growth in 2017.

Average usersi.e. not security and/or technical savvy oineare not familiar with the et
tails of security controlswhich are used while browsingthe web. For instance, a useay
understand thaSSL offersa level of protectiorto heronline transactions(Gritzalis, 2001,
lliadis et al., 2007 It is rather unlikelfthough thatsheis aware ofthe relevantsecurity @-
tails (e.g. cryptography, server authentication, etadthreats she is exposed to (e.g. save
dropping, session hijacking, etc.).

Nowadays, sers comeacross todifferent threats while browsing the web. These range
from traditional clientside attacks (e.g. malicious files, Cr&ite-Scripting (XSS), etc.), pi
to recent zeraay exploits that target Java plugtsContrary to what one would expect,
CISCO (2013&) reports that browser malware are not oplgsenti n  owelgpagéde.g.
adult websites ones hosting pirated software, gambling, etc.), but aldmimign ones (e.g.
social mediavebsites search engines). The latter may unwittingly serve malware embedded
in their active content, typically after a server compromiseitir the inclusion of malicious
advertisementsFurthermore,progressively moresttackers usdn their clientside attacks
browser exploitation frameworks (e.g. Blackhole exploit kit, Phoenix, etc.), which ara-avalil
ble intheunderground markgSERT).

Web browsers (hereinafter referred to as browsers) commusieateity eventso users
through their Graphical User Infaces (GUIs)For instancethe padbck icon appears every
time a usewisits awebsitewith a valid digital certificateMoreover,browsersincludewin-

dow gadgetswidgetg, such as checkboxes, buttons, dtar. the configuration of the secui-

13 http://www.reuters.com/article/2013/01/11fasa-securityidUSBRE90A0S320130111
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tycontrols. $ ers are expected to configure the brows:

interacting with its menu), so as to protect their security and prifacgid users in this task

every web browser containsnaenu option focused on the configuration of security and/or

privacy controls. Even thouglaverage usergenerallytend to ignore security events

(Egelman et a).2008; Motiee et al., 201Bunshine et al., 2009some of them have been

trained to interact with the above interfaces in desktop browsers towards a safe web browsing.
In this context, thisvork contributes by providing a systematic and comprehensive analysis

of web browser security controls. In padfiar, this work focuses on popular browsrs in

smartphones and desktopéeir security controlareenumeratd and colleotd. Furthermore,

their default settings as well as their manageability optisesompare. Then,a compaa-

tive evaluation of the é&éred protection against web thremtprovided. Specifically, our goal

is to examinghe following research questionsgarding the security controls that are pdevi

ed by web browsersiamely

A What protectioragainst web threats is offered by fireconfigured security settings
in browserg8

A What isthe manageabilitgptions are provided by tisecurity controls that protect
from certain web thred®s

The former provides indications of the offered protectiomuerage usersThe latter e-
veals the manageability of countermeasures for each threat, i.e. the flexibility to adjust the
of fered protection according to the userso6 Ari
targeted advertising)lhis work summarizesthe differences ithe availability and manage
bility of br owser sé s e c udeskiog brawserptovide hnsi- Overall
creased manageability and availability. Regarding protection against web ttireatslysis
revealed that brgsers by default focus mtly ona subset of the examined threats (e.g- ma
ware, privacy breach, phishing), while offering poor protectigainstthe rest (e.g. third

party tracking, browser fingerprintinghhekey findingscan be summarized as:

1 Limited security and manageabilty in smartphone browsers The analysis e-
vealed that martphone browsers providesubset ofecuritycontrolsandlimited manag-
ability over themgcompared to their desktop counterparts

| Smartphone users are unprotectedfrom rogue websites The evaluation revealed
that smartphone browsed® not protect users fronwebsitesthat hostmalware andbr
phishing scamsContrarily, desktop browseiaclude mechanismsuch ass0 o0 g Baded s
Browsing technology, Smartscreentechnology, etc.(Google DevelopersMicrosoft,
Operg, that filter out roguevebsites
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1 Users are exposed to thireparty tracking. Users are exposed to thiparty trad-
ing/profiling in all examined browserdhis holds true, since bgefault browsers meeh

nisms that protect users from tiiackingare disabled

Theremainder of thichapteris organized as followsSection3.2 presents related work and
Section 33 a suggested threat model. SectBoh provides the reader with the methodology of
this research. Sectiof.5 includesthe empiiical and experimental observations. Sectdh
presentghe recommended browser settings and Ul modiiicet. Finally, the chapter ne

cludes witha discussion of the resuits Section 3.7 and a summary in Section 3.8

3.2 Related work

To the best of our knowledgi,is the firsttime thata systematic and comprehensexed-
uation of the security controls thateb browsers provide to theirsersis performed This
work closely relates taBptha et al., 2009 which provides a simple coragson of the avai
ability of security options that exist between Internet Explorer 7 (for Windows XP) and Inte
net Explorer Mobile (for Windows Mobile 6 Professional Editiofis work examines the
availability of the security controls in current web Weers, as well as their manageability
and the preconfigured protection against web thréafsart of this work closely relates with
(Amrutkar et al., 201 where the researchers have focused on the visibility of security ind
cators in smartphonedhis work confirmsthe findings of their work, regarding the way
smartphone browsers handle digital certificaldss work reveals aadditional vulnerability
in the waysmartphone and desktbpowsers handle invalid digital certificates.

Recent literature on @b security has focused on the protocols for secure connections (i.e.
SSL/TLS) It has exposed vulnerabiliti@s the protocol itsel{AlFardan and Paterson, 2013;
Panday, 2011; Paterson et al., 2011; Patgresnwell asn the waythe protocol ismple-
mented in devicesHahl et al., 2012Georgiev et al., 2002 Literature has alsocused on
the visibility of security indicatorén desktop browsers, mostly focusing on invalid digital
certificates, indicating the majority of users tend to ignore tiidmrutkar et al., 2012;
Egelman et al., 200&ahl et al., 201,2Schechter et al., 2007hi& and Lopes, 2015unshine
et al., 200%.

The extra functionality that is offered by the cap&pitif browsers to execute code the
client side has been explaitdy attackers via JavaScript malwadel{ns, 2008 In response
to the threat of malicious content, browser security literature has focused on the proposition of
novel browsersecurity architectures. The proposed architectures either extend a browser a
chitecture with new componentkat offer enhanced securitfAmrutkar and Traynor, 2012
Barth et al., 2010Carlini et al, 2012Chen et al, 2011¥eyerovichand Livshits; 201)) or
provide new browser architecturd3e( Groef et al., 2012; Grier et al., Z)Jang et al., 2012;
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Wang et al., 2009 Researchers hawwsoproposed detection mechanisms tailored for Sava
cript malware, using either statiC4nali et al, 2011Cova et al, 2010; Curtsinger et al., 2p11
or dynamic analysislang et al, 201olbitsch et al., 2012Saxena et al, 20)@echniques.

3.3 Threat model

This threat modeéxtends the one that is described\i2The chapter assumaserage 8-
ers(i.e. ones that are not security and technical sawigo have been trainedia the brovs-
e 60s s up poadust itpsatingdsrough its GUI (i.e. menu options, buttons, efar)a
safe web browsingThus it is assumedhat some smartphone usehngave been trained to
change the default values sécurity and privacy controlss they seéit, so as tadjust the
level of protection that igprovided by the browserFinally, in accordance with the initial
threat model, it isassumed that: (a) the user has not altered the operating system of her
smartphone (rooting, jailbreaking) and (b) the o w sexurity mechanisms are unmodified,
i.e. the user has not installed any exten/addon that adds a security mechanigmthe
browser(e.g.NoScript, AdBlockPlus)Thistype of useis referred tasAlice.

The extendedhreat model includethree types of attackersir§tly, it includes an attacker
who has unauthorized control over the network. Such an emsi#g active attacks (e.g. ARP
spoofing) to conduct Man in the Middle (MiM) attacks and is referred Evas

The second type of attker has control of malicious web servers in the Internet. The ser
ers are either used to distribute malware (e.g. by exploiting vulnerabilities in plugirsnsadd
or the browser itself), or to conduct fraud attacks (i.e. phishing). This type of atimc&er
ferred to asviallory.

The | ast attacker type controls adwamisti sing s
referredto as Gorwel More specifically, Gorwel usesadvanceduser trackingmechanisms
(e.g. nontpersistent trackinglata Eckersley,2010), aiming at user profing and/or user
identification. The use of such malicious usertrackmg nst i t ut es an n-ntrusi on
damental right to privacyJQommission of the European Communities, 20ads worth na-

ing that using an advertig) service on the web is not a malicious act per se.

3.4 Methodology

The researchscopeis to evaluate whether theecurity controls that aravailable in a
smartphonebrowses provide Alice with similar manageabilitgs in their desktop coumte
parts. Inaddition, it is examinel if smartphone browsers offar similarlevel of protection
against theforementionedhree attackers

The scope othe evaluationincludes the popular web browsgelie. Google Chrome,

Mozilla Firefox, Internet Explorer, Opera, &dmpple Safari HtatCountey, as well as their
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smartphone counterpaftsMore specifically, the latest versions of desktop browsense
installed(as of June 2013.e., Chrome (v. 27), Firefox (v. 21), Internet Explorer 10, Opera
(v. 12.15), and Safariv(5.1.7)) in two desktops. Windows 7 and Windows XP were selected
for the installation of the aforementioned browsers due to their popularity in the dpkittop
form (78%of global market shares(atCounté).

Contrary to desktops, thebovebrowsers arenot available in all smartphone$able 5
summarizes the smartphones that were used in the evaluation, as well as the availability of
different thirdparty browses in them. The evaluation includes devicesth Android, iOS
and Windove Phone, which constitute the 9% %f the smartphone marketaie Gupta et
al., 2013. Furthermore, it includes devicesdth the following Android versions: Gingerbread
(v. 2.3), Ice Cream SandwiclkCS, v. 4.0.*), and Jelly BeanlB, v. 4.1.2); which constitute
the 91% of thein useAndroid devices Googlg. Therebre,the evaluationcan be regarded as
representative both in the desktop and smartphones platféinadly, for readability and
space reason3able5 refers to the stock browsers Ahdroid, iOS and Windows Phone (i.e.

Browser, Safari, and I E Mobile respectively)

Table 5. Browser availability in the smartphones that were used in the evaluation.

Version Device Chrome Firefox Opera Opera Stock
Platform Mobile Mobile Mobile Mini Browser”
(v. 26) (v.21) (v. 14) (v. 10)
Android 2.3.5 HTC Ex- \ \
plorer
2.3.6 LG-E400 \Y \Y
4.0.3 LG-P700 \ \ \ \
4.0.4 Sony \ \ \ \Y \
Xperia
4.1.2 Samsung \% \% \% \Y
Galaxy S3
Samsung \% \% \% \Y
Nexus S
i0S 5.1.1 iPhone 4 \ \% \%
6.1.2 iPhone 4S \ \Y \
Windows 7.5 HTC Tro- \%

Phone phy7

ABrowser forAndroid, Safari for iOS and IE Mobile for Windows Phone

Initially, all the available support pageseach browser thatrededicated for security and
privacy were enumeradl, sinceAlice is expected to usihis materiain orderto be trained to
configure the browser control¥hen the graphical interfaces in desktop and smartphone
browsers were enuenated and all the available configurable security controls, as well as their

default values were collected. Any confusing text labels that may exist were marked, as well

4 The scope of the analysis includes only unmodified browsersitaavailable to the users via the app miarke
place. Other hardened browsers or browsers part of a Mobile Device Management solution may exist, but they
are out of the scope of this work.
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as any widgets that had obvious usability problems. The controls were grtogpdue into
five categoriesaccording to their intendedsefrom the support pagesamely:(a) content
controls, (b) privacy controls, (c) browser manageability, (d) {hady software controls,
and (e) web browsing controls
The next section preseriteer e sul t s regarding the manageabil

controls.

3.5 Availability and manageability of security controls

Overall, thirty three (33) security controls
listed herein. The majority of the cdorr o1 s 6 | aeiplaratsry (a.g. blocls JavaScript).
The rest of them are briefly described here, namely: (a) external plugin check refers to the
exi stence of a web service that anaMorises t he L
la, Qual) (b) local blacklist enables users to enforce controls on &ifgebasis via local
blacklist/whitelist (e.g. pesite cookie blocking), (¢) under master password the broweser r
guests the entry of a master password every time it restarts, beforerageagsstored pas
words, and (d) website checkirgpables a user to manually initiate analysis (fol- ma
ware/phishing) on the web site she visits.

Tables 610 summarize the availability and manageability status of all the security controls
that are availael vi a the browserso interfaces. Their
between each browser as well as between the two versions, i.e. desktop and smartphone, of
the same browser. The findings are grouped together into five categories, accordieg to th
controls intended use from the support pages, namely: (a) content controls, (b) privacy co
trols, (c) browser manageability, (d) thiparty software controls, and (e) web browsing-co
trols.

Tables 610 use the following notation: (8 is used whetthe mechanism is not supported
(i) A is used when the mechanissnsupported but not configurabléii) E is used when
the mechanisns supported but not easily configurapbnd (iv)A is used wherthe meb-
anism is supported and easily configurablesearr i ty contr ol i snmar ked a
figurabled when it can only be confApppur ed fron
dix C), or when there is a usability problem in the configuration of the control (e.g. confusing
wordi ng of telh & sueh cdsgs it i6 thel wnlikely that users will be able to
find and/or correctly configure it.

Regarding the default values of security controland: stand fordefault enabledand
default disabledcontrol, respectively. The following notation is also used: {GC=Chrome,

MF=Firefox, IE=Internet Explorer, OP=Opera, AS=Safari; ABadroidd s st ock br owse
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CM=Chrome Mobile, FM= Firefox Mobile, IM=IE Mobile, OM =Opera Mobile, Om=0pera
Mini, SM=Safari Mobie}. Finally, the stock browser &ndroidi s r ef erred t o as

(@}
™

3.5.1 Content controls

Table6 summarizes thenanageability of content controlsei contrad that enable Alice to
block cookies, images and paps All browsersenableAlice to block cookies. Safadek-
top and mobilevere the only browsers that allowdxy default only first-party cookiesd.f.
Table 7). First-party cookiesi.e. thosethat arenot createdfrom a thirdparty domain are
normally used by web sengior user authentication andeiin blocking might cause digou
tions inwebapplicationgfunctionality.

By-default, all browsers present website images. Otherwise, a serious ugabititym
would arisein thewebpageghat they visit Users maywish to block images forvarious ra-
sons, such as frotecttheir privacy (Zeigler et al), to speed up their browsingtc Contrary
to desktop browsers, whefdice canblock imagesn all browsers,His ogion isnot available
in mostsmartphonérowses (c.f. Table6). This holds true, sincenly ABrowserandOpera
Mini, provide a widgeto enable thicortrol and inFirefox Mabile this controis only avaia-
ble in a hidden menu (cAppendixC).

Similarly, as summarized iffable6 all browsersblock popup windows by defaultFire-
fox Mobile allows the coffiguration of the pojup blockingmechanism froma hidden menu
interface (seé\ppendix C for hidden menus). IE Mobiland Opera Mini bloclpop-ups by
default withoutallowing Alice to disablehis corrol. Thisfact may break théunctionality of

webapplications that use bigm pop-ups (e.g. a popp shown to upload a resume).

Table 6. Manageability of ontent controls.

Block cookies 1 1
Block images
Block popups

P

1 1 1 1 1 1 1
1 1 1 1 1 1 1

> (0 [ >

>0 (>
> | >

> (>
>0 (>
dindbe
>0 (>

> (> (>
> (> (>
> (> (>
> (> (>
> (> (>

3.5.2  Privacy controls

Blocking location datae i t her geol ocati on data ina-desktops
tion provideri is configurabé in most browsers (c.Table7). Only Chrome and Safari block
them by default, i.e. they prompt users before accessing location data. Safari Mobile follows a
similar approachhut the control of location services is not configurable until such a request is
made by Safari Mobile for the first time. In such a case, the user is prompted and access to
location data is subsequently manageable from the settings of location datammibtdse of

Safari Mobile. Thereforghis hinders Alice from finding the control, since it resides infa di
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ferent configuration menu. Alice is also expected to have difficulties in configuring this
mechanism in Firefox versions (i.e. desktop and mokéiege it is configured only froma
hidden menuFinally, the evaluation revealed that the availability of this control is different
in iIOS andAndroid, being unavailable in the former and available but default disabled in the
latter.
By default, browsers end t he referrer value in HTTP head
in the header), a value that can be collected from Gorwel for user traékeidir{g et al.,
1999. The analysis revealed that the security control that removes the referrer isalmavail
in most smartphone browsers and in the desktop version of Internet Explorer and Safari (c.f.
Table7). Both versions of Firefox allow Alice to mage this control only via a hidden menu.
Finally, enabling this control in Chrome is rather difficult, since it involves starting &s ex
cutable with a parameter via the terminal (8peendixC).
Regarding thireparty cookies, the majority of desktop bimws permit them (except for
Safari). In smartphones the majority of browsers accept all cookies in-annaithing g-
proach, thus failing to protect Alicebs privai
first-party and thireparty cookies, orlbow them (c.f.Table7). Only Firefox Mobile and &
fari Mobile provide manageability over thighrty cookies, while having the same default
values agheir desktop counterparts. One could argue that enabling tracking by defadlt is a
ceptable, since in the majority of the examined browsers the user is allowed to bloak it. Ne
ertheless, it is unclear whether Alice can understand the impact of trabldalgiga), which,
in its ultimate form (e.g. via user identificatioBakersley2010) may constitute an intrusion
of her fundamental right to privacy. Furthermore, during browser installation Alice ixnot e
plicitly asked whether she wishes to receivespralized advertisements.
As summarized iTable7, by default only Internet Exploresend the denot-track (DNT)
preferencei . e. t h e 1voatheuHa TP ihdaal (Eeigler et al). In smartphonesnly a
subset of browsersontain settings for DN-Tnamely: Chrome Mobile, Firefox Mobile and
SafariMobile. Moreover,DNT in Safari isavailableonly in iOS 6 andthe wordingnear the
widgetis confusng,i,e.AiLi mit ad trackingo. Therefore, it
enable web tracking bselectingt h e 0 p t, betiening fihatfste @s disabling ad tracking
in this way
Most browsers provide a History Manager. ABrowser, Opera muhiSafari Mobile allow
a user to delete history dat a, but the relevan
Safari for desktop provides the widget under a
it rather difficult for a normal user tiind it. Moreover,Alice may initiate private bnesing-
i.e. a session where browsidgta(cookies, browsinglata downloadsyrenot storedlocally
- in all desktop browser€ontrary to desktopgmartphone browsers suppprivate brove-

ing only in ABrowser, Firefox Mobile, Safari Mobile and Chrome foindroid. ABrowser
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does not offer private browsing &ndroid Gingerbreadat all, whilethe newesndroid ver-
sionsdo offer this mechanismonly from a hidden menu (se&ppendixC). Finally, this cao-
trol is offered by Chromdlobile for iOS, butits effectiveness is hamperedbyh e p |l at f or mé s

limitations™.

Table 7. Manageability of pivacy controls

g;(:;k location A Er | Ar | Ar | A Al | SArA[EL | Al S s e
Block referrer E? E? s | At S S E: S s |'s S
ey ones | At |Ar |Av|Ar [A | s | s |Ar|s |s|s| A,
Enable DNT Ar |Ar |A_ |Ar |E* | S At |Ar | s [ s | s |sE:*
History Manager| A A A A E E A A A | A |E E
Private Wowsing A A A A A SIE AA A S S S A

Aheterogeneity in different platforms.

3.5.3  Browser manageability

Browser updates protect Alice from security vulnerabilities and bugs. All desktop browsers
supportautomatic installation of browser updates, except for Safari. Safari fatowsr as
well asMac OS Leopard does not offeupdatesupport for the browsemymore thusexpas-
ing its users ® more than 100 vulnerabilitidhat were patched in Safari @\pple). Alice is
not awarethat Apple does not provide updates fogr browsersinceshe is noexplicitly in-
formedi n t he br owser 0s /dftewtsihstakatbonTpus ghe cao onipel ur i n g
informed that she is vulnerable by a third sourcg. @®um, blog, etc,)which mayeventu&
ly make her decide t®witch to an alternativdesktopbrowserin orderto stay secure
Browser updates in most smartphones aomtrary to desktop browsers, sesmitomatic
(c.f. Table 8). Stock browserqe.g. ABrowser, Safari Mobile) update with platform updates
and thirdparty browsers update via the applicatinarketplacge.g. Google Play, App Store,
etc).)) n both cases, the upd®onlyFirefordobiic caabect he user €
figured via a menu option tde updatel automatically®. Finally, it is worth noting that
browser updateism smartphones often suffer from delays. The updates ofhairy browsers
may be delayed by the app analysis process of thenaggetplaceAlso, updatef Android
may beeitherdelayedor evenbe unavailableby the device vendoiherefore, in some cases
users of ABrowser may not get updates even if thepffically available from Google.
Among desktop browsers, only Safari did not offer a configuredatéficate manageY,i.e.

an interface where Alice can either inspect or edit the certificates that are trusted or blocked

!5 http://support.google.com/chrome/bin/answer.py?hl=en&answer=95464
8 However, in Android the rest of them can be configured to be automatically updated in the Google Play app
"saf ar i uses I nternet Explorero6s certificate manage
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by the browser. The ability to manage trusted certificates is important, especially in the case
that a Certification Authority (CApecomes compromised (e.g. Network Computing In

this case, Alice must be able to disable this CA. In smartphones, the evaluation showed that
most browsers (i.e., Safari Mobile, Chrome for iOS, ABrowserAndroid Gingerbread,
Firefox Mobile, IE Mobik, and Opera Miniylo not offer a configurable certificate manager
ABrowser, Opera Mobile and Chrome fandroid use the certificate manager that is pdavi

ed in the newesindroid versions (i.e. the ones after Gingerbread version).

All browsers offer awfill functionality, i.e. the browser can remember passwords Bf ce
tain websites. As shown ihable 8, only a subset of the desktop browsers offersspord
protection via a master passwarde. the browser asks users to enter a master passwerd ev
ry time it restarts, before accessing stored passwords. Furthermore, Chrome and Firefox were
found to enable the unmasking of stored passwords. Theréftyeery easy for an attacker
who has temporary access to Aliceds browser t
browsers, only Firefox Mobile offers password protection with a master password. Even
though smartphone browsers and most of the desktapskrs do not unmask passwords, an
attacker with physical access to the browser can logimetositeswhere Alice has enabled
password autdill. The risk of this attack is greater in smartphones, due to their small size and
mobility and the fact thaih the userstudy( s e eonly\64.%% of the respondents password
protected their device.

All desktop browsers provide an interface to configure a proxy S&rwérich can provide
Alice with anonymity (e.g. via a free proxy or onion network) and enhanceunlityedf the
proxy implements a malware and/or phishing detection engine. Most smartphones can be co
figured to use a pr o-Kgettisge butieig rather ddficutt foréAlicel e vi c e 6 s
to find the configuration widget. This holds true,cgnthe navigation to this configuration
widget clearly violates the thradick rule (c.f. Appendix C). Furthermore, the evaluation
showed that Alice cannot enable a proxy server in any smartphone, when the devicé uses ce
lular connectivity (e.g. UMTS (BGHSDPA, etc.). Thus, the aforementioned protectipn o
tions that are offered by a proxy server are unavailable when Alice uses mobile Internet.

Alice may wish toconfigure her browser to use a search engine that does not track her (e.g.
DuckDuckGo, Startpge)'® As summarizedn Table 8, this option is only available in fou
desktop browsersThe rest browsers either allow the selectiormaskarch engia provider
from a static list (e.g. Google, Bing, Yahoo), or do not offer such a selection, at all.

Amongthe examined browsers, only Internet Explorer and OpeadleAlice to inspect
and select which protocol version of SLL and Tis$Sised in her secum@nnectios. Various
vulnerabilities have been discovered in SSL/TLS.(BBAST, CRIME, Lucky 13) ander

18 Chrome and Safari use a link to the interfanplemented by Internet Explorer.
9 https://duckduckgo.com/, https://startpage.com/
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centlynewvulnerabilities have beetiscoveredn TLS as well asn the SSL implementatio
that uses the RC4 algorithrAlFardanand Paterson, 201®anday, 2011; Paterson et al.,
2011; Patersgn Currently, the above protocol vulnerabilities in browsers and servers are
fixed via workaromds thatpatch certain instances of the vulnerabilities. Furthermore, the
adoption of the latest TLS protocol (i.€ELS 1.2) may either hinder user experience, if the
server does not support it, or it may be skipped during the protocol negotiation between the
server and browser. For instance, during a MiM attack an attacker may convince the two
communicating parties tewitch to avulnerable version of the protocol. Finally, the current
interfaces in Internet Explorer and Opera browser allow Alice to disable or select an older
version of SSATLS protocol, as any otheonsecurity relatecgettingin the browser's menu
(e.g. enabling the automatic resizing of images).

Theresultsrevealed thabnly Chromeoffers a task manageEven thougtthe absence of
this controldoesnot imply that Alice is directly exposed any threats,its presence can aid
her to enhance controler web browsing by inspecting resource consumpgan rfetvork,

memory)

Table 8. Mechanisms for browser management

Browser update A, |A, |A, |A, |s | A, E. |A A |E E, |A,
Certificatemanager A A A A A | AAZ| AIA?| A A A S A
MasterPassword s | At s | Al S S S Al S S S S
Proxy server A A A A | A = E! E' | E'| s EL | E?
Search engine manage A A A A | At] A! Al S S S At | At
fesl;gtﬁ versonl s s | A | A |s | s s |s|s|s|s|s
Task manager Als]|s|s |s]| s s s |s|s s |s

! the control has a limitatiod heterogeneity in different platforms

3.5.4  Third -party software control

Desktop browsers and Firefox Mobile autpdate extensions, as soon as they become
available in their applicatiomarketplacge.g. Chrome Web Store). In some circumstances
Alice may prefer to disablautomatic updates (e.g. when she is roaming). Among tha-exa
ined browsers thasupport extensions (c.T.able 9), only Firefox and Safari provide Alice
with this control over updates. Moreover, only Internet Explorer, Opera and Firefox Mobile
do not enable Alice to manually update extensions. Theofdéke browsers that support-e
tensions provide such an interface to initiate an update, which will aid Alice to be tiraely pr
tected from security vulnerabilities and bugs in extensions.

Contrary to extension updates, browsers do not update plugins aatipathus, brove-
ers must provide an interface to inform Alice which plugins must be manually upBated.
ing the evaluation only Firefox and Chrome alerted users about vulnerable plugins. Firefox

provides crystal clear indications when a plugin is wdbk by highlighting it and providing
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an update 1|ink. Chrome alters the pluginbds vel
However, Alice may ignore this warning since it is not easily spotted among the various

plugin details.
Table 9. Mechanisms for thirgbarty software control.

’Qxﬂte"nsiong pdate) 5 A, |A, |A A1 N/A N/A | A, | N/A| NA | NA | NA
QILLlltgi i, update S S s s s s S S S S S <

gif:f;?on Ar | At | A1 | At | Ar N/A N/A | At | NJA | N/A | N/A | N/A
Disable dva At | Ar | A1 | At | Al N/A N/A | N/A | NJA | NJA | N/IA | NIA
Tmvadiot At [Ar [Ar |A1 A1 | A1 |AAR | E: A

Disable plugin | A1 | At | At | At s | A1 22 S A %] s S S S

Eﬁéifal pluginl g 1 e | s | s | s s s s

&?Q,ﬁ’;!ﬁ: pdate A A S S A N/A N/A S | N/JA | N/A | N/A | N/A
g/:ﬁg;illy pdate £ A S s s s S S S S S <

*heterogeneity in different platformihe control has a limitation

All desktop browsers, except for Safarallow Alice to disake plugins as she feefit. As
summarized inTable 9, this option is not available ithe majority ofsmartphone browsers.
Smartphonebrowsers cannot be configured to iidually block plugins (e.g. flash player
video) fromtheir settings ABrower (version ICS and JB only, plugins in previous versions
are enabled by default) and Firefox Mobile allomly limited plugin managemenklore spe-
cifically, the twobrowsers prowe an  éomnl o t hdontrgl dver the pluginand therefore
Alice cannot disable individual plugins. By default, Alice will &eplicitly asked to enable a
plugnvi a a mechanism referred to as o6tap to pl a
other gplications to present content to the user (e.g. video players). Again, Alice cainnot ne
ther inspect which applications are invoked for specific content, nor disable them.
Browser ds eaddoeshsi ocas berenumerated awmd di sabl
ers. In smartphone browsers, only Firefox Mobile supports browser extensions and provides
Alice the ability to inspect and individually disable extensions.
In desktop browserslava can be disabled in tp&ugin configuration interface except
from Safri, where Java can be disabledhe security menu tab. Java was enabledefault
in all desktop browsers, evavhenthe browser was installed in a desktop which included a
vulnerable Java versiorrinally, smartphone browsers do not support Jgyaets andea-
turned an alternative text, namely AYour br ows

during theevaluation

2 Plugins in Safari can only be enumerated. They can be manually removed from the plugias install
tion folder
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As summarized iTable9, JavaScript is enabled by default in all browsers. While ak-des
top browsers allow Alice to disable JavaSciiptase she feels that this will protect her from
malicious content from avebpage this option is not available in all smartphone browsers.
More specifically only Safari Mobile, ABrowser, and Chrome fandroid enable Alice with
such a configuration. Chrome for iOSpera Mobile Opera Minj and IE Mobile do not offer
the managealiy of JavaScript, whereas Firefox Mobile offet only from a hidden menu.
Thereforejn most smartphone browsers Alice is exposed to any malicious JavaScript code.
Alice may initiate a web based plugin check only from Firéfeax i ntree ff @arexeed as 0
ternal p |. Uhe iamalysis heeealdd Ghpt the useto$ cortrol may mislead Alice.
This holds true, because when Alice enumerates her plugins she may accidentally interact
with a widget in the upper right corner of the interface and not wéhctnrect control that
appears as a link. This widget checks for extension updates and not for plugin updates. The
wi dget has a | abel ACheck for Updateso and, a
use. Moreover, if Alice had checked for extensigpdates before navigating to the plugins
tab and no extension update was foundt hen t he widgetdés | abel wi |
foundo, p dehding Aliceahatithere ané mapdates for the extensions, as wEil.

nally, the experimentahnalysisprovides proof that this control is not alwasféective

Table 10. Web browsing controls.

Certificate ~ ~ ~ ~ ~ ~ - ~ ~ ~ ~

Warning A AL LA LA AL A, A, A A A, S A

Local A " ~ -

blacklist A A A A S S S S S S S S
Malware A " " " " ~ ~

protection A A A A A S S A S A S S
Modify - - . " . A - - - -

useragent E E E A E A A A A A S S
Phishing A A A A " ~ ~ "

protection | A A A A A S S A S A S A
Report

rogue S A A A S S S S S S S S
Website

Websit " -

chZcSklineg S S A A S S S S S S S S

3.5.5  Web browsingcontrols

All desktop browserprovidea mechanism to protect Alice from Mallory. This mechanism
includes a system's wide blacklist and/or page analy&iogle DevelopersMicrosoft,
Operg. Chr ome and Fi r &dfeoBxowsingeehnolegyolgdrneixmorer uses
Smartscreertechnology andOpera andsafarido not document which engine they uSech
a mechanism is enabled by default in all desktop browsers. However, all of them enable Alice

to disable malwarerotection withoutdisplaying any confirmation security warning. Cantr

51



Availability and manageability of security controls

rily, in smartphones, only Opera Mobile and Firefox Mobile inform Alice that this technology

is supported in their support pages SafeChr ome M

Browsingis not availake, whereas the rest smartphone browsers neither provide amy info
mation to Alice about this control, nor provide any option in their menus.

Furthermore, the above mechanisms of desktop browksgrotect Alice from fraudulent
websites(i.e. phishing @iacks).Besidesthe aforementionegmartphone browsethat doau-
mentprotection fromfraud Safari Mobilealsodocumentssuch a protectiarin addition,Sa-
fari Mobile provides an interfacallowing Alice to configure this controlOnce more this
control can be easily disabled, without displaying any warning that this action would lower
Al i ce 6 sproedianur i t vy

Apart from theabovet wo contr ol s, whi ch ai websttegonlp| oc k
Internet Explorer and Opera allow Adéico manually initiateanalysison the site she is cu
rently visiting( r e f e rwebsitgc haesc kdFurthtgerindre, onfj Mozilla Firefox, Internet
Explorer, and Opera allow Alice to manually report a rogue site.

Among the examined browsers, only Chronkérefox, Opera, and Internet Exploreropr
vide local blacklists anevhitelists of websites. Alice can edit these lists, as she sees fit, by
adding or removingvebsites and setting restrictions or allowing access in the lists (e.gk-bloc
ing cookies, enablegp-ups, share location, etc.). Among the browsers that offer thisanech
nism, Internet Explorer provides a fine grained mapping of the rest browser mechanisms to
the lists (referred as trusted/restricted zones). On the contrary, Chrome, Firefox, and Opera
provide onlya coarse grained mapping of the available mechanisms. This mapping & avail
ble through the page information interface
from a widget (e.g. button) near the configurable mechainighe browse 6 s *me n u

Alice may wish to use modified useragent(UA) stringin her HTTP request (i.e. a string
which provides he br ows er 0 s Fosinstatcey Aliceemayl preftm navigatg to
the desktop version of a site with her smartph@néo acess a service that is availableato
browser other than the one sBeusing (UA modificatioh Alice may change her Un all
examined browsers, except fOpera Miniand Safari Mobile, whereas in Firefox and Safari
this configuration takes place only \@aahidden menu. s worth notingthatUA modification
may occurfor privacy reasons (c.Eckersley, 201D

Finally, the evaluation revealed that Opera Mini is the only browser that does not display a
security warning for rogue digital certificates, i.e. either an invalid certificate (e.g., certificate
with domain mismatch, expired), or an untrusted one, i.e. one thet $gned by a trusted
CA (Amrutkaret al, 2012 lliadis et al., 2000; Gritzalis 2001; Lekkas 200%hus, Alice is

acdc

(or

ZThe control mu st be i ni tOthertbmdsery may indirécly ude otbews er 6 s i

services such as https://support.google.com/websearch/contact/reporting_malware?rd=1
2 Firefox also enables this mapping from a Permissions Manager that resides in a hidden menu
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