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ÅSerious problem in cyber/corporate security 

ÅInsider threat originates from persons who: 

- are legitimately given access rights to IS  

- misuse privileges and violate security policy 

Insider Threat 



Insider Threat: When is its impact high?  



How serious is the insider threat? 



Know the Threat 

ÅWe have a threat when: 

ïAt least one attacker is adequately motivated. 

ïOpportunity to unleash attack exists. 

ïAt least one vulnerability exists. 

ïAttacker is skilled enough. 

ÅGiven sufficient motive, time and budget every 
system is vulnerable. Threat 

consists of:  

ωMotive 

ωOpportunity 

ωVulnerability 

ωSkills 



Know the Malevolent User 

ÅMalevolent users needs: 

ïOpportunity to unleash prepared attack. 

ïEgosyntonic or egodystonic motive. 

ïIn case of egodystonic motive, he further needs ability to 
overcome inhibitions. 

ïAppropriate stimulation and impulse. 

ÅUnder certain circumstances every user is vulnerable 
to diverge towards delinquency. Malevolent  

user needs: 
 

ωOpportunity 
ωMotive 

ωAbility to overcome  
inhibitions 

ωStimuli/impulse. 
 



ω Motive 

ω Opportunity 

ω Vulnerability 

ω Skills 

Threat  
consists of:  
 

Malevolent  
user needs: 
 

{ƘŀǿΩǎ  
Personal  
Factors 
 

F.B.I.  
Personal  
Factors 
 

ω Opportunity 

ω Motive 

ω Ability to overcome  
inhibitions 

ω Stimuli/impulse 

ω Greed/Financial Need 

ω Anger/Revenge 

ω Problems at work 

ω Ideology/Identification 

ω Divided loyalty 

ω Adventure/Thrill 

ω Vulnerability to  
blackmail 

ω Ego/self-image  
(Narcissism) 

ω Ingratiation 

ω Compulsive and  
destructive behavior 

ω Family problems 

 

ω Introversion 

ω Social and per- 
sonal frustrations 

ω Computer depen- 
dency 

ω Ethical άŦƭŜȄƛōƛƭƛǘȅέ 

ω Reduced loyalty 

ω Entitlement ς Narcissism 

ω Lack of empathy 

ω Predisposition towards  
law enforcement 

 

Know the Enemy 



A generic model for predicting threats 
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Case 1a: Insider threat prediction  
based on Narcissism 

Narcissistic 
behavior 
detection 

Motive, Ego/Self-image, 
Entitlement 

Usage Intensity, 
Influence Valuation, 

Klout Score 

Twitter 
1.075.859 users 
7.125.561 connections among them 
41.818 fully crawled users 
Å Medium analysis via: 

ï Strongly Connected Components 
ï Node Loneliness 
ï Small World Phenomenon 
ï Indegree Distribution 
ï Outdegree Distribution 

Å User analysis via: 
ï Social Medium Usage Intensity 
ï Social Medium Influence Valuation 
ï Klout score 

Å Analysis based on Theory of Planned 
Behavior & Social Learning Theory. 

 

 
 

 



Case 1b: Insider threat prediction  
based on Narcissism 

Å Small World Phenomenon 
ï 99% of the users is Җс hops away 

from everyone else in the graph. 

Å Indegree Distribution 
ï Distribution of incoming edges at 

each node. 13.2 followers/user 
on average. 

Å Outdegree Distribution 
ï Distribution of outcoming edges 

at each node. 11 followings/  user 
on average. 

Å Usage Intensity Distribution 
ï Distribution of the evaluation of 

usage intensity per user. 

Å Taxonomy of users 
ï Ability to classify users into 

taxonomy and study them. 

Category 
Influence 
valuation  

Klout score Usage valuation 

Loners 0 - 90 3.6 - 11.1 0-500 

Individuals 90 - 283 11.1 - 26.0 50-4500 

Known users 283-1011 26.0 - 50.0 45-21000 

News Media & 
Personas 

1011-3604 50.0 - 81.99 
21000- 
569000 



Case 2: Predisposition towards law 
enforcement 

Law 
Enforcement 

Predisposition 

Motive, Anger, 
Frustrations, 

Predisposition towards 
law enforcement 

Machine learning, 
comment 

classification, flat data 
classification. 

YouTube 
Dataset: 2.043.362 comments, 
207.377 videos, 12.964 users 
LŘŜƴǘƛŦƛŎŀǘƛƻƴ ƻŦ ŀ ǳǎŜǊΩǎ ŀǘǘƛǘǳŘŜ 
towards law enforcement and 
authorities 
Utilize machine learning, content 
analysis and usage deviation 
Comment/user classification and 
flat data classification results 
converge 
Analysis based on Social Learning 
Theory 

 

Precision: Number of users 
correctly classified /  numb-
er of users classified in the 
category. 

Recall: Number of users 
correctly classified /  numb-
er of users in the specific 
category. 

F-Score: Harmonic mean of 
Precision ˁʰʽ Recall. 

Accuracy: Percentage of 
correct classifications. 

  Metrics 

Classifier NBM SVM LR 

Classes P N P N P N 

Precision 71% 70% 83% 77% 86% 76% 

Recall 72% 68% 75% 82% 74% 88% 

F-Score 71% 69% 79% 79.5 80% 81% 

Accuracy 70% 80% 81% 



Horror 
story 

Case 3: Horror story - Identifying 
political beliefs 

Divided 
Loyalty 

Motive, ideology, 
divided/reduced 

loyalty, predisposition 
towards law 
enforcement 

Machine learning, 
Content analysis, 

Comment classification 

YouTube 
Same dataset 

Political profiling conclusion 
extraction 

Three indicative clusters: 
Radical-Neutral-Conservative 

Machine learning and Content 
Analysis of the dataset 

Analysis based on:             
Social Learning Theory    
General Deterrence Theory 

 

 

 

Precision: Number of users 
correctly classified /  numb-
er of users classified in the 
category. 

Recall: Number of users 
correctly classified /  numb-
er of users in the specific 
category. 

F-Score: Harmonic mean of 
Precision ˁʰʽ Recall. 

Accuracy: Percentage of 
correct classifications. 

  
Algorithm: Multinomial Logistic Regression (MLR) 

 
           

Categories 
 

Metrics 

Centre & 
Centre-left Neutral Centre & 

Centre-right 

Precision 83% 91% 77% 

Recall 77% 93% 78% 

F-Score 80% 92% 77% 

Accuracy 87% 


