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Insider Threat

* Serious problem in cyber/corporate security
* Insider threat originates from persons who:

- are legitimately given access rights to IS

- misuse privileges and violate security policy

Data

R Can Leak To An Outsider Resulting in a Breach
rade Secrets « Stored on the network or « Competitors * Company Defamation
* Account Numbers ed d 2 * Monetary Expense for each
» Social Security Numbers W A * Regulators 2
528 SACINRY. INTIIGR « Copled on extemal removable « Unauthorized Intemal Users record lost
* Intellectual Property media devicas « Press orMedid » Legal Liabilites
« Personal/Health Records « Transmitted electronically; « Loss of Assets
email, IM, online, etc. * Breach of Customer Trust

« Close of the Business

Source: GTB Technologies



The Insider Threat
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Top Security Priorities

Protect the network from insider threat

Secure network access outside the LANH
Secure employee communications

Provide security administrators with regular
trainings to better manage new emerging threats

Reqularly review and ensure enforcement of
employee/user security policies and processes

Deploy a secondary site/network that can be
operational if primary network is breached

Block access to =ocial networking and
user-generated content sites
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Know the Threat
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Know the Malevolent User
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Know the Enemy
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Data
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The Social Media arena

What happens onl

ine in 60sec

mee

ONLINEIN

O THE INTERNET, WE ALL KNOW THINGS CAN MOVE AT A LIGHTNING FAST PACE
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THIS INFOGRAPHIC TD GIVE YOU AN UPDATED VIEW OF EVERYTHING THAT HAPPEXS
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Case 1a: Insider threat prediction
based on Narcissism

Narcissistic

behavior
detection

Twitter

1.075.859 users

7.125.561 connections among them
41.818 fully crawled users

*  Medium analysis via:
— Strongly Connected Components
— Node Loneliness
— Small World Phenomenon
— Indegree Distribution
— Outdegree Distribution
e User analysis via:
— Social Medium Usage Intensity
— Social Medium Influence Valuation
— Klout score

Analysjs based on Theonjy of Planned
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Case 1b: Insider threat prediction
based on Narcissism

e Small World Phenomenon

— 99% of the users is £6 hops away
from everyone else in the graph. Influence

Category Klout score Usage valuation
* Indegree Distribution

valuation
— Distribution of incoming edges at
each node. 13.2 followers/user =48 0-90
on average.

* Outdegree Distribution

— Distribution of outcoming edges
at each node. 11 followings/ user
on average.

* Usage Intensity Distribution

— Distribution of the evaluation of

usage intensity per user. News Media& 010 200, 500 21,99 21000-
Personas 569000

Individuals 11.1-26.0 50-4500

Known users 283-1011 26.0-50.0 45-21000



Case 2: Predisposition towards law  You
enforcement Tube

Law YouTube

Metrics Dataset: 2.043.362 comments,
Classifier NBM SVM IR 207.377 videos, 12.964 users

Classes S | 2 ' = Identification of a user’s attitude
Precision LA A kva s s s towards law enforcement and

Recall 72% 68% 75% 82% 74% 88%  CLhlilellil=E
F-Score A e s e s s Utilize machine learning, content
Accuracy 70% 80% -~ analysis and usage deviation

Comment/user classification and
- flat data classification results
Precision: Number of users l Recall: Number of users

correctly classified / numb-  correctly classified / numb- converge

er of users classified in the er of users in the specific Ana|ysis based on Social Learning
category. category.

F-Score: Harmonic mean of Accuracy: Percentage of
Precision kal Recall. correct classifications.



Case 3: Horror story - Identifying You

Categories Ce%('ecpgﬁeigt(
Metrics
Precision 83%
Recall 77%
F-Score 80%
Accuracy

Precision: Number of users
correctly classified / numb-
er of users classified in the
category.

F-Score: Harmonic mean of
Precision kot Recall.

™~

Algorithm: Multinomial Logistic Regression (MLR)

political beliefs

- YouTube

Same dataset

Neutral Centre .. 1
Centre-Tght Political profiling conclusion
91% 77% extraction
32; ;3; Three indicative clusters:
37<y: ° Radical-Neutral-Conservative

Machine learning and Content
Recall: Number of users AnaIySiS of the dataset

correctly classified / numb- .
Analysis based on:

er of users in the specific
category.

Accuracy: Percentage of
correct classifications.




Conclusions

v The insider threat is a major threat to modern IS

v" Public data from social media can be used for prediction

v" ldentification of narcissistic behavior is a useful means

v' Predisposition towards delinquent behavior is another one
v" Social media data exploitation may lead to horror stories

v" Several ethical and legal issues may arise (e.g. privacy)
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