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Why self-assessment tools?

< Self-assessment tools can support organization

OOOOOOOOOO
nnnnnnnnnnnn
NNNNNN

» build up on knowledge and security awareness,

» check implemented cybersecurity practices and
responsibilities,

» Identify security weaknesses,

» evaluate the status of security for a system,

» establish cybersecurity targets,

» improve resilience, ’

» manage organizational risk.
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Focus: Organizational Risk
Actions: Express Mission Priorities

1 Approve Implementation Tier Selection
Direct Risk Decisions
/ \
Changes in : . Mission Priority
Current and Bl;sr:;\cissssl F ’ and Risk Appetite
Future Risk Level < and Budget

Actions: Nominate Implementation Tiers

Develop Profiles :
Allocate Budget —

‘ Focus: Critical Infrastructure Risk
‘ Management ~
=
i——

|

Implementation
Progress Framework
Changes in Assets, Profiles
Vulnerability and Implementation/
Threat " ( Operations
7 Level 4
Focus: Securing Critical Infrastructure ﬁﬁormation Security
Conference

Actions: Implements Profile



1)

i [S29AT - [529AT

File Diagram Edit Help

2)

3)

=0/x

Assessment Info r SAL Questions r Admin Questions rl:umpunent Diagram r Component Questions r Assessment Report r Document Librany _

1 Admin Questions
7 O3 Adminictrative
o 7 Bpplied Standards
3’ 1. Standards Selection
] MERC
& [ Critical Cyher Azzets
& [ Security Mznagement
o= [ Persannel and Training
o= [3 Electronic Secutity Perime
o= 9 Physical Security
o= [ Systerns Security Manager
& [ Incident Reporting & Resp
& [ Recovery Plans
o [CJ MIST 8PE00-53 Rev.0
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o= [ mwareness and Training
o= 9 Audit and Accountability
& [ Cerification-Accraditation
o [ Canfiguration Managemen |
o 7 Contingency Planning =|:
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o= 9 Incident Response
o [ Maintenance
& [ Media Protection
o [ Physical & Ervl. Prote ctior
o= [ Planning
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o= ™ Risk Assessment
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Administrative

1. Branching Question - Selectthe Standards to be

included in this assessment.
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CYBER SECURITY EVALUATION TOOL

NERC CIP-002 through CIP-009

NIST 5P&00-53 Rev.D

ISONEC 15408 (Common Criteria) v3.1 E]
DoDI $500.2

Assessment Info r SAL Questions r Admin Questions r Component Diagram r Component Questions r Assessment Report r Document Library _

CISA

CYBSA +INFRASTRUCTURE

CYBER SECURITY EVALUATION TOOL

[ Component Questions
¢ O3 control Met
o [ wieh Server
@ [ Default
o [ Audit
o O cryptagraphic Support
& [ User Data Protection
& [ ldentification-Authentication
o= Ij Security Management
o= [ Pmiection of tha System
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Control Het Audit

Web Server Default

Audit

Security personnel are alerted via priority
messaging such as email and/or paging.

1 Does the Wah Sarver alert security personnel o
potential security violations? Check all that appaly.

event monitoring system.

No alarmsi/alerts are incorporated into
system.
HNot Applicable.

o o o o

Weh server startup and shutdown.

Fault conditions.

Login actiities.

Connection information including web sites
accessed and user identities.
Unsuccessful use of authentic ation
mechanisms.

O Oooo

2 Wihich ofthe following events are recorded in the web

Component question.

P L

In addition, the alerts are part of an integrated ?

—==1r

VERSION 4.0

What would you like to do?

0

Q Create a new assessment

-

9 Open an existing assessment

e

g View the user guide

?

a View the tutorials

@ Exit the CSET application




Desktop software application tool

Department of Energy National
Laboratories

USA

Self-contained tool
step-by-step process

6

Structured Questionnaire

YES

NERC CIP,
NIST SSP-CIPCS, NIST SSP-ICS,
NIST SP 800-53, DoD 8500.2
ISO/IEC 15408

YES

YES

NO
YES

Full Performance Evaluation

Desktop software application tool

ICS-CERT / DHS
USA

Self-contained tool
step-by-step process

5
Structured Questionnaire

NO

DHS Cat. of CS
NERC CIP 002-009
NIST SP 800-82
NIST SP 800-53
NRC Reg. Guide 5.7
CNSSI 1253
INGAA Control Security
Guidelines
NISTIR 7628 Guide

YES

YES

YES

YES

Full Performance Evaluation &
Compliance of Selected Std

Questionnaire XLS assisted Tool

CPNI
UK

SSAT Questionnaire which links
directly to the CPNI SCADA
security good practice.

1

Structured Questionnaire

YES

CPNI Good Practices
NIST SPP-CIPCS
NIST SPP-ICS
ISO/IEC 15408
NERC CIP 002-009
NIST SP 800-53
DoD IA

NO

NO

YES
YES

Scoring Result

Overview of Self-Assessment Tools

Questionnaire PDF assisted Tool

US-CERT / DHS
Carnegie Mellon University

USA
Self-contained tool

1

Structured Questionnaire

NO

NIST SP 800-18
NIST SP 800-30
NERC CIP
FISCAM
Clinger-Cohen law
GISRA law
FIPS 102
OMB Circul. A-130

NO

NO

NO
YES

Full Performance Evaluation



NIST Cyber—Securlty Framework
1| IDENTIFY

5 RECOVER |dentify and control who has access to your business information
OIKONOMIKO

Make full backups of important Conduct background checks MANEMIZTHMIO

business data and information Require individual user accounts for each employee ATHENS UNIVERsITY

AND BUSINESS

Continue to schedule Create policies and procedures for cybersecurity
incremental backups

Consider cyber insurance

2| PROTECT

Make improvements to
Limit employee access to data and information

processes/ procedures/

: RECOVER
technologies Install Surge Protectors and Uninterruptible Power
a' Supplies (UPS)

Patch your operating systems and applications
routinely

4 RES Po N D RESEOND Install and activate software and hardware firewalls

on all your business networks
Develop a plan for

disasters and information
security incidents

Secure your wireless access point and networks

Set up web and email filters
s| DETECT | .

Use encryption for sensitive business information

Ins’FaII and update anti-virus, Dispose of old computers and media safely
anti-spyware, and other g°

anti-malware programs Train your employees 7 Information Security
Conference

Maintain and monitor logs




NIST Security Self-Assessment Questionnaire
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Assesses the status of security controls in IT systems.

™

Questions are separated into three major control areas.

Topic Areas of Questions

~

~

N

2 Policies & Plans @ Physical Security @ Audit & Accountability
E Organizational Risk E Environmental Security g Access Control
g Management and g System Protection E Firewall & IDS
O  Assessment & Procedures & Monitoring & Malware
- . — —
E Information and g Maintenance & Configuration
E Doc_u:mcnt Mat'lag.cmcnt ‘E Account Management E Mauag&r{ﬂem |
S0 Biusmcss Continuity % System and Services > Information Protection
s Plan ::n.;. Acquisition =  Communication Protection
§ ©  Personnel Training System Integrity
~ Incident Response e
. T
6’ ad L,> o @
& SR ° - Mx




Questionnaire Content Analysis

» Progressive scale of effective implementation has bee
developed to measure and evaluate five 5 compliance | = [REIEE

NNNNNN
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levels. T e
L S AND BUSINESS

Level 1: Documented policies

9 Level 2: Procedures for implementing the control

9 Level 3: Control implemented

Level 4: Control Tested

Level 5: Controls are integrated in organizational culture, procedures & 9"

controls are fully integrated in robust security program Information;Security

Conference




Questionnaire Content Analysis

-
» All questionnaires are analyzed and classified according to their %
content, by using the 5 Core Functions of NIST Cybersecurit _ orxonomixo
Framework.
QUESTIONNAIRE ANALYSIS
F0%6
60%6
50%
40%
30%
20%
10%6
o MNIST CSET CRR
H IDENTIFY 16% 19%%6 32%
H PROTECT 61% 58% 54%
H DETECT 11% 16% 8% ’
B RESPONSE 5% 4% 4%
m RECOVERY 8% A% 2%

9:h
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» Self-assessment tools provide a tailored assessments for
cyber vulnerabilities.

» These tools:

Q provide structured questionnaires to build organizational
knowledge

Q create a cybersecurity compliance report with compiled statistics
and security recommendations.

» They are not intended to provide an all-inclusive list of
control objectives and related techniques.

» Self-assessment gquestionnaires are only one component of
the overall cyber security assessment

» A self-assessment cannot reveal all types of security

Information Security

Weakn eSSGS. Conference




While comparing Cybersecurity self - assessment
guestionnaires:

the majority of the questions focuses on protection measures and
technical safeguards to ensure cybersecurity performance.

Response and recovery investigation is less examined.

CYBER SECURITY EVALUATION TOOL

f@ CISA

From Self - Assessment Tools Comparison, the CSET

IS the most technical complete tool,

covers all particular issues of CIP and ICS and adjusts to users’
needs for every standard compliance,

Q

can be characterized as the most user-friendly,

sometimes, its detailed analysis can be time consuming for users. Infonaticnsecurity

Conference
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