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Why self-assessment tools?

❖ Self-assessment tools can support organizations to:

 build up on knowledge and security awareness, 

 check implemented cybersecurity practices and  

responsibilities,

 identify security weaknesses,

 evaluate the status of security for a system,

 establish cybersecurity targets,

 improve resilience,

 manage organizational risk.



Information and Decision Flows
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Overview of Self-Assessment Tools
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1)  CS2SAT 2) CSET 3)  SSAT 4)  CRR



Overview of Self-Assessment Tools
Tool description CS2SAT CSET SSAT CRR

Type Desktop software application tool Desktop software application tool Questionnaire XLS assisted Tool Questionnaire PDF assisted Tool

Developer
Department of Energy National 

Laboratories
ICS-CERT / DHS CPNI

US-CERT / DHS

Carnegie Mellon University

Origin USA USA UK USA

Description
Self-contained tool

step-by-step process

Self-contained tool

step-by-step process

SSAT Questionnaire which links 

directly to the CPNI SCADA 

security good practice.

Self-contained tool

Step Process 6 5 1 1

Survey Method Structured Questionnaire Structured Questionnaire Structured Questionnaire Structured Questionnaire

Security Expertise

Needed
YES NO YES NO

Standards Compliance

NERC CIP, 

NIST SSP-CIPCS, NIST SSP-ICS, 

NIST SP 800-53, DoD 8500.2

ISO/IEC 15408

DHS Cat. of CS

NERC CIP 002-009

NIST SP 800-82

NIST SP 800-53

NRC Reg. Guide 5.7 

CNSSI 1253

INGAA Control Security 

Guidelines 

NISTIR 7628 Guide

CPNI  Good Practices

NIST SPP-CIPCS

NIST SPP-ICS

ISO/IEC 15408

NERC CIP 002-009

NIST SP 800-53

DoD IA

NIST SP 800-18

NIST SP 800-30

NERC CIP

FISCAM

Clinger-Cohen law

GISRA law

FIPS 102

OMB Circul. A-130

Checks ICS Compliance 

with Security Standard
YES YES NO NO

Database of industry 

available cyber-security 

practices

YES YES NO NO

Sector average score ΝΟ YES YES NO

Recommendation List YES YES YES YES

Type of Result Full Performance Evaluation
Full Performance Evaluation & 

Compliance of Selected Std
Scoring Result Full Performance Evaluation



NIST Cyber-Security Framework

7



Questionnaire Content Analysis

NIST Security Self-Assessment Questionnaire

 Assesses the status of security controls in IT systems.

 Questions are separated into three major control areas.

Topic Areas of Questions



 Progressive scale of effective implementation has been

developed to measure and evaluate five 5 compliance

levels.

Questionnaire Content Analysis

Level 1: Documented policies

Level 2: Procedures for implementing the control

Level 3: Control implemented

Level 4: Control Tested

Level 5: Controls are integrated in organizational culture, procedures & 
controls are fully integrated in robust security program 



 All questionnaires are analyzed and classified according to their

content, by using the 5 Core Functions of NIST Cybersecurity

Framework.

Questionnaire Content Analysis



Conclusions

 Self-assessment tools provide a tailored assessments for 
cyber vulnerabilities. 

 These tools:

❑ provide structured questionnaires to build organizational 
knowledge 

❑ create a cybersecurity compliance report with compiled statistics
and security recommendations.

 They are not intended to provide an all-inclusive list of 
control objectives and related techniques.

 Self-assessment questionnaires are only one component of 
the overall cyber security assessment 

 A self-assessment cannot reveal all types of security 
weaknesses.



 While comparing Cybersecurity self - assessment 

questionnaires:

▪ the majority of the questions focuses on protection measures and 

technical safeguards to ensure cybersecurity performance. 

▪ Response and recovery investigation is less examined.

 From Self - Assessment Tools Comparison, the CSET:

▪ is the most technical complete tool,

▪ covers all particular issues of CIP and ICS and adjusts to users’ 

needs for every standard compliance,

▪ can be characterized as the most user-friendly,

▪ sometimes, its detailed analysis can be time consuming for users.

Conclusions
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