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Gas & Oll Infrastructure Protection:
Towards a Cyberthreat
Landscape Report

[P YOC XTEQPYIOTTOLAOG, ETTikovpog KaBnyntng
TuAUA MNXaVvIKwV MNMANPOPOPIAK®Y KAl ETTIKOIVGVIOK®YV L0OTNUAT®Y,
[avermoTNuIo Alyaiou

H ektTOvVNOoN TNG TAPOLCIACNG ALTAC LTTOCTNEIXONKE ATTO MPEOYPAUUATIKA TOUPRACH, HETAEL YTTOLPYEIOL WNPIAKAS
AilakvBépvnong Tov OIKoVoUIKoDL MavemoTnHiov ABNVAY, YIA TTAPOXN £PELVNTIKWY LTTNEECIWV OTOV TOUEA TNG Kupepvoaogdlsaag (2021-22).
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[MTEPIEXOMENA

« TOTTIKEC apXITekTOVIKEC O&G

« MéBodoC £pevvac
* MITER ATT&CK kail Taéovouiec atTeiAwyV

« AvaAoon & a&loAoynon KLPEPVOETTIOECEWY
« AISAYUATA & METPIACUOC KIVELVOUL

e YOUTTEQAOUATO



INNNINNNNInnninnnnnnnnnnnnnnnnnnnninnonnnnnanaaninannan

TotTikEC apxiTekTOVIKEC O&G

« Toutacg xwpiletal oe Downstream, Midstream kai Upstream

« 'OANa akoAoLBOLV TNV idIa YeVIKN apXITeKTOVIKN ICS, TTAPOAO TTOL N
TTOALTTAOKOTNTA KAI TA OTOIXEIA SIAPOOOTTOIOVVTAL.

« O1vmmodopec avamtoooovy cvoTnuata SCADA yIa TTAPOUOIOLS
OKOTTOLC TTAPAKOAOLOBNONC.
« O1 8108IKaTieg SIapEPOLY KAl O EAEYXOI AOPAAEIAG TTOIKIANNOLY, AAAC

« ApXiTekTOVIKN (T1.X. PLC, RTU, PEAE, K.ATT.), CLVEECIUOTNTA (TTOWTOKOAAQ,
OLOKELEC SPOUOAOYNONG, HETA ETTIKOIVAVIAC) KAI TTEQITITATEIC XPNOoNS
(HMI, TOTTOI SIGKOUIOTWV, K.ATT.) € peyaio Pabuo idiec.
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TotTikEC apxiTekTOVIKEC O&G
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TotTikEC apxiTekTOVIKEC O&G
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Bibliographic search [research and grey literature)

ZYAAO |_ H A EAO M E N Q N '.g All records retrieved through Exclusion of
' ' E" search aniid-r:;erences w Non-English
« TEooepa Pnuara: j: (n=455) articles (n=13)
« 'Epevva kal avamtuén mediov epapuoyns J
. I'Ilpocélopwuég AVAPOPWYV PE PACN TO Records sccumulated | g | Duslicates
£0POC
* [TOIOTIKOG £AeyXOC apBpwYV, PACEIC f 4 —
SESOUEVEV ATTEINGV, EISATEIC. 3 =D | Mossedon Title

Title and Abstract (n=152)

- AVG(POpd (F»gOYO\)Yh Tr)\r]qu)ODICbV' screening (n=434) Articles excluded
AvAALON KAl ATTEIKOVION TAOEWVY). based on

J

u Abstract (n=111)

« Eyypapa kal dnuooievpata (455 oToixeia)

' g oo 0 ' ' g Full-text articles .
NERere Qe iy 9KG5HHGIKH SQRONIE e 3 sssessed for gty D | e e,
KQI 11O TN YKPEICA AOYOTEXVIA = i

* TTANPOPOPIEG YOVTEAOTTOINUEVEG PE XPNON : J
MlTRE ATT&CK 23 Total records included (n=135)
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MITRE ATT&CK FRAMEWORK

« [vaolakn PACN TAKTIKWY & TEXVIKWYV AVTITTAAOL PACICUEVN O€ TIOAYUATIKES
TaPATNENOCEIC.
« EvoTnta TpIV EMITTESWY YIA EVEQYEIEC AVTITTAAOL KATA TN A&IToLPYIa evTOg SikTLOUL ICS.

« XPNOIYOTTOIEITAI YIO TNV AVATITLEN POVTEAWY KAl UEBOSOAOYIWV ATTEINGV.

« Keddikotrolei 81 TOTTOLC TEXVIKWYV YIa 11 TAKTIKEC €TTIOECNG, ATTO TNV AEXIKN
EKMETAANELON KAI EKTEAECN £WC TIC TTAELPIKES KIVAOEIC KAI TNV TTIBavVA TToOOKOOoLOoN.

Adversaries may attempt to disrupt essential components or systems to prevent owner
Loss of Availabilit Impact | and operator from delivering products or services.Cll7l8] Adversaries may leverage

y P P gp y g
malware to delete or encrypt critical data on HMIs, workstations, or databases.

Adversaries may seek to achieve a sustained loss of control or a runaway condition in
Loss of Control Impact which operators cannot issue any commands even if the malicious interference has
subsided.6I[71i8]




To MITER ATT&CK
XPNOIUOTIOIEITAI YIA TNV
Taivopunon TTEPICTATIKGWY

[leoIoTATIKA TTOL
ETTIONUAIVOVTAI JE XoNoN
TEXVIKGV TTOL
Teplypagovtal oto ATT&CK.

XapToypapnon TOTTWV
ETTIOEONG, TAKTIKES KAl
TEXVIKEC atTO ATT&CK

Bon©d oToVv evToTTiouO
KQIOIUWY OTOIXEIWV KAl
TAOEWV AvaA TOTTO €TTIBEONG.

TABLE 6. Taxonomy of potential 0&G attacks with ATT&CK Reference ID.
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TAZONOMIA MI©ANQOQN EMOGELEQN

Vulnerability type ATT&CK Tactic ID Description
Hardware Layer
Field devices often do not implement hardware security controls
Lack of tamper T858 - Utilize/Change Operating Mode | that can detect or prevent physical tampering attacks (e.g. key
resistance T848 - Rogue Master Device extraction attacks) [81], both in midstream and downstream O&G
infrastructures.
Lack of physical T825 - Location Identification Phys1cz{lly ‘a]termgfartgckmg industrial systems W|thqut fail -safe
. . or monitoring mechanisms can lead to leakage affecting nearby
security T801 - Monitor Process State o
communities [41]-[43].
Use of legacy devices T858 - Utlll;ex’Changc Operating Mode Legacy field devices, PLC and sensors remain active for extended
& equipment T801 - Monitor Process State riods, even though they have known vulnerabiliti
equipme T833 - Modify Control Logic periods, even though they have known vulneral es.

T862 - Supply Chain Compromise
T8&11 - Data from Information Repo-
sitories

Unknown / untrusted
Off-The-Shelf devices

Removable devices are potential attack vectors that can be
overlooked by users. COTS components (not custom-made)
provide stability, availability and reduce cost but, at the same
time, may introduce unknown vulnerabilities, both in mid and
downstream ICS.

Firmware Layer

T851 — Rootkit

Outdated O3 T800 - Activate Firmware Update Mode

Unpatched operating systems are a common vulnerability both for
ICS and IT systems [12]. Reports consider the lack of OS
patching along with software patching as one of the top ICS
vulnerabilities since 2016 [18]. This applies to the O&G sector
too.

T839 - Module Firmware
Lack of firmware T857 - System Firmware
protection T&00 - Activate Firmware Update Mode

T851 - Rootkit

Facility and ICS are known to lack security measures against
firmware modification [45], mostly due to cost cutting this is not
happening [7]-[9].[23].
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Napadeiyuato

ErrTa (7) Tekpnpipeva coupavra acpaieiac ICS oe Siktua aywywy (midstream).
« AGI TPpOTAPXIKOC OTOXOG.
« Mapdabdeyua 1: H emiBeon otnvy MTakoL-TIPAISA TIOOKAAETE TTPOCWEIVA SIAKOTTN OTN LETAPOPA
AYWYWV HE XPNON LTTEPTTIEONG, EIKACETAI TTWG N ATTEIAN €I0NABE HEC K TOL SIKTOOL KAPEPAC.
« Napadelyua 2: Mn eTTe€ePYATUEVES EVTOAEC TTPOKAAEC AV £VAV ATEAEIDTO POOXO VA
EVEQYOTTOINTEI KAI VA SIAKOWEI TOLG EAEYXOLG O OAOLG TOLG TEAECTEC PONG

Donwstream eyKaTtaoTACEIC O TTIO OLVNBICUEVOS OTOXOG.

To SHAMOON oTOXeLOE EDVIKEG ETAIPEIEC TTETPEAQIOL, CLUTTEPIAAUPBAvVOUEVNGS TNS Saudi
Aramco TNG XaovdikNg Apapiacg kal TNG RasGas tov Katap, yeow spear phishing.

H emmi©eon Tou Night Dragon TTookAAece KAOTTH Sedouevy Kal emNpeace TIC downstream
LTTOSOUEG ETAIPEIWY TTETPEATIOL, EVEQYEIAG KAl TTETPOXNUIKWYV T&€ OAO TOV KOOUO.
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ErmuBéosig

E§wtepkég EBéoelg

NaBntikég EMBEoeLg
Hacking Hardware

Passive OS Fingerprinting
Phishing Attacks
Malware Attacks
Protocol Attacks

MITM Attacks

Evepyntikég EmB£oeLg
USB Attacks

Physical Attacks
Hacking Attacks

Active OS Fingerprinting
Phishing Attacks
Malware Attacks
Injection Attacks
Protocol Attacks
Jamming

MITM Attacks
Process-Aware Attacks
Business Logic Attacks

EowteplkéG EMBoeg

NaBntikéc EmBEoelg

Hacking Hardware
Phishing Attacks
Malware Attacks

Evepyntikéc EmBgoelc

USB Attacks
Physical Attacks
Hacking Attacks
Phishing Attacks
Malware Attacks
Injection Attacks
Jamming
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Xagoxtnerotno AvaAvong Zratotind AToTeEAEoPATH

[l Efwtepwéc embéoeig pe yonon malware (9 oopBavre)

Suyvireoa eldn emibéoewy [ Efwtepwég embeéoeig tomov phishing (8 coppdve)

[l Eowrtepwiég emboerg omov Injection (6 copBavre)

[l Upstream (15 ocopfBevtor)

Topéag LTOSOUWY TETEEAXIO 7] YUOLHOL AEQLOD ] Midstream (13 copfévto)

PSR [l Downstream (14 oopBdvro)

C-C (16 ovppavta)

[Tio ouyvd cevapta entbécewy [ C-P (20 copBévra)

[l Internet Accessible Device (T883)(12 oopBdvte)

[l User Execution (T863) (10 cupBdvter)

[Tio ouvyvég teyvinég MITRE ATT&CK
[l Spear phishing (T865) (9 cupBdvre)

L] Removable Media (T847) (5 copBavte)

1 Modify Control Logic (T833) / state(T875) (10 cupRdvre)

1 DoS (T814) / Availability Loss (T826) (14 cupBévte)

ITio ouyvot ot emntwoewy MITRE ATT&CK \
Ll Damage to Property (T879) (9 ooppavte)

[l Information theft (T'882) (13 copBdavter)
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YLUTTEOQACUATA

* YAaPpNG eveEIEN OTI Ol TOEXOLOEC ETTIDECEIC O€ CLOTNUATA TTETPEAQIOL KAl
(PLOIKOL AEPIOL AKOAOLOOLYV TTAPOUOIES TATEIC ETTIOEONC PE TA KOIVA T2
oTIC TIE.

« Ta threat landscapes avadelkvLoVTAl WG HIA XPOVIKA ETTAaVaAaupavouevn
avaykn yla Tnv xaptoypapnon tTwv trends kai Tov {nuiv oto O&G.

« O1 Mo cLVNBICUEVOI POPEIC ETTIBECNC TTERIAAUPAVOLV:
 spear phishing peow email
« eETEPIKN ETTIOECN (KAKORBOLAO AOYICUIKO N £YXLON) O€ EKTEDEIUEVEG TLOKEVEG
« AQBN XpNOTN, EiTE OKOTTIUA (KOKOROLAOI JLOTIKOI) EITE ECPAAUEVA
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