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Background Info

* Information Security & Critical Infrastructure Protection (INFOSEC)
Laboratory

* Dept. of Informatics, Athens University of Economics & Business, Greece

* Research topics
* Crutical Information Systems Security
* Web Security
* Cloud Computing
Smartphone Forensics

Security and Privacy in Online Social Networks
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What about the average user?

* Does she know if there are any available security mechanisms?
Does she know which are they?

Does she know how to use them properly?

Are they effective?
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Proposed categorization

Browser Third-party Web
management software browsing
controls controls controls

Content Privacy
controls controls




Results
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Methodology

Browser add-ons (n=227)

Enumeration of browsers’ security and
privacy add-ons, that were available in each
repository.

Browser No

Safari 38
Chrome N/A (65)

Internet Explorer 7

Firefox 1327 (65)

Opera 52

| TRUSTE [ Add |

O These extensions and themes are made for the Opera browser

Privacy & Security

Disconnect Privacy lcons NoScript Lite
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Google Safe Browsing g Packet Guard
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AVG PrivacyFix

LastPass
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Observations

* Variety of available add-ons for each browser

* Confusing grouping of add-ons in repository

15t level categotization | 2°d level categorization

Safari
Firefox None

Opera




Proposed Categorization

Content filtering: Block content
(advertisements, cookies, images, pop-ups, etc.)

Parental control: Includes traffic filters to
block websites containing inappropriate material

Passwords:
J Generators

°* Managers
Plain proxy: Simple proxy without any encryption
included

Privacy: Privacy protection add-ons (e.g. privacy
settings manager)

Protection from rogue websites:
*  Antivirus blacklists

*  Malware blacklists

*  Phishing blacklists

*  Reputation blacklists

*  Sandbox

Third-party software management: Blocking third-
party software (e.g. Flash, Java, JavaScript, etc.)

Tracking: Blocking website(s) that track user’s online
behavior

*  Social Media (SM) redirection

Traffic encryption via proxy: Proxy that encrypts
user’s traffic




Traffic encryption via proxy
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Traffic encryption via proxy
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Methodology

Phishing and malware protection

To evaluate the protection against phishing
attacks, we collected phishing URLs that
were reported by PhishTank.

To evaluate the protection against malware
attacks, we wused the open source
“Collective Intelligence Framework” (CIF),
which allows the collection and analysis of
malicious threat information from a large
number of trusted sources

Browser
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Android 4.0.4

Windows 7
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Opera

T'Browser' is the pre-installed browser in Android
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Conclusions

* There is an adequate amount of controls available for the average user

* Although, it is still unclear if:

* Alice knows which are they

* how to use them and

* If these mechanisms offer a proper level of protection

All comes down to the user. ..




[ am regularly asked what average Internet users
can do to ensure their security.

My first answer is usually, “Nothing -- you're screwed.”

Bruce Schnezer
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