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Zero-Day Vulnerability: An unknown security vulnerability or software
flaw that a threat actor can target with malicious code.

Zero-Day Exploit: The technique or tactic a malicious actor uses to
leverage the vulnerability to attack a system.

Zero-Day Attack: It occurs when a attacker releases malware to exploit
the software vulnerability before the flaw is fixed by software developers.

OUTBREAK: THE FIRST FIVE VICTIMS OF THE ST&NET WORM

The infamous Stuxnet worm was discovered in 2010, but had been active since at least 2009
The attack started by infecting five carefully selected organizations
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Zero-Day Brokers: People who make or sell malware that's
sold to people who will use that malware to exploit people.

Zero-Day Market: It refers to the commercial activity that
happens around the trafficking of software exploits.
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The rise of the Million Dollar Zero-Day Market
and the share of Espionage/Spyware and State-actors

Zero-Days Exploited
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Zero-day exploits leveraged by groups known or suspected to be
customers of private companies
that supply offensive cyber tools and services (MANDIANT)
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Spyware is a type of malicious software that enables someone to obtain,
without proper authorization, information about a user
smart digital device’s activities by covertly transmitting data.

Lecturing about spyware is beneficial for both,
spyware developers, as well as spyware defenders. Indicators
that refer to spyware detection are usually protected.

Technologies that prevent/detect/neutralize spyware
are - for the time being — not openly disclosed.

DEMOCRACY

Spyware is a two-edges sword! ; Yi V.

DIFFERENT TYPES OF SPYWARE

ey &- Ql O}

PASSWORD BANKIMG BROWSEHR
STEALERS TROJAN MALWARE ~ 'NFOSTEALERS KEYLOGGERS HIGHJACKERS



Up to
$2,500,000

Up to
$1,000,000
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ZERODIUM Payouts for Mobiles’

FCP: Full Chain with Persistence
RCE: Remote Code Executit
LPE: Local Privilege Escalation
SBX: Sandbox Escape or Bypass
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Persistence RCE+LPE
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iOS FCP
Zero Click

iMessage
RCE+LPE
Zaro Click

SMS/MMS
RCE+LPE

Media Files
RCE+LPE

Safari
RCE+LPE
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1. Preliminary Contact 3. Code Submission 5. Payment
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2. Preliminary Offer 4. Code Evaluation
- \ “r e Zerodium reviews and validates all submissions within one week or less. Payments are made in one
&z / ~
( /

W or multiple installments by bank transfer or cryptocurrencies (e.g. Bitcoin, Monero, Zcash). The first
' *‘4§ prbtdi payment is sent within one week or less (https://zerodium.com, visited Feb. 1, 2023).



https://zerodium.com/

Current Temporary Bounties

Target
Bounty
Start Date
End Date
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Mozilla Thunderbird

up to $200,000

27 January 2022

TBD

Moazilla Thunderbird RCE

We are looking for zero-click exploits affecting
Thunderbird and leading to remote code execution
when receiving/downloading emails, without
requiring any user interaction, such as reading the
malicious email message or opening an attach-
ment. Exploits relying on opening/reading an
email may be acquired for a lower reward.




Exploit-as-a-service: Zero-day exploits development options is commercially

available and financially attractive.

Focus: Interest focuses mainly on exploiting applications and
protocols vulnerabilities.

Smartphones: Android exploits appear financially more attractive than
iOS ones (major geographic deviations exist).

Messaging & Contact: There is an interest for popular message exchange apps
(WhatsApp, iMessage, WeChat, Telegram) and commu-
nication protocols (SMS, email).

Operating Systems:  Much better prices offered for zero-click exploits (i.e.,
those needing no communication with the target).

Locking: Exploiting legendary locking applications (passcode,
touch ID) appears more attractive that modern ones
(face/finger-print recognition)



v’ State-of-the-art surveillance & panoptic technologies remain
away from the public sphere. Exceptions occur - once in a blue moon.

v' Spyware has been exploited by state actors for a while
and is here to stay - for various reasons.

v' Spyware is a two-edges sword,
similar to other edge technologies (e.g. nuclear, etc.).

v’ State Actors (almost only) refer to the one side
of the spyware potential. Media not always follow.

v" Our mindset - as scientists and citizens/civic society members -
should be built upon a holistic view of Cybersecurity.

* A. TkpitCaAn, AopdAsia kai lMoATikii Avurniakor) oTov KuBepvoxwpo,
Ekoooeic Newv Teyvoloyiwv (20 ekdoon), ABriva, 2020.




H xpnon nponyHEvNG TEXVOAOYIAG yia TNV NPoacnion Tng 6VIKNG
ave&apTnoiac kal TN Aaikng kuplapxiag eival emiBeBANHEVN Kal ENAIVETEQ.

H navonTikn napakoAouBnon PEOW NPONYHEVWV TEXVOAOYIWV
yla TNV €EUNnNPETNON AAAOTPIOU CUHPEPOVTOG ANoTeEAEI aBAIOTNTA
MOU OTPEPETAI KATA TNG AnpoKpaTiac kal kade MoAiTn.

To dIkaiwua oTo aNGPPNTO TWV ENIKOIVOVIOV Eival
TO YOVO GUVTAYHATIKG anoAUTmG anapaBiaocTo atopiko dikaiwua
(NAnv AOywv €0VIKNC aopaleiag kal coBapwv EYKANUATWVY).

H AAAE anotelei dikA€ida npodacnionc Twv JIKAIWUATWY TWV NOAITOV
Kal n ave&€apTnaia TNG NPENEl va €ival EyyunuEvn kal anapapiaorn.

H AAAE dev pnopei va avTiTa&el To anoppnTo vwniov Tou KolvoBouAiou
- TOU EK(PACTH TNC UNEPTATNG CUVTAYMATIKNAG apXNG TNG AdikAC Kuplapxiac.

O @oBoc sival avBpwnivoc, aAAGd acUpBaToc He TN AnHokparia
Kal dev anoTeAsi AOyo unokpioiac, UNEKPpUYNC, anooiwnnong n anpasiac.

>Tn xwpa unapxouv a&lol AikaoTeg, agienaivec AveEApTNTEG ApXEG
kal vouvexeic EmoTApoveg! EAniCw kal autokabopilopeva MME.

KUpIiWCG, (')pwq..l.z




...N Aaikn Kuplapyia emttdoosl, OEoKA, OTL:
«H tipnoi¢ tol Zuvrayuarog
aplepoltal €i¢ TOV MATPLWTIOUOV TWV EAARVWV»

YJuvtaypa tng EAAadac (ap. 114, 1952)

...N Aalikn Kuplapyia umevOu uilel, AKTLBLOTIKA, OTL:

«Epeic aAAov exdpo dev Eyouue
napa povayxa keivov mou é& oéBetat tov Avipwrno»

I. Pitoog (1974)
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