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The Malware World: Exciting & Dangerous
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A new* non-conformal malware attack
An Android-focused paradigm 

Dropping malware modules to multiple Android smartphones, 

over the air and from a distance, using a sound medium**.

*  Based on: G. Stergiopoulos, D. Gritzalis, A. Anagnostopoulou, E. Vasilellis, “Dropping malware through sound 
injection: A comparative analysis on Android operating systems”, November 2020 (submitted).

** Similar to Shazam’s audio fingerprinting.



Trojan Droppers & Covert Channels

Trojan Dropper

➢ Carrier or delivery vehicle for the payload to be dropped.

➢ Open a way for attack (download and install core malicious modules).

➢ Among the top worst malware threats (especially for Android).

➢ Network channels are hardened to avoid droppers delivering their 
payloads (paving the way for alternative routes of infiltration).

Covert Channel

▪ Mechanism not designed for communication.

▪ Can be abused to transfer information objects between processes not 
supposed to communicate.

▪ Form the basis of nonconformal attacks, by utilizing different Fields
and exploit various Media.

Media
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The Non-conformal Attack Space: Examples

AirHopper (2014): Data exfiltration from 
air-gapped computers over FM frequencies.

BitWhisper (2015): Covert signaling between air-
gapped computers using thermal manipulations.

GSMem (2015): Data exfiltration from air-
gapped computers over cellular frequencies.

C3APSULe (2020): Data leakage across 
FPGA via voltage-dependent channels.



Dropping Malware through Sound Injection

✓ A malware is concealed within music’s inaudible frequencies.

✓ A dropper software masquerades as a smartphone application needing microphone access.

✓ Injected music is played back near the smartphone with a dropper app installed.

✓ Attacker takes control of an Android device and acts maliciously using Meterpreter 

commands (take photo, display running process, search for a file, record sound, etc.).



Attack Anatomy: Malware Injection Process



Attack Anatomy: Malware Dropping Process



Attack Evaluation: Experiments

Injection of a 65-byte Meterpreter reverse 
TCP payload to 22 songs

▪ Variety of music genres/languages (e.g, rock, 
pop, folk, English, Greek, etc.)

Random recordings on each song

Recording duration: 20 sec

▪ 2 x payload’s length - first symbol

Equipment

▪ Inexpensive non-professional off-the-shelf speakers

▪ 3 different smartphone manufacturers

▪ Various versions of Android OS



Attack Evaluation: Environment & Settings

Quiet Environments

▪ Only ambient music being played-back

▪ Speaker Volume: 4-26 DBm

▪ Recording Distance: 0.5-10 m

Noisy Environments

▪ Random background noise through a 

smart TV or/and people chatter

▪ TV Volume: 4.4-44 DBm

▪ Recording Distance: 0.5-10 m



Attack Evaluation: Performance Analysis

Distance

Huawei P30 Pro
(brand new)

Xiaomi Redmi Note 4
(moderately used)

Samsung A6+
(heavily used)

Quiet
Environment

Noisy
Environment

Quiet
Environment

Noisy
Environment

Quiet
Environment

Noisy
Environment

≤2.5m 100% 97% 95% 94% 95% 94%

≤6.5m 88% 84% 86% 80% 79% 76%

≤10.5m 75% 69% 75% 65% 61% 57%

Comparative analysis of Smartphones (average performance)

Comparative analysis of Environments (average performance)

Distance

Quiet Environments Noisy Environments

Minimum
Success Rate

Maximum
Success Rate

Minimum
Success Rate

Maximum
Success Rate

≤2.5m 91% 100% 91% 100%

≤6.5m 72% 82% 69% 77%

≤10.5m 55% 82% 49% 73%

Best performance: 82.8% quiet places, 78.1% noisy ones.



Indicative Countermeasures

Audio Source Level

• High-peak compression and modulation 
of sound-based channel frequencies.

• Filtering and compression of audio files to 
distort any existing ultrasonic frequencies as 
they pass through the amplifier.

Smartphone Device Level

• Programmers: Not use unnecessary 
background activities in application.

• Users: Decide about permissions for 
sensor access when installing an 
application.

• Manufacturers: Set microphone 
sensitivity <15kHz, to avoid 
capturing inaudible frequencies. 



Overview and conclusions

A new
*

non-conformal malware attack on Android smartphones:

Scope:

• An over-the-air payload dropping/injection attack on smart-

phones, non corrupting the original audio signal.

Viability affected by:

▪ Hardware: (i) microphone quality/sensitivity of different manufacturers, (ii) poor 

device handling, (iii) extended mobile use.

▪ Surrounding: (i) poor acoustics, (ii) type of background noise, (iii) low speaker’s 

DB volume.

Environment:

• Duration: A 20 sec recording is needed for Meterpreter payloads.

• Effective distance: 4-5 m away from the music source. 

* Based on: G. Stergiopoulos, D. Gritzalis, A. Anagnostopoulou, E. Vasilellis, “Dropping malware through sound 
injection: A comparative analysis on Android operating systems”, November 2020 (submitted).
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