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* Social Media crawlable data (OSINT)

* OSINT exploitation

 Astory of joy (?) and a horror story (?)
Twitter: Predicting malevolent insiders
YouTube: Revealing sensitive, personal data

* Emerging threats

e Legal (or maybe not?) applications

(11 Tube!



e Social Media structure facilitates personalized usage

* Reveal psychosocial personality traits

* Multiple usage motives emerge:
— Professional
— Entertainment
— Communication
— Personal

e Users transfer their offline behavior, onlinel2

* Concentrate enormous datasets of Open Source INTelligence (OSINT)

— Information gathered from publicly available sources, utilized when promptly transmitted in
order to address specific information needs (DoD, USA).

[1]. Ross C., Orr E, Sisic M., Arseneault J., Simmering M., Orr R., “Personality and motivations associated with
Facebook use”, Computers in Human Behavior, Vol. 25, pp. 578-586, 2009.



* Usage pattern extraction

e User pattern extraction
e (Capability of automated psychometric evaluations assessment

» Disclosure of sensitive, personal data3

— Political beliefs
— Religious beliefs
— Sexual orientation



(11 Tube

Story of joy (?)

Predicting Malevolent Insiders via
Twitter



e Social Medium:

Twitter
e Dataset:

1.075.859 users, 7.125.561 connections among them
* Content:

41.818 fully crawled users
* Graph-theoretic analysis*:

Strongly Connected Components (153.121 users form a graph, where there is a
path from every user to another)

Node Loneliness (1.075.815 users are connected to > 1 user)

Small World Phenomenon (every user is 6 hops away from everyone else)
Indegree Distribution (distribution of incoming edges at each node)

Outdegree Distribution (distribution of outgoing edges at each node)



Statistical distribution & user analysis

Social Medium Usage Intensity

Evaluated via the aggregation of the content that the user
produced

Social Medium Influence Valuation

Evaluated via the number of users who are exposed at the
user’s tweets (followers, retweets, mentions)

Klout score

Assessment of the user’s involvement within the Social
Medium

(1] Tube)



Small World Phenomenon

— 99% of the users is <6 hops away
from everyone else in the graph.

Indegree Distribution

— Distribution of incoming edges at
each node. 13.2 followers/user

on average.
Outdegree Distribution

— Distribution of outcoming edges
at each node. 11 followings/ user

on average.

Usage Intensity Distribution
— Distribution of the evaluation of

usage intensity per user.
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Influence

. Klout score Usage valuation
valuation
0-90 3.6-11.1 0-500
90 - 283 11.1-26.0 500-4500
283 -1011 26.0-50.0 4500 - 21000
1011 - 3604 50.0-81.99 21000 - 569000

You{T)



v’ Vast majority of users belongs to the first 3 categories.

v Individuals categorized to the 4t" category are considered to manifest
narcissistic behavior.

v Narcissistic behavior is closely connected to malevolent behavior (prediction
indicator).

v" A set of users may be studied under the prism of group homogeneity.

v" Homogeneity evaluation of an existing group.

v" How well could a newcomer fit into an existing group?

v' Assess users under other prisms or groupings (profession, geolocation etc).

You /L
fppt.com
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Horror Story(?)

Panopticon: Revealing sensitive
personal data via YouTube




Social Medium:
YouTube

Dataset (November 2005 — December 2012):

12.964 users, 207.377 videos, 2.034.362 comments

Anonymization layer over the data, avoid correlation of usernames and political beliefs
(MDS5 hashes instead of usernames), according to Greek Law 2472/1997

Appropriate content within the medium:
Political content, audio-visual stimuli, emotional arousal, broad user involvement
Methods of analysis:

Graph-theoretic analysis (Small World Phenomenon, Indegree/Outdegree Distribution,
Node Loneliness)

Content analysis (conclusion extraction via comment classification, opinion mining, machine
learning)

Tag cloud analysis (concentration of videos’ tags into one Tag Cloud in order to visualize and
analyze word trends)

(1] Tube)



Small World Phenomenon
— 99% of the users is <6 hops
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— Concentration, visualization
and analysis of video tags into
one tag cloud

You{T)



User Categories (indicative):

Centre & Center-left wing, Neutral, Centre and Centre-right wing
Field expert contribution (pattern detection):
Sociologist, Political Scientist

Algorithm: Multinomial Logistic Regression (MLR)

Categories  captre & Centre- Neutral Centre & Centre-
Metrics left right

Precision: Measures the
classifier’s exactness. High-
er and lower precision mea-
ns less and more false posi-
tive classifications.

Recall: Measures the classi-
fier’'s completeness. Higher
and lower recall means less
and more false negative
classifications

F-Score: The weighted har-
monic mean of Precision
kot Recall.

Accuracy: Measures the
number of correct classify-
cations performed by the
classifier.

(1] Tube)




v' Ability to automatically classify users into predefined
categories of political beliefs

v’ Ability to reveal sensitive, personal data in an
automated manner

v" Ability to confirm pollster and demographic statistical
data

v’ Raise and highlight severe ethical and legal issues

(11 Tube!



v' Widening of social inequalities

v’ Deepening of social prejudices

v’ Creation of negative work/life environment
v’ Violation of human rights

v' Exploitation of minorities

v" Social and labor discriminations

v Widening of digital divide

(11 Tube!



v Assessment of predisposition towards delinquent
behavior® (namely insider threats within critical
infrastructures)

v’ User/usage profiling for personalized advertising
(namely consumer profiling)

v' Ability to predict some self-harming behaviors (namely
teenage suicides)
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