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Outline 

• Banking goes Social 

• …and then goes viral! 

• Threats & opportunities 

• Security Data Science solutions 

• Security should pay, not cost 

• Beyond Security 

• More opportunities 

• Our expertise 

Security Data Science is the application 
of advanced analytics to activity and 

access data to uncover unknown risks.  



Banking goes social 

• Major banks around the 
globe exploit OSN 
opportunities. 

• ICICI Bank Twitter 
Banking. 

• Barklays UK 6 Facebook 
Apps. 

• ASB Bank Facebook 
payments 

• Axis Bank 12 Facebook 
Apps. 

 



…and then goes viral! 

• GT Bank (https://www.facebook.com/gtbank):  
• 12 Facebook Apps  
• 2,359,205 likes 

• ICICI Bank (https://www.facebook.com/icicibank): 
• 12 Facebook Apps 
• 3,510,663 likes 

• Barklays UK (https://www.facebook.com/BarclaysUK): 
• 6 Facebook Apps 
• 557,968 likes 

• HDFC Bank (https://www.facebook.com/HDFC.bank): 
• 10 Facebook Apps 
• 2,320,108 likes 

• Axis Bank (https://www.facebook.com/axisbank): 
• 12 Facebook Apps 
• 3,070,646 likes 



Threats 

• Socioware man-in-the-
middle 

• OSN orchestrated DoS and 
DDoS attacks 

• New age phising - Social 
engineering attacks - 
Customer profile hijacking 

• Data leakage 

• Not otherwise specified 
attacks 



Opportunities 

• Detect socioware infections, protect your clients. 

• Clients are good beta testers. Collect their 
intelligence.  

• Aggregate crowd generated intelligence over your 
systems. 
• Evaluate performance and security. 

• Utilize social media intelligence to enhance fraud 
detection.  

• Manage and mitigate data leakage. 

• Predict potential insiders.  

 



Examples 



Security Data Science 

Data 
Warehousing 

OSN Data 
Collection 

Data 
Restructuring 

Data Analysis 

Data Mining, 
Machine 

Learning, NLP 

Results 
Extraction 
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Security should 
pay, not cost. 



Beyond Security 

• Utilize results beyond ICT security. 

• Enhance Business Intelligence.  

• Gamify content. 

• Focus on individuals and… 
• …calculate and strengthen engagement 

• …personalize offers 

• ..personalize content 

• Know what people say, predict what people do. 



What people say? 



Asking important questions 

 How can I boost customers engagement? 

 How can I take advantage of top influential social media users? 

 How can I improve my products? 

 How can I enhance customers’ satisfaction? 

 How can I meet customers’ expectations? 

 How can I effectively plan my marketing campaigns? 

 How can I enhance the success of my marketing campaigns? 

 How can I evaluate the results of my marketing campaign? 

 When should I launch a new product? 



A-Bank-in-a-Bank 

• Every Bank has many vaults. 

• How about yet another “vault”? 

• The “vault” of data, transactions, and preferences 
for every client. 

• So, why not in-depth-use of this data (where 
applicable, given informed consent of the user)? 



Our expertise 

• Extract attitudes characteristics on an individual basis. 

• Calculate specific OSN and BI metrics.  

• Chronicity analysis. 

• Sentiment analysis (individual basis, over the masses). 

• Machine learning, data mining, big data, data analysis. 



Correlation between profile activity and user engagement.  

How many people talk about us? 



• Three competitors 
• Different popularity 
• Similar sentiment 

Who do people like more? 



Individual of interest 

Joined Twitter dd/mm/yyyy 

Age 25 

Location Greece 

Profession Journalist 

Followers’ profiling on an individual basis.  
Example: Top influencer regarding bank.  

Highly 
Influential 

Narcissist 

Mildly prone 
to high stress 

periods 

Economic 
Liberal 

Mildly 
predisposed 

towards law and 
authorities.  

Individual of interest 

How about individuals? 



Aggregate individuals’ characteristics in order to identify 
Customer Groups Profiles.  

• Aggregate individuals’ profiling results 
• Calculate crowd behavior distributions 
• Extract results on: 

 Target group detection 
 Target group evaluation 
 Time-to-launch identification 
 Any other question 

How about groups? 



More (answerable) questions 

When should I communicate with (potential) customers? 

When should I publish news/offers/coupons etc.? 

How can I exploit trends, so as to launch a new product campaign? 

How could I conduct content/gift/offer personalization? 

How could I engage customers on my service/product? 

How could I customize my products on each customer? 

What product should I promote to each customer based on her 
preferences? 

How should approach each customer according to her personality? 



You put the question. 
  

We provide the answer! 
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