I

Zero-Day Vulnerabilities:
A Primer
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v" You make use of state-of-the art security technology
v" You have implemented a mature security culture
v" You have employed knowledgeable security staff

v" You are open to new solutions/ideas/procedures

Question: Are your systems (adequately/really) secure?

?  What about side-channel attacks?

. ;4§ v ?  What about zero-day vulnerabilities/exploits?
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> Vulnerability. A type of bug that creates a security weakness in the design,

implementation, or operation of a system or application.

> Zero-day vulnerability. A software vulnerability for which no patch or fix has
been publicly released. The term zero-day refers to the number of days a

software vendor has known about the vulnerability.

> Zero-day exploit. A malicious code that takes advantage of software

vulnerabilities to infect, disrupt, or take control of a computer without the

user’s consent and typically without their knowledge.

v' Stuxnet worm: Relied on four Microsoft zero-day vulnerabilities to
compromise Iran’s nuclear program

v' Heartbleed vulnerability: A vulnerability in OpenSSL (a cryptography library

used by millions of websites) that could allow private keys to be leaked.
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On May 8, 2016, FireEye detected an attack exploiting a previously
unknown vulnerability in Adobe Flash Player (CVE-2016-4117)

FLASH ZERO-DAY

ATTACK VIA MALVERTISEMENT

You visit a
website that
displays a
malicious
advertisement

The malware
can then lead to
a system
compromise

You are
automatically
redirected to a
malicious site
hosting the
exploit

If you have
Adobe Flash
player installed,
the exploit
downloads a
malware



» Common practice is to classify a vulnerability simply as:
v Alive (publicly unknown) or

v" Dead (publicly known)

> Vulnerabilities may be alive (publicly unknown) in one codebase but

dead (publicly known) in another.

» Example: Code that contained a vulnerability allowing a sandbox
escape in a MS product was ported over to a non-MS product:

. v" The vulnerability was discovered and patched in the MS product.
"x/ Y v But remains undiscovered (and unpatched) in the non-MS product.
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The exploit development process consists of many steps,
each of which can go through multiple iterations.

Discovery Implementation

Exploit

Source analysis

Binary analysis e Establish impact

Fuzzing (trigger shortcut) ) e Establish exploitability Y

Logic review o pending goals ¢ Primitive needs
* Solidify routeto bug I Egtaplish feasible
e Repeated/verified requirements

s Stage 1 payload
e Porting
e QA

AN %

7 WWIW e Fully functional and operational

Deploy in the wild



Number of exploits

(N

The majority of exploits in an experimental dataset took between

6-37 days to become fully functional with a median of 22 days
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> Exploits are expected to live 6.9 yrs on average (median survival: 5.07 yrs)
> The Kaplan-Meier plot show the times by which 25% and 75% of died
vulnerabilities, as thresholds for long and short lifetimes.

Kaplan-Meier Survival Probability Estimates (n = 127)

Time from birth (initial detection by exploit developer) to detection by outside party
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Markets for zero-day vulnerabilities have been growing in recent years

and are distinguished by who the /nitial buyeris.

1. White Market. Seeks to immediately turn their vulnerabilities over
to the affected vendor (often moving them into the public
knowledge space) and uses them for defensive purposes.

2. Gray Market. (or Government market) Vulnerabilities remain
private, used for offensive/defensive purposes and may eventually
be disclosed to the affected vendor, although they are typically
first sold to a government, military, or defense contractor.

3. Black Market. Sell zero-day vulnerabilities for criminal use or illicit

purposes and aim to keep the vulnerabilities private.
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For any market, payment structure comes down to a few factors:
1. How easy/hard it is to find the vulnerability

2. How many other vulnerabilities have been found in the product
3. The impact of the vulnerability

Most exploits in the Gray/Government Market sell between $50-
100,000. Can go up to $150-300,000, depending on the exploit.

The FBI reportedly spent approximately $1 million for the technique
(which many suspect was a zero-day) used to unlock an iPhone. The
high demand to unlock the iPhone likely drove up the cost.

In the Black Market exploits go for less, e.qg., a Flash exploit can fetch
$30-50,000.

Prices for zero-day vulnerabilities on the White Market depend on the
individual organization or company.



. Declaring a vulnerability as aflive (publicly unknown) or dead
(publicly known) may be mis/eading or too simplistic.

. Exploits and their underlying vuinerabilities have a long average life

expectancy (6.9 years).
v' 25% of exploits will not survive >1.5 years
v' 25% of exploits will survive >9.5 years

. For a given stockpile of zero-day vulnerabilities, after 1 year approx.
5.7% have been discovered by an outside entity.

. Once an exploitable vulnerability has been found, the time to
develop a fully functioning exploit is rather fast (median time: 22
days).

. The life status of an exploit does not necessarily depend on the life
status of the underlying vulnerability.

. With so many instances of users not applying patches for
known vulnerabilities, does it make much sense to focus on
the relatively few zero-day vulnerabilities?
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