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OEMATA LYZHTHIHL
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TIEINAI AYTO TO... NPAIMA;

* PCs * Tablets * Industrial Control
* Servers * Smart phones Systems(ICS)
e Virtualization e Smart watches * Supervisory control
* Routers * Home energy and data acquisition
* Switches e Home entertainment * Medical machines
» Home control * Kiosks
» Medical implants * Manufacturing
 Medical wearables * Cloud service

infrastructure

* Environmental
Monitoring




INTERNET OF THINGS - 1

* «H dlaouvdeonN PUOIKWYV PNXAVWY, QUTOKIVATWY, KTNEIWV N
OTTOIOUDNTTOTE AAAOU QVTIKEINEVOU PE EVOWUATWHPEVO WNPIAKO
ouoTnua, AOYIOUIKO, aloBnTiPEC Kal IKavOoTNTA dlacUuvdECNC TTOU
ETMTPETTEI OTA AVTIKEIMEVA QUTA VO OUYKEVTPWOOUV /Kal va
AVTOAAGCOUV OEQOUEVAY.

Vermesan, Ovidiu; Friess, Peter (2013)
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Roger Attick, Consumers and IoT: Drinking analytics from a firehose of fast data, Linkedin, 28/09/2016
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Internet of Things in Logistics, Columbus Region Logistics Council on the loT, Jeff Risley, B2B
Marketing.
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INTERNET OF THINGS - 2

Tpia KUpla pepPnN:
1. Ta"mpaypata” (avTiKEipeva)
2. TadiKTUd ETTIKOIVWVIWY TTOU T CUVOEOUV

3. TauttoAoyIoTIKG CUCTAMAOTA TA OTTOIA XPNOIMOTIOIOUV TA
OeOONEVA TTOU PEOUV TTPOC KAl ATTO TA AVTIKEIMEVA.




INTERNET OF THINGS - 3

* AIKTUO OUOKEUWYV pPeTadIOEL, dlauolpadlel Kal XPNOIUOTIOIE
dedopEVa ATTO PUOIKO TTEPIBAAAOV YIa TTAPOX UTTNPECIWV.

e AVTIKEIMEVA-TTPAYHOATA JOVA 1] OUVOEDEUEVA E AAND
QVTIKEIMEVA Il ATOUA PE MOVADIKA AVAYVWPIOTIKA
(identifiers)

 EQAapMOYEG OTO XWPO TNG UYEIAC, TWV METAPOPWY, TOU
TTEPIBAAAOVTOC, TNC EVEPYEIAC KATT.

o Tao OeOOMEVA OXETIKA PE TO TTOIOI EiNAOCTE KAI TI KAVOUUE.
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AOMH - INTERNET OF THINGS
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TA ENINEDA TOY 10T

7 Layers of the Internet of Things (loT)

@ ."“
T?, 3 i Layer 7 — Transformational decision
= People & Process making based on “Thing” Apps & Data
»
2
@ T Layer 6 — Custom Apps built using
5 Applications “Thing” data
! e S Layer 5 — Reporting, Mining, Machine
g Data Analysis l Learning
]
R
(v5) : Layer 4 — Big Data, Harvest & storage of
Data Ingestion “Thing” data
o
8 Layer 3 — Cloud infrastructure (public,
o private, hybrid, managed)
Layer 2 — Communications, Protocols,
5 Networks, M2M, Wifi, Telecom, HW Kits
(=}
L

Layer 1 - Devices, sensors, controllers,
etc.

Sridhar Solur cleudtp.com
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NEPIOKEL YWHAOY PILKOY

— Kpiolyeg reploxég (Kaspersky Lab):
» Desktops and laptops ouvdedepéva o€ mobile dikTua augavouv Tov KivOuvo
TTPOCBOANC.

* Bring Your Own Device (BYOD) 1ou XpAoTeg €xouv TTpOOacn o€
euaiodnTa dedopEva atrd TTPOOWTTIKEC CUOKEUEC, KIVNTA, tablets KTA xwpic Tov
ATTAPAITNTO EAEYXO.

» To péyeBog Tou IoT peyalwvel gKBETIKA KAl TOOO YPNAYOPA TTOU €ival
aduvaTtov va eTTIBAETTOVIAI OAEC OI CUOKEUEG 0PBWG Kal TTARPWG.
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IYIKEYEL 10T - 1

THE INTERNET OF THINGS S

AN EXPLOSION OF CONNECTED POSSIBILITY

34.8 BILLION
2.4 BiLLioN 122
zz.smumn @
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IYIKEYEL 10T - 2

4 S4 2h+ 25+ B0
BILLION TRILMBN MILHONY BICLIGN * TRILLION

Embedded and
Intelligent Systems GBs of Data

= =

Connected People Revenue Opportunity

By 2020, the Internet of Things will have achieved “critical mass”. Linking enormous intelligence in the cloud
to billions of mobile devices and having extremely inexpensive sensors and tags embedded in and on every-

thing, will deliver an enormous amount of new value to almost every human being. The full benefits—in terms
of health, safety and convenience—uwill be enormous.
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IYIKEYEL IOT- 3

@ |oT Analytics - Quantifying the connected world

Applications Overall popularity (and selected examples) Scores

200

® 6 Smart Home .'\ ot E Cnnvmbd \ m »n o'y 61k 33k 430
@ a Wearables o ﬁ‘@ 33} 20k 320
@ M Smart City
@ ‘/ Smart grid
@ “ Industrial
internet

@ e Connected car

3

41k 0.5k 80

41k 0.1k 60

10k 1.7k 30

5k 1.2k 50
@ ﬁ Connected
Health 2 0.5k 5
—_—
% Smart retail 1k 0.2k 1

@ Smart supply
"= chain
W s mart farming | 1%

1. Menthly worldwide Google searches for the application 2. Monthly Tweets containing the application name and #/OT 3. Monthly LinkedIn Posts that inciude the
application name. All metrics valid for Q4/2014

Sources: Google, Twitter, LinkedIn, loT Analytics

Ok 0.2k 0

1k 0.0k 1
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ANEINEL ITO 10T -1

— Top 7 Mobile Security Threats
by Kaspersky Lab

1. Data Leakage
Unsecured Wi-Fi
Network Spoofing
Phishing Attacks

Spyware
Broken Cryptography

N o o bk~ 0 DN

Improper Session Handling

— Top emB@éoeig o€ oUOKeUEG IOT

1.

Default, eUkoAa hardcoded
ouvOnuaTIKA.

Firmware kai OS dUokoAo va
BeATILWBOUV

‘EAAEIYN UTTOOTHPIENG OTTO

TTapaywyo

EutraBr web interfaces (SQL
injection, XSS)

[MpoypaupaTioTIKG AdBNn (buffer
overflow)

Clear text TTpwTOKOAAQ
DoS / DDoS
Quaoikr} KAOTTT) ) tampering.

17



ANEIAEL ITO 10T -2

Security Flaws Of Top 10 loT Devices

Insecure Software/Firmware
Insecure Web Interface

Lack of Transport Encryption
Insufficient Authentication

Raised Privacy Concerns

Failed to Protect Against Hackers
Discovering User Identity

Failed to Require Passwords

Vulnerable to XSS, Weak Credentials
etc.

Use Unencrypted Network Services

Collect Information

o
N
H
[2)]

8 10
Source: Hewlett Packard's Fortify on Demand, 2014 Bl INTELLIGENCE
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ANEIREL - CASE STUDIES

ATTACK

TAKECONTROL  STEAL INFORMATION
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Controls for smart door locks and I ] :

lighting systems can be vulnerable
i — Personal-fitness

¢ devices can tell
Infotainment wa .
a hacker where
systems offer e
~ rouU e
Door locks multiple ways dirt
have been into a car's Pac N
£
unlocked electronics P
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. remotely

attacked
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:
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\ High-capacity
Malware- : g : capacity
infested nsu '"( Pﬂmgls
F & o { o
refrigerators w are vn[mm ¢

G-

have sent

-
spam
Hacked vehicle-
—— control systems
can allow remote
control of brakes
T

Hustration: J. D. King
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GASE STUDY: TRANE

EvrtotTrioTnke dlaouvOoedeEVOC BEPUOOTATNG PE EUTTABEIEC TTOU
ETTETPETTAV TTPOCRACN 0TO E0WTEPIKO dikTUO (Cisco Talos group)

Xpeldotnke 12 yRveg yia patch mmou d16pbwve 2 eutrdBeieg

21 pAveg yia di1opBbwaon piag eutradeiag

|OIOKTATEC CUOKEUWYV OUXVA ayvoouv OTI UTTApXOUV updates Kai

dev Ta eyKaBIOTOUV.

The Internet of Things (1oT), Security Considerations for Higher Education, Christopher Giles, Governance
Risk Compliance Specialist, UT Dallas, Information Security 19




10T GONE MEDICAL

k.| Researcher “able to hack into the hospital's network with ease
" — and permission — with vulnerable medical devices listed on
Shodan.-International Business Times, Feb 2006

Security Professionals “showed how easy it is for hackers to take

control of a hospital drug infusion pump by overwriting the WRY R} D!
device’s firmware with malicious software. The hack would Aug 12, 2015
allow someone to remotely administer a fatal drug dose.”
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https://www.shodan.io/
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The Internet of Things (1oT), Security Considerations for Higher Education, Christopher Giles, Governance

Risk Compliance Specialist, UT Dallas, Information Security
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APKEL ALAAREIAL 10T

|OT Security

<

« Dependent devices

- Authentication

— Authorization

- Comms Encryption

- Monitoring

- Data Leakage (Snooping)

- Spoofing (acting as)
« Semi Intelligent devices

— Access control

- Data Encryption

- FW Security

- Patch Management

~ Intrusion Detection

« Intelligent devices & controllers

- Device Provisioning
- OS security

e ® |\
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SIEM and Analytics
Data Security

Application Security

Network and Communications

"
.---'---.‘.-----.--.-.-.-..--.'-

Device Authentication,
Access Provisioning and Monitoring

OT+IT threat models, control points and response processes

Security Intelligence Analysis and Insight for Information Security Professionals, IBM, securityintelligence.com
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METPA & TEXNOROTIEL ALDAAREIAL

Internet of Secure Things Framework

Secure Boot
Authentication
Secure communication
Data Protection
Firewall
Intrusion Detection
Event reporting

Remote command audit
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Policy Management

Alan Grau, IOT SECURITY STANDARDS - PAVING THE WAY FOR CUSTOMER CONFIDENCE, 02/2016 %)
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