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Moot eipaote Kot mota {INTAOTOL EPEVVOUE

Akadnpaikn Movada:
Epyaotnplo AcdaAetag MAnpodoplwv & Mpootaociac Kpiotpwyv Yrmodopwv
(INFOSEC Laboratory)

Tunua MAnpodopikng | Owovoutko Mavemiotipio ABnvwyv

www.infosec.aueb.gr

Neploxég Epevvac & Texvoloylkng Avamntuéng:
Aodalela MAnpodoplwyv | Mpootacia Kpiotpwv Ynodopwv
Wnorakd Kowvwvika Aiktva | Open Source Intelligence
Mpootaoia Idiwtikotntag | Wndlaka Tekpnpla

‘Eva motto pog:
«Al Tipal peyodat, av AMOKTELVN TLC OV KAETTTNV AAAA TUPAVVOV»
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TL O MAPOUCLACOUHE GTN CNUEPLVI) CUVEPYOOLO

Elcaywyn
Big Data
Online Social Networks
Data Analytics - Visualization

Open Source and Social Media Intelligence

EAntida
Mpootaocia {wNC KoL SIKOLWHATWY TIOALTWV: ATIOTPOTT) AUTOKTOVLWY

dopog
ATtoKAAUL PN TtpooWTIKWV d€SoEVWV: TOALTIKEC TIEMOLONOELC

EAntida
Evioxuon SnNUOKPATIKAC CUMUETOXNG: ALOOLKTUAKEC/NAEKTPOVLIKEC EKAOYEC

EAntida
AvVTILETWTTLION AMEAWV: H «€K TwV €0Ww» ametin

EAntida & popog
Xelpaywynon/ékdppaon anoPpewv moArtwv: The Moneyball case
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Big Data: Evac NMaktwAoc¢ e ...4V

A whole new class of inputs driven by an explosion in the volume of data
being created by social media, machines, intelligent devices, and other
applications that is creating new challenges and opportunities.

refers to frequency of data generation.
Batch, Near Time, Real Time, or Streams.

measured in TB or petabytes or
quantified as txn count is a reference to
size and storage.

Big Data

refers to sources and can be
classified as Structured, Unstructured, and
Semi-structured.

refers to the different sources and
muitiple formats from those sources.

4V: Velocity (PuBuoc), Volume (Oykog), Variety (MowkiAia), Veracity (Eykupotnta)



Medila Ekppaonc Kot EMIKOLVWVIOC:

Internet, Web 2.0, Online Social Networks
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Data Analytics - Open Source Intelligence - Visualization:

Mediov 606&NG  Aaumpov

Analytics is using data to make smarter decisions that support effective
management, improve performance, and drive business transformation. 1B

Foresight
Understand the signals
generated across your
ecosystem to anticipate

the future
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Insight
Use data from within the
organization to improve
reaction time

Hindsight
Conduct “rear-view mirror”
assessments based on
data generated by
operations

Hindsight
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Data Analytics - Open Source Intelligence - Visualization:
MNapovta, edbw Kat MOAAQ xpovia

, DIAGRAM of the CAUSES of MORTALITY :
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Visualization of Causes of Mortality (F. Nightingale, 1855)



Open Source Intelligence (OSINT):

AvaAuon édnupoota dtaBsotpwv dedopeEvwv

Open Source Intelligence (OSINT) is produced from publicly
available information, which is:

- collected, exploited and disseminated in a timely manner
- offered to a appropriate audience
- used for the purpose of addressing an intelligence requirement

Publicly available information (mainly) refers to:

- Traditional media (e.g. television, newspapers, radio, magazines)

- Web-based communities (e.g. social networking sites, blogs)

- Public data (e.g. government reports, official data, public hearings)
- Amateur reporting (e.g. amateur spotters, radio monitors)

OSINT defined by US Dept. of Defense (Public Law 109-163, Sec.
931,"National Defense Authorization Act for Fiscal Year 2006)

38 Social Media Intelligence (SOCMINT) is produced from Online
B Social Networks and the Web 2.0



Open Source Intelligence:

AvaAuvon dnpoocia dtaBecipwyv dedopeEvwy

Results/
Classification

Draft research
scoping

Naive Bayes,
SVM, MLR,
EM, Canopy,

Research specifics explanation,
interdisciplinary classification
assistance

etc.
?Training Set

Language, jargon, content,
ethnological characteristics

Classifier Domain Expert

Stemming, stop
word removal,

A j explanation

:j Researchers’ compliance transformations, j o

Z with ethical standards etc.

< .

3 N Data preprocessing Linguistics Expert

= YES \NO

= AN Sample definition

v D) (bias, analysis, etc.) O

= NO Research S 'w ' ’ ~
- O @ﬂ 0 termination . ) 459

&z S

,—.3: Legal Anonymization Crawling server Statistics Expert

% Expert layer

;f:, { YES Pl Calls

e

S ‘ ‘ Medium-to-scope
S, ‘ Scope adjustment i y
Terms and conditions Definition i "g
Frameworks, t?ols, Web 2.0 Medium Content Expert
methods, techniques a

consulting

Legend
Web 2.0 Medium: Faceboaok li
Twitter
e Domain Expert
Blogs a
Domain Expert: Psychiatrist
Sociologist

Psychologist
Political Scientist
etc.

rd
yd
Massive numbers *

of independent

& 8

User
Content generation

Pits

ona
AUEB

Information Security &
Critical Infrastructure Protection Laboratory

Ver. 2,11.14, 24.11.2014



Mpootaocia ((wNc & OLKALWUATWY) TTOALTTWV

Internet & Online Social Networks

n »f" YouQuih:

MeBodoloyia avaiuvong

Social Media Intelligence

Aedopéva

Avaptioelg oe dLkTtuakoug tomoug kat OSN

Npoodopo nedio epappoyng
Exkdpaon apvnTikol cuvalocOnpatog, Ekppaon eMBETIKOTNTAC,
eKONAWON AEKTIKWV ETMBECEWY, cuvaloOnuatiky ¢opTLon KATT.

ff A Mé£BoSot avdAuong
¥ _ o | Baon AeSopévwy (pe OXETIKA TeEKUNpiwon)
%) Avaluon neplexopgvou (Opinion Mining, Machine Learning)

N " Avaluon védouc etiketwv (Tag Cloud Analysis)
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ATTOTPOTII ] QLUTOKTOVLWV

Internet & Online Social Networks

MeBodoloyia avaiuvong

Social Media Intelligence

Aedopéva

ATtelA€C auToKTOVLAC (LE AVOAUTLKA OXETLKA TEKUNPLWON)

MpolmoBEtel adela/ouvepyaoia pe approdloug BECULKOUC ETALPOUC
Npoodopo nedio epappoyng

Exkdpacn apvnTkoU cuvalcOnUaTog, amelAr) aAUTOKTOViag

,.«f N B, OXOALOOPOG OXETIKWY AVAPTACEWVY, cuvaloOnuatikn ¢option
= B
b ﬂ;f WA

MéEBodoL avaAluong

D Baon Asbopévwy (Le OXETLKA TEKUNPlwon)

™
‘1 Sk 7 Avaluon nieplexopevou (Opinion Mining, Machine Learning)



THEWO A LEFTT0
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Results:
Classification,
Visualization

Determine
research scope

INFOSEC Lab: Social Media Intelligence methodology

ATTOTPOTI ) QLUTOKTOVLWV
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AntokaAuPn MPoownikwv SeS0UEVWV

Internet & Online Social Networks

(M Tuhe

MebBodoloyia avaiuvong

&
OSINT

OPEN SOURCE INTELLIGENCE

Aedopéva (EANGda, 11/2005 - 12/2012)
12.964 xpnoteg, 207.377 Bivteo, 2.034.362 oxoAla

Mpocdopo nedio epappoyng

MOALTLKO TIEPLEXOUEVO, OTITIKOAKOUOTIKA £peBiopata,
ocuvaloBnuatikn option, evupeia CUUUETOXN XPNOTWV

Mé£BodoL avaAuvong

f & “‘ padoBewpntikil AvaAuon (Small World Phenomenon,

¥ _ s Indegree/Outdegree Distribution, Node Loneliness)
"“‘ ' AvaAuon Meplexopévou (Opinion Mining, Machine Learning)

N " Avaluon Nedpouc KAaoewv (Tag Cloud Analysis)
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You([T

AntokaAuPn MOALTIKWY TEMOLONGEWV

MoAttiki emtloyn

Oudetepotnta -

MetpLkég Mn évtaén

91%

93%

F-Score: JtaBulOpévog OpHOVL-
KOG L€oog Precision kot Recall.

Precision: Xprioteg mou katn- Accuracy: Mocooto opBwv
yoplormowibnkav owotad, Sl KaTnyopLlomoloewv (mnAi-
Tou TAABOUC TWV XPNOTWV Recall: Xprioteg mou katnyopto- kO 0pBWV KATNYyOopPLOTIOLH-
NG KATNYopioC AuTAC. nowOnkav owota Sl tou TAR- ogwV 510 TOU GUVOAOU).

Boug OAWV TWV XPNOTWV TNG KO-

Tnyopiag aUTAG.




Xpnoteg

Quoka TPOowTa TToU EMIOUUOUV VO CUUETACYOUV (o anootaon) o€
dnuokpatikee dtadikaoiec  oe AAAeC Sladikaoiec Ekbpaong yvwung.

Quoka mpoowTa He ELOLKEG aVAYKES N Le SuokoAla GUGCLKAG TIPOCTIEAACNG
0€ XWpPOouc¢ omou ekdpalovtol ETLAOYEC/ATOYELC

Npocdopo nedio epappoyng

Fevikég/mepLPePELOKEC/TOTIKEC EKAOYEC,
dnuoynodiopata, SNUOCKOTNOELG KATT.
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AR Méoa/pnéBodol Ekppaong yvwpng
¥ atsa AtaSiktuo & Maykdopog 10Tog
Eldikéc WnoLakég TexvoAoyieg
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ALaSIKTUAKEG/NAEKTPOVIKEC EKAOYEC

Internet & Web 2.0

MoAiteg, SNUOTEC, TOTILKEC KOWVWVLEC, ATOMA E ELOLKEG OVAYKEG,
gPYO{OUEVOL, TIOPOYWYOL, KATOVAAWTEC KATT.

Npoodopo nedio epappoyng
Fevikéc/mepLPpePELOKEC/TOTIKEC EKAOYEC,
dnuondiopoata, SNUOOKOTINOELS, EkPpachn YVWUNG KATT.

Méoa & pEBodol Ekppaong yvwHng
Wnouaka peoca Ppndodopiag
Wnoodopia péow Atadiktuou

EldkéC oUVONKECG & OTOULTAOELG

Avaykn Loxupwv eyyunoswv (aocpalela, aflomiotia KAT.)
Enidpaon «Pndlakov xacpatoc» (digital divide)



The insider threat

Internet & Online Social Networks

MebBodoloyia avaiuvong

Social Media Intelligence
Aedopéva (EANGda, 2012-13)
1.075.879 xpnoteg, 41.818 fully crawled xprioteg, 7.125.561 user connections

2UAAeyEvta ebopEva

Name, ID, personal description, URL, language, geolocation, profile state, lists,
# of following/followers, tweets, # of favorites, # of mentions, # of retweets

Mé£BodoL avaAuvong

;f N “‘ padoBewpntikr) Avaluon (Small World Phenomenon, Indegree/Outdegree
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Distribution, Node Loneliness)
AvaAuon Meplexopévou (Opinion Mining, Machine Learning)

Ertippon Xpnotwv & Evtaon Xpnong (User Influence & Usage Intensity)
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ey
" U ‘! Insider threat?

Insiders are persons who:
- are legitimately given access rights to an information system or critical infrastructure

: \\_\ - misuse their privileges and violate security policy

The Insider Threat

Internal Process Knowledge

High Low

Hich Greatest Demonized But
- Threat Insignificant
Technical
Literacy
liow Significant

Threat

Insignificant
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Evtomiopog insiders

Strongly connected components:
There exists 1 large component
(153.121 nodes connected to each
other) and several smaller ones

Node Loneliness:

99% of users connected to someone

Small World Phenomenon:

Every user lies <6 hops away from
anyone else

Indegree Distribution:

# of users following each user
Average 13.2 followers/user

Outdegree Distribution:

# of users each user follows
Average 11 followers/user

%
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Usage Intensity Distribution:
Weighted aggregation of {# of followers,
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Cluster of users with narcissistic behavior
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Theoretical basis:
(1). Narcissists tend to turn into insiders.
(2). Individuals tend to transfer offline behavior online




/ anoPewv noAttwyv

Internet & Online Social Networks
<3 (1]l Tube

MeBodoloyieg avaAuvong
S T T e
osint OSWLO

OPEN SOURCE INTELLIGENCE Social Media Intelligence

Acdopéva
Avaptrioelc (oxoAa) moArtwv-Ppndodopwv
MNpoodopo nedio epapuoyng

MoALTIKEG ETULAOYEG TTOALTWY, (0V)ETBUUNTEG TIOALTIKEG atOodATELC,
OTITIKOOKOUOTIKA epeBiopata, Statunwon artnpatwyv/anoPewv

Jf} w.
y ) Control & Treatment Groups (testing messages to voters)

\]
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= RN M£06oboL avaiuong

AvaAuon MNeplexopévou (Opinion Mining, Machine Learning)

Database Querying
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Mpoc¢ enippwon /

Moneyball: Maximizing votes per S

Internet & Online Social Networks

n o Yod "

MebBodoloyia avaiuvong

OPIN SOURCE INTELLIGENCE
Aedopéva
Anogeic ndodopwv (HMNA, Obama-2012, Big Data in Politics, 100MS)
Npoodopo nedio epappoyng
JTOXEVUUEVEC ETILAOYEG TTOALTLKN G dpaong (ava MoAttela, TTOAN, KOWWVLIKA
opada, emayyeApatikn opada, pulo, puln KAT.)
MéEBodoL avaAluong

CATALIST Database (& for-profit Venture) (2 PetaBytes)

AvaAuon MNeplexopévou (Opinion Mining, Machine Learning)
Time/effort Maximization Algorithms (i.e. “don’t knock on that door”)
Control & Treatment Groups (testing messages to voters)
Decentralized-over-the-phone volunteers (VolP)




Open Source and Social Media Intelligence
at Your (whose?) Service
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