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Research Area & Contributions (1)

Research Question:

Interdependency Analysis, Research Question :

Tools and Methodologies

developed for CIP? - Is Transport Sector Resilient to
Climate Change Impacts?
Tra nSp ort S ector C| P - How to increase sustainability?.
Time-based critical infrastructure Classification and Cybersecurity Self-Assessment
dependency analysis for large-scale Comparison of CIP Tools for Industrial Control
and cross-sectoral failure tools Systems

New Methodology for Data
Centers Sustainability
Assessment

Climate Change Impact Analysis and Classification
Analysis in Transport of Adaptation Tools

> 3 Internat, Journa] Publications

> 6 Internationg| Conference Papers




Research Area & Contributions (2)

Research Question:

Is Aviation Sector
Cyber-Resilient? Aviation Sector Resilience &
Cyber-Physical Protection

. Air Traffic Assessin
Airport’s Cyber- UAS & loTs =
i Management ) Interdependencies and
Security Cyber Risks . .
o Cyber- ) . Congestion Delay Risk
& Cyber-Resilience i in Aviation ! .
Resilience in Aviation Network

> 3 Internat, Journa] Publications

> 1 Internationg| Conference Paper
> 1 Book Chapter Publication
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Smart Airports Cybersecurity: Measures to

Improve Cyber-Resilience
Research Methodology

« Combination of literature research and Online Survey
« Research goal: implementation rate of Cyber-Security Best Practices for IoTs
« Great diversity of technological evolution in airports

AIRPORTS CLASSIFICATION  InSmart Airports In All Airport's Categories
scADA 6%

W Basic MWAgile Smart
Connection with other transportation systems ) 159

Landside Operation Control System ) 18%

Airside Operation Control System ) 24%

[ Communication systems A 27,
60% Baggage handiing systam (RN 297
smart Building’ HVAC/ BMS _ (R 297 )
Traveler Kiosk devices and web services A 209,
70% Common use passenger processing systems . nmn
Passenger Check-in & Boarding NN )

B Conference Paper: 0% 0%  20%  30%  40%  50%

Lykou G., Anagnostopoulou A., Gritzalis D., “Implementing cyber-security measures in airports to improve cyber-
resilience”, in Proc. of the Workshop on Industrial Internet of Things Security (WIloTS-2018), Spain, June 2018




Smart Airports Cybersecurity: Developing Cyber Resilience

Malicious Attack Scenarios:
Distributed Denial of Service attack
Communication Attack to ATM Systems
Malicious Software on an Airport’s Network
Tampering with Airport Self-Serving Systems
Network attack to CCTV systems

Misuse of Authorization

Email Phishing and Social Engineering Attacks

ok wNE

7.

i

Airport's Server

Step 6: Exhaustion of server’s resources

leads to unavailability of the server Step 4: Legitimate user makes request

to airport’s server

@

-

Legitimate
User

Journal Paper: Airport's Server

Step 5: Server ignores legitimate requests | [ Step 3: Botnet makes requests to airport's
server for a specific service

Seven (7) Attack Scenarios with
Mitigation and Resilience Measures

.
—

J

=/

i 3N

Devices are enslaved into
an arrangement
(known as Botnet)

» Impact Evaluation

» Cascading effects
'\w > Mitigation Actions
L2 > Resilience Measures

Botmaster

Lykou G., Anagnostopoulou A., Gritzalis D., "Smart Airports Cybersecurity: Threat Mitigation
and Cyber Resilience", SENSORS, January 2019




Aviation cybersecurity & cyber-resilience in Air Traffic

 Management (ATM) Systems

ATM systems serving communication, navigation, surveillance and
B ATM interoperability for air traffic control:

> Air —Ground Voice
Communications
GNSS 7 & Data Links

\ \ » Primary and
Secondary

Air-Air Surveillance
/EAS \Sommumcamons Radars (PSR/SSR)

Satellite Based GPS _ » Automatic
Communications Dependent
o2 \ ADS-B T Surveillance-
\>\,\?|\J Air-Ground Communications Broadcast (ADS-B)
PSR/ SSR ’ g » Traffic Collision
M UHF/Data\ =4 | B and Avoidance
b — o . Vole/b | e System (TCAS)
Ground Station ~ommunications in Ground Network > Wide Area
Multilateration
Book Chapter: (WAM)

Lykou G., lakovakis G., Gritzalis D., "Aviation Cybersecurity and Cyber-Resilience: Assessing Risk in Air
Trafg‘ic Management", in Critical Infrastructure Security and Resilience, Gritzalis D. et al. (Eds.), pp. 245-260,
Springer Book: Advanced Sciences and Technologies for Security Applications, 2019.




Research Contribution :

* An extended threat model for
analyzing aviation targets and risks
involved.

* Introduce and analyze cyber
resilience aspects in the aviation with
holistic strategy for defense,
prevention and response.

* Introduce Resilience Measures for all
ATM actors to work on collaborative,
address security threats, and increase
the aviation systems resilience

Resilience

: \ \ umbrella

pre-incident
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[ J
Goal yens Hardware | ATM .
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Defending airports from UAS: A survey on cyber-attacks
and counter-drone sensing technologies

Journal Paper:

Lykou, G., Moustakas,D., Gritzalis,D., "Defending airports from UAS: A survey on cyber-
attacks and counter-drone sensing technologies", Sensors, Vol. 20, No. 12, 2020.




Defending airports from UAS: A survey on cyber-attacks

and counter-drone sensing technologies

-

Step 1: GPS sends position
information to aircraft

» Develop 5 Attack Scenarios with Step 1: GPS sends position ¢,
. . . information to aircraft e A
impact analysis, cascading effects, [ 4
CIP measures & Resilience policies

Step 5: Attacker receives ADS-B dala _
' Step 2: Aircrafts communicate speed, position and ‘ -
.

= altitude data with each other
)~ / - > -
- g ﬁ - ) -
Step 6: Attacker injects ghost aircraft (UAV) "S}'% 6\0 \8@9
with spoofed identity to mislead instruments $ i (6\{‘8 of°
of controllers and pilots ‘a(\e @00@
o AN
® & @
& Vo
“ @?’7@,;)_ 0’5-‘%50‘
Y, 72 W
| () /)0@ GO'(E) . @0
P T ‘%
-
St

to ATC (Air Traffic Control)

L Step 7: Attacker is able to launch physical attack £
i using UAV to intercept flight route ) < >
. \/ Step 4: These data displayed

Communication attack on ATM systems
Attack Scenario to Airport facilities




Survey on Counter Drone (C-UAS) Sensors & Technologies

Sensors:

‘I Acoustic

Y 3 isua
c’i VisuallEQ

& 9 Thermal

Radio Frequency (HF, YHF, LIHF)

+* =
h
E Radar

Kinetic Solutions:

Laser

Projectiles

D

Met

Non-interactive! Response:

% Crrone Alarms
Close Window Blinds

Shut Down Wi-Fi

J
M Evacuate an Area

Deploy a Fog Grenade

i

“ Blindthe Drone Camera ‘

Non-Kinetic Solutions:

= .
# RF/GNSS Jamming
il

-]
S =1 RFIGNSS Spoofing
-

SENSOR TYPE IN DETECTION SYSTEMS

W Infrared

=

545 C-UAS

C-UAS Technology used for Mitigation

W Radar Sensor ERF Sensor W Acoustic Sensor Electroptical

Acoustic

Electropti
20%

Spoofing

9%

Use of Nets

Kinetic 8%

Attack
15%

Use of Laser

5%



Proposed counter measures for airports & ATM Facilities

moxe S./\“e/ LT T T . UAV apprci;:;?é at 15m/sec

e . , ®

R Geofenced Area Available
\‘ Response Time:
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. Unmanned Site /
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Visual Detection /
: with EO & IR *
N , cameras 7
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Assessing Interdependencies and Congestion

in the Aviation Network — —
July & August 2019 ;\m; /Lc/;

30 Busiest US 1Al;;rports with Incoming and Outgoing Average Congestion Risk
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Lykou G., Dedousis P., Stergiopoulos G., Gritzalis D., “Assessing Interdependencies and Congestion
Delays in the Aviation Network”, IEEE Access, December 2020




Assessing Interdependencies and Congestion Delays

in the Aviation Network

Indicate the flight connections
with highest delay risk

Identify the worst n-order airport
dependencies

Analyze what-if scenarios for the
congested airport’s connections.
Propose the n-order dependency
chains, to be avoided by flight
planners

Reduce delay impacts in aviation
networks.

@ . @ Cumulative
A Paths
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Time-based critical infrastructure dependency analysis for

large-scale and cross-sectoral failures

Risk analysis methodology for cascading

failures

- Different growth models (slow, linear
and fast evolving effects)

 Failures triggered by concurrent
common-cause cascading events

« CIDA: Critical Infrastructure
Dependency Analysis Tool

 CIDA evaluates alternative defence
strategies for complex, large-scale &

multi-sectoral dependency scenarios

Journal Paper:

Stergiopoulos G., Kotzanikolaou P., Theocharidou M., Lykou G., Gritzalis D., “Time-based critical infrastructure dependency
analysis for large-scale and cross-sectoral failures”, Intern. Journal of Critical Infrastruct. Protection, March 2016




New methodology toward effectively assessing

data center’s sustainability

Range
Element (Fi)
1 Environmental GEC 0~1 15
2 Impact GMU o~1 10
~ 3 Resource DCIE 0~1 15
Utilization &
ERF o~1 10
V 4 Economy 75
’&u | 5 Resources Waste Recycle Rate | 0~1 5
. 6 Recyclability Water Reuse Rate 0~1 5
* Security & Resilience T Eq.u!pment 0~1 15
G +  Effective maintenance 7 Efficiency
- * Building Energy Management Security & Resilience
Innovation initiatives ) Y/N 4
8 Operational Plan
9 Efficiency BEMS Y/N 4
Effective
) Y/N 4
———————————————————— 10 Maintenance
Data Center Facility 11 Innovation Research Y/N 3 25
- Corporate Social
7[ Cooling ]77[ Servers i o Y/N 3
O | 12 Responsibility
Software = £ . .
h 0 Employee Satisfaction
[ ugnting J—+—{ storage |} & 5 Societal Impact | 0 OY Y/N 2
Senvi >0 | 13 Index
TransmssuovLmﬁ ervices > 2
Carry Electricity S o | 14 Health and Safety Y/N 3
ben:r(m?s':l(:?l"-cuy Lmomml ﬁ"[ Sra ] W_[ Network s w 15 Green Transport Y/N 2
o i ;; # I Power < °
Tarsloriier oo TOTAL SUSTAINABILITY SCORE 100 | 100
Overhead o

Societal
Impact

Resource
Utilization
& Econom

mm IT Equip Efficiency Environmental

Impact

<Reused Energy (ERF)

b Water Reuse Ratio & Waste Recycle Performance

Energy, Water
& Environment

Sustainability
Model

Operational
Efficiency

Resources
Recyclability

Journal Paper:

Lykou G., Mentzeloti D., Gritzalis D., "A new Methodology towards effectively assessing Data-Center sustainability",
Computers & Security, Elsevier, January 2018.




Climate adaption: Addressing risks and impacts of

climate ,change on Transport Sector

Effective Governance Measures Measure Risk and
categorized by : Type Uncertainity

* |dentify transport huge

challenges posed by climate _ 25 co.
Cha nges Adaptation Option Description g § g g g ;z g §
e All tra nspor‘t sectors Strategic planning of Sustainable X X
h transport development
d p p roac Create an Adaptation framework so as
to engage stakeholders within the X X
* Detect and analyze global transport sector
adaptation initiatives Incorporate Adaptation requirements X X
into Legislation & Regulatory Norms
. Enhance Standards and National/
. FOCUS on emerglng Regional Requirements X X
adaptation Cha”enges and Develop National Adaptation Strategy X X
o . d Action PI
opportunities in the T
Require as prerequisite climate risk
tra NSPO rt sector assessment and Environmental X X

Assessment for the design of new
plants to ensure integrity

* Propose Measures to
. .re Ensure Funding for new infrastructure
mincrease Transport Resilience  or existing infrastructure X X

reinforcement
: 2 Coordinate Infrastructure Future X X
Conference Paper: Planning

Lykou G., Stergiopoulos G., Papachrysanthou A., Gritzalis D., “Climate adaption: Addressing risks and impacts of climate
change on Transport Sector”, 11t Int. Confer. on Critical Infrastructure Protection (CIP-2017), USA, March 2017




Analysis and Classification of Adaptation Tools for

Transport Sector Adaptation Planning

N > Focus on climate-related adaptation
1. Scope & Organize planning for Transportation

* Review climate change impacts

voement > Classification of adaptation tools for
\::sd‘::ii:’yosrclzziic:::nning area / adaptatlon assessment and FISk

~ planning
4. Implement & Monitor 2. Access .
. Implerrr)\ent high priority actions * Refine impacts assessment & > A mU Itl'fa Ceted taxonomy

» Utilize plans to seek funding conduct asset inventory

* Track progress & evaluate effectiveness * Conduct vulnerability assessment 1) TypO I Ogy an d ta rget alu d ie nce

* Assess new impacts information * Conduct risk assessment

¢ Revise strategies & priorities as neededj Q Prioritize planning issues j 2) C I i m ate i m pa CtS & SECtO rs

e A
3. Plan 3) Adaptation planning steps
» Establish vision & resiliency goals .
« Identify & prioritize adaptation strategies 4) SOftwa re tOOIS accordlng to
¢ Create action plan & schedule . .
kimplementation j funCtlonahty & mOde Of use

5) Strengths and Weaknesses

~IRW
*?i [ > Measures for Adaptation Resilience & Risk management

Conference Paper:

Lykou G., Stergiopoulos G., Papachrysanthou A., Gritzalis D., “Climate adaption: Addressing risks and impacts of climate
change on Transport Sector”, 11t Int. Confer. on Critical Infrastructure Protection (CIP-2017), USA, March 2017




CYBERSECURITY SELF-ASSESSMENT TOOLS: Securing

Industrial Control Systems (ICS) in Critical Infrastructures

> Review and technical analysis of Self-Assessment tools for ICS (by CI operators)

» Content analysis for questionnaires & classification according to
NIST Cybersecurity Framework

TOOL DESCRIPTION CS2SAT CSET SSAT
i Type Desktop software Desktop software Questionnaire XLS Questionnaire PDF
application tool application tool assisted Tool assisted Tool
Developer Department of Energy ICS-CERT / DHS CPNI US-CERT / DHS
National Laboratories Carnegie Mellon
— orgn | UsA QUESTIONNAIRE ANALYSIS

Description Self-contained tool g

CYBERSECURITY
FRAMEWORK
VERSION 1.1

)

@

-
Z

o
70%

step-by-step process st
p-dy: pp 60%

50%
TOOL DESCRIPTION CS?SAT 40%
Step Process 6 30%
Survey Method Structured 205
Questionnaire ’

| L -

Security Expertise Needed YES 10%

. NIST CSET CRR
Security Standard

Database of industry available YES = IDENTIFY 16% 1% 32%
cyber-security practices m PROTECT 61% 58% 54%
NO o DETECT 1 16% 8%
YES RESPONSE 5% 4% 4%
Type of Result Full Performance ® RECOVERY 8% 4% 2%

Evaluation
W IDENTIFY m®PROTECT m DETECT RESPONSE m RECOVERY

Co

Lykou G., Anagnostopoulou A., Stergiopoulos G., Gritzalis D., “CYBERSECURITY SELF-ASSESSMENT TOOLS: Evaluating
Importance for Securing Industrial Control Systems in Critical Infrastructures”, in Proc. of the 13t Intern. Conference on
Critical Information Infrastructures Security, CRITIS-2018, Kaunas, September 2018.




Critical Infrastructure Protection tools:

Classification and comparison

¢ > Technical Review and Comparison of 68 CIP tools, frameworks &
methodologies

CIP TOOLS QUANTITY OF RISK PURPOSE STAGES

> Classification based on two aspects:

» Technical modeling approach :i
» Tool purpose and scope ma

Agent b
S .l\‘.{/

Nelwork “‘?-\cd

: \ ification
System Dynamic Baseg o Risk \9?[\“ |

02 Risk Impact Assessment

Empirical
: — ) Risk Management

| Pulpose )

03 Risk Prioritisation
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Conference Paper:

Stergiopoulos G., Vasilellis E., Lykou G., Kotzanikolaou P., Gritzalis D., “Critical Infrastructure Protection Tools: Classifi-
cation and Comparison”, in Proc. of the 10t Inter. Conference on Critical Infrastructure Protection, USA, March 2016
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Critical Infrastructure Protection: A Holistic Methodology for Greece

Implementation Methodology Guide of Critical Infrastructure Identification

Indentification of initial list

of critical sectors and Initial List of critical sectors and subsectors
subsectors

Administrative Approach
Indentification of potential "

critical services per
sector/subsector Operator-based Approach

Assessment of potential 3.1 Direct Criticality 3.2 Temporal | 3.3 Indirect

critical services Rating { Effects Analysis Criticality Rating
: . .
I
I I i
- Geographic scope - Fast Impact, Slow Restoration |
:llumdn losses = Slow Impact, Slow Restoration - Incoming De pendencies
- Economic impact - Fast Impact, Fast Restoration - Dutgoing Dependencies

- Environmental impact
- Consequences for the public

- Slow Impact, Fast Restoration

Evaluating Critical Systems / 4.1 Application of 4.2 Application of | _
Subsystems per service Sectoral Criteria Horizontal Criteria :

-Journal Paper: SterglopoulosG Gritzalis D., Kotzanikolaou P., Magkos M., Lykou G., "Holistic Protection of Critical
Infrastructures", Maritime Interdiction OperatlonsJournaI Vol. 14, No. 1, pp. 29-41, September 2017

-Conference Paper: Gritzalis D., Stergiopoulos G., Kotzanikolaou P., Magkos E., Lykou G., "Critical Infrastructure Protection:
A Holistic Methodology for Greece", in Proc. of the Workshop on the Security of Industrial Control Systems and of Cyber-
Physical Systems (in conjunction with ESORICS-2016), Springer, Greece, September 2016
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