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Key concepts of the presentation

Asset:

Critical Infrastructure
Threat:

Insider
Defense:

Open-source Intelligence

Data source:
Social Media




The Threat and the Defense

Threat:
Insiders are persons who:

- are legitimately given access rights to a Critical
Infrastructure

- misuse their privileges and violate security policy

Defense:

Open-source Intelligence (OSINT) is produced from
publicly available information that is collected, exploited,
and disseminated:

- in a timely manner
- to an appropriate audience




The Insider Threat
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Behavior classification model
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The Social Media arena
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Case 1

Scope: Revealing a potential Insider

Social Medium: Twitter .

Tools used for the analysis

Science Theory
Computing Graph Theory

Theory of Planned Behavior
Sociology

Social Learning Theory



Case 1: Insider threat prediction
based on narcissism?

Twitter (Greece, 2012-13 '
( ) Analysis framework based on:

- Theory of Planned Behavior
- Social Learning Theory

Medium graph-theoretic analysis by:
- Small World Phenomenon
- Indegree distribution
- Outdegree distribution
- Usage intensity distribution

User behavior analysis by:
- Social Medium Usage Intensity?
7,125,561 connections - Social Medium Influence valuation?
amang them. - Klout score (user influence)

1 Shaw E., Ruby K., Post J., “The insider threat to information systems: The psychology of the dangerous insider”, Security
Awareness Bulletin, Vol. 98, No. 2, pp. 1-10, 1998.

2 Kandias M., Galbogini K., Mitrou L., Gritzalis D., "Insiders trapped in the mirror reveal themselves in social media", in Proc.
of the 7t International Conference on Network and System Security, pp. 220-235, Springer, 2013.




Case 1: Insider threat prediction
based on narcissism

e Small World Phenomenon

— 99% of the users is <6 hops away
from everyone else in the graph.

* Indegree distribution

— Distribution of incoming edges at
each node. Finding: 13.2 follow- [0S 11.1 - 26.0 50-4500
ers/user, on average.

* OQutdegree distribution

— Distribution of outgoing edges at LIRS 283-1011 26.0 - 50.0 45-21000
each node. Finding: 11 follow-
ings/user, on average.

e Usage Intensity distribution

— Distribution of the evaluation of




Revealing an insider’s attitude

v Insiders have been found to be narcissists
v" Narcissistic behavior is detectable using specific metrics

v OSINT produced from Twitter may reveal a narcissist

v Cl management may take this finding into account




Case 2
Scope: Revealing negative attitude
against law enforcement

OSINT Tt
Tools used for the analysis
Science Theory
Machine Learning

Computing
Data Mining

Sociology Social Learning Theory




Case 2: Revealing negative attitude You
against law enforcement Tube

YouTube (Greece, 2006-13) -
Classifier

2.043.362 Classes2
comments

207.377

videos

Precision
Recall

12.964
users

Analysis framework based on: Precision: Number of users | Recall: Number of users
. . correctly classified/number | correctly classified/number

- Social Learnmg Theory of users classified in the ca- | of users classified in the ca-

Behavior analysis based on: tegory. tegory.

— Machine Learning F-Score: Harmonic mean of

- Accuracy: The percentage

Precision kat Recall. e
of correct classifications.

— Content Process F=2*P*R/(P+R)

1 NBP: Naive Bayes, SVM: Support Vector Machines, LR: Logistic Regression
2 N: Negative attitude, P/N: Positive/Neutral attitude



Revealing a negative attitude against law
enforcement attitude

v" Disposition towards law enforcement may be revealed

through specific classifiers

v OSINT produced from YouTube may detect such an attitude

v Cl management may take this finding into account




Generic conclusions

An Insider is a major threat to any Critical Infrastructure

OSINT can be used to reveal insiders and persons with
a negative attitude against the law

Social Media are proved to be valuable data sources

« OSINT may lead to undesirable “horror stories”
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