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Abstract—Cloud migration is a complex decision because of
the multiple parameters that contribute for or against it (e.g. a-
vailable budget, costs, performance, etc.). One of these para-
meters is information security and the investment required in
order to ensure it. A potential client needs to evaluate various
deployment options and Cloud Service Providers (CSP). This
paper proposes a set of metrics focused on the assessment of
security controls of a cloud deployment, in terms of cost and
mitigation. Such an approach can support the client to decide
whether she selects to deploy part of her services, data or infra-
structure to a CSP, or not.

Keywords—cloud security; metrics; controls; Return on In-
vestment (ROI); Return On Security Investment (ROSI); cost-be-
nefit analysis.

l. INTRODUCTION

A tenant decides to migrate part of his data, services, or
infrastructure to a Cloud Service Provider (CSP) based on
several parameters, such as expected benefits, adoption
costs, performance, flexibility, business opportunities and
others [1], [2], [3]. As in any new IT context, this decision
requires a modified approach towards risk [4]. One deciding
factor, not clearly depicted in existing literature, is whether
the CSP offers security services and if so, the characteristics
of these services, which signify both, varied levels of pro-
tection and cost. If the tenant anticipates higher probability
of security events and/or substantial losses from potential
security events, due to the lack of controls, she may not mi-
grate to the cloud [2].

Each migration decision refers to a particular ‘deploy-
ment profile’, which is defined in the context of this paper to
include four elements: deployed assets, cloud type (i.e. ser-
vice model [5]), deployment model [4] and a specific CSP.
Due to the varied level of tenant control of each profile,
different security services are required by the CSP. Higher
protection on the CSP side is expected to increase deploy-
ment fees, while lower protection translates to more controls
(and cost) on the tenant’s side.

This paper focuses on the security aspect of cloud migra-
tion and proposes security metrics which can be used in
order to weigh benefits and costs of security for a particular
deployment profile. The ultimate goal is to adequately as-
sess whether migration of assets (e.g. data, services, applica-
tions, infrastructures, etc.) to the cloud is a beneficial decisi-
on or not, both from an economic and security perspective.
This means that the tenant needs to evaluate both the level
of security offered by the CSP and the cost that such cont-

rols introduce. We assume that the CSP is cooperating and
reveals the security services offered.

In this paper, we describe the logical process of such a
decision (Section II), we define three categories of cloud
security metrics (Section I1), and we apply them on a com-
prehensive case scenario, described in Section I1V. Section V
compares our approach to other ones. The paper concludes
with a discussion on limitations and future work.

II.  MIGRATION DECISION PROCESS

The migration decision has two main inputs: the charac-
teristics of the deployment profile and the required security
and privacy controls [6], [7]. The latter can be either offered
as a service by the CSP, or they may need to be implement-
ed on the tenant side. Both options introduce migration
costs, thus affecting the decision of the tenant.

Essentially, the tenant has to answer to the following
question: ‘Are the security controls offered adequate and ef-
ficient from an economic perspective? . The answer to this
question may affect the decision to migrate to the cloud and
it is usually co-examined with other business parameters [1].

The logical process of the decision follows four steps:

1. Define deployment profile. The tenant selects the
migrated assets, the cloud type, and the deployment
model, coupled with a CSP offering such a service.

2. Define set of controls, for the deployment profile.
These may be offered by the CSP or implemented
by the tenant (due to the cloud migration).

3. Evaluate benefit and cost metrics, for the assets of
the deployment and for the implemented controls.

4. Evaluate Return on Security Investment (ROSI) for
each combination of deployment profile-controls.

The last step results in the evaluation of the ROSI of one or
more profiles and the tenant deciding whether he will migra-
te or selecting the CSP, the model, and the type of cloud that
is more beneficial.

I1l.  CLOUD SECURITY METRICS

In order to assess ROSI for a deployment profile [6], we
identify metrics for the deployed assets and respective cont-
rols. Damage cost refers to the potential damage inflicted in
each deployed asset by a security incident (e.g. loss of avail-
ability), while control metrics evaluate (i) the level of pro-
tection provided, and (ii) the cost of implementing security



controls on the client side and/or acquiring security services
by the CSP.

A. Damage

This metric quantifies the cost of a security incident, re-
gardless of the presence of controls'. The metric is assessed
based on: (a) the value of the affected asset i, i.e. direct los-
ses (service downtime, hardware replacement, etc.) or indi-
rect losses (loss of reputation, non-compliance, etc.) depen-
ding on the type of the asset, (b) the cost of recovering the
asset i to its initial status. Recovery costs may include the
man-hours spent for recovering a service, maintenance or
service cost for hardware or software, etc. However, in rea-
listic conditions a more complex depiction of recovery costs
may be required, as some costs may be dependent or diffi-
cult to estimate in advance.

dmg; = value; + cost_rec; (1)

This metric is assessed on a per asset basis. In our analy-
sis, we need to consider major security incidents (worst-case
scenario) that affect availability, confidentiality or integrity
of an asset [8], [9], so as to assess the maximum possible
damage that can occur after migrating to a CSP. Cloud in-
troduces both new and traditional threats to a tenant [10],
[11], [12]. While performing a full risk assessment for the
cloud deployment profile poses challenges [13], the tenant is
capable of assessing the potential impact of such events,
even if statistics for assessing the likelihood of these threats
may be unknown or limited.

Thus, when multiple incidents occur at the same time or
we consider incidents that affect all three security attributes,
the overall damage to an asset i, is calculated as follows:

total_dmg; = value; + ; cost_rec; 2)

Note that the value of the asset i refers to the overall loss
of the examined cases/scenarios.

Likewise, if we consider a scenario that affects several
deployed assets the damage cost of the scenario is the sum
of the damage costs of each affected asset.

B. Control cost

The implementation of a control j entails several costs:
(a) implementation, (b) installation, (c) maintenance and (d)
training. If the control is offered by the CSP it may be given
at a flat rate, without been analyzed in detailed costs.

cost; = costimpj + COStinst; + COStmain; + COStirain, 3)

Each control may protect several deployed assets, so
care should be demonstrated so as not to take into account
this metric multiple times, when calculating aggregated
values.

b A similar metric is Single Loss Expectancy (SLE) [14], which refers to
the total cost of an incident assuming single occurrence. Herein, we pro-
pose a varied form of this metric that includes additional information,
such as recovery costs.

C. Control mitigation ratio

A security control may be more effective than an alter-
native one, in respect to a specific threat scenario. We refer
to the expected percentage (ratio) of protection offered by a
control j, to an asset i as 'mitigation;(i)". This can be calcu-
lated as the percentage of incidents the control has mitigated
in the past [14] or, if such information is not available, as
the percentage of threats this control can potentially mitigate

D. Residual Damage

The impact of accepting some of the risks, thus leaving
an asset i partially unprotected, is calculated as follows:

residual_dmg; = dmgi*(l-mitigationj (i)), 4)

where j is the implemented control.

Note that a control may reduce the damage cost of a sce-
nario either by inducing damages which lower than the va-
lue of an asset or by reducing recovery costs.

IV. ROSI METRICS

If we consider the simple case where each control pro-
tects only one asset and each asset is protected by one cont-
rol, the following metric demonstrates the benefit acquired
by implementing a control j to an asset i versus the cost of
the control j.

B:C(j) = dmg; * mitigation;(i) /cost; (5)

If the control j provides protection to more deployed as-
sets, the previous formula is modified into the following:

Bs: C(j) = Yi(dmg; mitigation]-(i))/

COStj (6)

Note that the mitigation ratio for non-applicable assets
equals to 0.

The Return of Security Investment (ROSI) for each pair
of deployed asset i and control j is assessed as:
. dmg; * mitigation; (i) — cost;
ROSI(i,j) = ™81 * mitsation, eost, )

However, in real scenarios it is highly unlikely that we
will encounter the above case. Therefore, Return of Security
Investment can be assessed from: (a) the asset perspective,
(b) the control perspective and (c) the overall cost perspecti-
ve of the examined CSP.

A. Asset Return on Security Investment (a-ROSI)

This metric calculates the ROI from a security perspecti-
ve and on a per asset basis. A deployed asset is protected by
one or more available security controls. So, for each scena-
rio examined, e.g. total loss of availability, we have to take
into consideration: (a) the maximum, potential damage that
can occur to the asset i, (b) the mitigation ratio of each ap-



plied control j for each applicable asset i, and (c) the cost of
each control j, as described above.

dmg; = mitigation; (i)) - Xjcostj

aROSI(i) = i ®)

Zj cost;

B. Control Return on Security Investment (c-ROSI)

Similarly, a control implemented in a cloud deployment
provides protection against one or more threats to one or
several deployed assets. As a result, we need to calculate:
(a) the mitigation ratio of the control j for each applicable
asset i, (b) the overall potential damage of each protected
asset j and (c) the cost of the control.

dmg; * mitigation; (i))—costj

crOSI()) = 2

)

cosq

C. Return on Security Investment (ROSI)

The overall ROSI refers to the evaluation of all implement-
ed security controls and all the deployed assets of the parti-
cular deployment profile. For each deployed asset i, we
calculate the overall mitigated damage by each relevant con-
trol j. The mitigation ratio for non-applicable controls equals
to 0.

Yi((dmg; ¥ mitigation;(i))- Xj cost;
Zj costj

ROSI =

(10)

The output of the introduced metrics is not a straightfor-
ward result, in terms of approving or declining cloud migra-
tion. The derived ratios need to be taken into consideration
by the tenant according to the various business thresholds he
sets. So, the tenant can either accept or reject the planned
migration to the cloud, while being able to compare two or
more CSPs to find the most appropriate one from a security-
/cost perspective.

Furthermore, he can choose not to migrate assets that are
too expensive to protect (or have high impact when damag-
ed), or reject security controls because of their cost. In gene-
ral, it is expected that the client will consider ROSI together
with other business parameters, such as the ones described

in [1], [2], [3].

V. CASE SCENARIO

Let’s consider a case scenario of tenant Alice who consi-
ders whether to migrate assets (e.g. data, services, etc.) to a
cloud deployment provided by CSP_A. CSP_A provides a
private cloud deployment for Alice, while the available offe-
red service is Infrastructure-as-a-Service (l1aaS).

For the case scenario, we adopt the following assump-
tions:

e The currency used in the example is irrelevant, so we
consider the values as plain numbers (e.g. 80).

o We assess damage and costs based on a worst-case
scenario basis. In the example that follows we assess
the scenario where the infrastructure experiences
multiple incidents simultaneously, and as a result

total unavailability, integrity and confidentiality are
experienced. Other scenarios could include a major
data breach or loss of data.

Alice's deployed assets, along with their properties, are
depicted in Table 1. These include: server (Al), application
(A2), network (A3), data (A4), Virtual Machine (VM) (A5).

TABLE 1. DAMAGE COSTS OF DEPLOYED ASSETS
Asset i value; cost_rec; dmg;
Al 60 40 100
A2 80 40 120
A3 50 30 80
A4 100 70 170
A5 80 50 130

CSP_A offers several controls, while Alice needs to im-
plement some additional ones to complement them. The
controls were selected based on the Cloud Control Matrix
(v1.4), by the Cloud Security Alliance [15]. The scenario
examines the following controls?:

e CL: encryption services (I1S-18, 1S-19)

e C2: vulnerability/patch management services (IS-
20)

o  C3: wireless security controls (SA-10),
e C4: data integrity controls (SA-05),

« C5: network security controls (SA-08, SA-09, SA-
11, 1S-31),

e  C6: anti-virus/malicious software (IS-21) and
« C7: application security controls (SA-04).

Note that controls C4 and C6 are implemented by Alice,
while the rest by CSP_A. The costs of the above controls
are depicted in detail in Table 2.

As mentioned before, each control may protect one or
more of the available assets (one-to-many approach). The
mapping between controls and applicable assets they pro-
tect, along with the corresponding mitigation ratios are de-
picted in Table 3. This table indicates which assets are not
protected, as well as their ratio of exposure for the particular
threat scenario we examine.

As mentioned before, each control may protect one or
more of the available assets (one-to-many approach). The
mapping between controls and applicable assets they pro-
tect, along with the corresponding mitigation ratios are de-
picted in Table 3. This table indicates which assets are not
protected, as well as their ratio of exposure for the particular
threat scenario we examine.

2 Each control is assigned a code (i.e. C), a description and the relevant
CCM control ID(s) in parentheses.



TABLE 2. CosTs OF CONTROLS

Control j| cost_imp; cost_inst; | cost_main; | cost_train; | Cost;
C1 80 30 20 30 160
c2 60 20 20 10 110
C3 70 50 40 20 180
C4 0 30 20 20 70
c5 60 40 20 20 140
C6 0 30 20 10 60
c7 50 20 10 10 90

TABLE 3. CONTROL MITIGATION RATIO
C1 C2 C3 C4 C5 C6 Cc7

Al | 70% | 60% | 80% - 70% | 50% | 60%
A2 | 50% | 70% - - - 80% | 90%
A3 | 60% - 70% - 80%

A4 | 80% - - 50%

A5 | 60% | 80% - 60% - 60% | 70%

TABLE 4. RESIDUAL DAMAGE PER CONTROL

C1 C2 C3 C4 C5 C6 Cc7
Al 30 40 20 100 30 50 40

A2 60 36 120 120 120 24 12

A3 32 80 24 80 16 80 80

Ad 34 170 170 85 170 170 170

A5 52 26 130 52 130 52 39

Since none of these controls provides total mitigation,
this means that each control leaves part of the risk of the e-
xamined scenario unmitigated. The resulting residual dama-
ges that may occur when controls are implemented indivi-
dually are presented in Table 4.

An asset is protected by multiple controls, but these may
mitigate the same threats or incidents. This means that al-
though the sum of mitigation ratio may be more than 100%,
the value may not be accurate if the ratio refers to the same
incidents. The calculation of the total mitigation ratio may
require a more in depth analysis of how various controls
may interact towards mitigation. For simplicity reasons, we
will assume that the controls mitigate threat independently
and with different ways, so the sum operator can be used.
For example, while encryption (C1) reduces the damage in-
duced on data (A4) by a security breach in terms of confi-
dentiality, change detection (C4) protects the data from un-
authorized modification. The residual damage may refer to
the lack of a control to ensure availability.

Table 5 presents the benefit value from applying cont-
rols (e.g. C3, C4) for every unit spent in order to apply the
control. We observe that for the particular deployment profi-
le, implementing control C3 is not beneficial, while C4 of-
fers 2.32 units of benefit for each unit spent.

TABLE 5. BENEFITS TO COST RATIO FOR CONTROLS C3 & C4
Assets B: C for C3 B: C for C4
Al 0.45:1 -
A2 - -
A3 0.31:1 -
A4 - 1.21:1
A5 - 1.11:1
Total 0.76:1 2.32:1

In order to decide whether to migrate to the particular
CSP based on the needed controls, Alice needs to calculate
the following metrics:

a) ROSI of each asset (a-ROSI): It reflects whether it is be-
neficial to implement all applicable controls for a single
asset,

b) ROSI for each control (c-ROSI): It depicts how benefici-
al is to apply a single control for all assets, and last,

¢) Overall ROSI: It shows how beneficial (or not) is the
particular set of controls for the defined set of assets.

TABLE 6. ROSIFOR CSP_A

C1 C2 C3 C4 C5 C6 C7 arOSI

Al -0.56 | -0.45 | -0.55 - -05 | -0.16 | -0.33 | -0.47
A2 -0.62 | -0.23 - - - 0.6 0.2 -0.17
A3 -0.7 - -0.68 - -0.54 - - -0.65
A4 -0.15 - - 0.21 - - - -0.04
A5 -0.51 | -0.05 - 0.11 - 0.3 0.01 | -0.12
cROSI | 1.45 125 | -024 | 132 | -0.04 | 2.73 1.87 0.92

The values of the examined scenario are presented in
Table 6. We observe that it is costly to implement multiple
controls for individual assets (aROSI results). With the ex-
ception of controls C3 and C5, the implementation of the
other controls provides collectively more benefit (the prote-
ction of the applicable assets) than the induced cost. For the
CSP_A profile, there is some ROSI, but the tenant will most
likely have to compare the results with other CSP offers.
Alice can choose one of the following actions:

e accept to migrate to the CSP (based on the deploy-
ment profile described)

e reject to migrate to the cloud as the overall ROSI is
not satisfactory,

o select another deployment profile (assets, model, ty-
pes, controls) or

e select another CSP (and the set of controls offered).

Overall, Alice should take into consideration each above
mentioned metric, so as to understand and evaluate all the
involved aspects of the cloud migration decision. For exam-
ple, she can reject some of the included security controls or




replace them with other equivalent ones, based on their Be-
nefit to Cost ratio or c-ROSI. Thus, according to this exam-
ple, she could reject controls C3 and C5 because they do not
provide a positive ROSI. Finally, note that any possible te-
nant should also take into account the saved cost from the
controls already deployed by her. For instance, Alice may
not require additional costs for already implemented cont-
rols on her side.

A. Alternative CSP migration

Let’s consider the same deployment profile, as described
above, but for a different CSP. CSP_B offers the same set of
controls (same mitigation ratio) but for a varied fee, shown
in Table 7. The controls implemented by Alice, i.e. C4 and
C6 are not depicted, as their cost does not vary.

TABLE 7. CONTROL COSTFOR CSP_B
C1 Cc2 C3 C5 C7
Cost; | 180 | 90 | 200 | 160 | 170

The increased cost of the controls offered by the CSP_B
is reflected in the resulting lower ROSI of the new deploy-
ment profile (where the only parameter changed is the pro-
vider and the cost of the offered services). While the decisi-
on is straightforward in the particular case, varied CSPs can
modify the deployment profile more, offering different cont-
rols or even cloud type and model, making the decision pro-
cess complex.

TABLE 8. ROSI ForR CSP_B

C1 C2 C3 C4 C5 C6 Cc7 aROSI

Al -0.61 | -0.33 | -0.6 - -0.56 | -0.17 | -0.54 | -0.53
A2 -0.67 | -0.07 - - - 06 | -0.23 | -0.26
A3 -0.73 - -0.72 - -0.6 - - -0.69
Ad -0.24 - - 0.21 - - - -0.12
A5 -0.57 | 0.16 - 0.11 - 03 | -035 | -0.21
crROSI | 118 | 1.76 | -0.32 | 1.33 | -0.16 | 2.73 | 0.85 | 0.73

VI. RELATED WORK

In the literature, both general security metrics and cloud-
specific metrics can be found. Some of the work includes
cost-oriented evaluations, in terms of proposing ROl formu-
las. To the best of our knowledge, none of the existing ap-
proaches proposes a set of metrics that focuses on ROI for
security controls, applied in Cloud platforms.

There are several standards [16], [17], initiatives (i.e.
CSA, NIST, ISACA, ENISA, OWASP, CIS, Microsoft,
ISECOM, CISWG, etc.) [18], taxonomies [19], [20], frame-
works [21], and models [22], [23] for security metrics. So-
me propose general metrics for security within an organiza-
tion [24], [25], while others focus on information assurance
and vulnerability [26], [27].

Security is considered as a deciding factor in the form of
expected losses [1], [2], [3], based on the security level of
each CSP. The need to design new security metrics, taxono-
mies and models for assessing cloud security has been iden-
tified in the literature [28], [29]. Such an approach suggests

metrics for the evaluation of the CSP in terms of security
[30]. These indicate the security level of the provider, by
measuring the budget spent on security, the level of security
maturity or quantifiable findings by audits and vulnerability
assessments.

Cost is also assessed by a risk-oriented approach [31]
that identifies threats and security requirements, and asses-
ses impact in the form of metrics, such as mean failure
costs. Two other approaches [32], [33] include ROI metrics
in the cloud adoption decision process, but do not include
security (ROSI) in their assessments.

A ROI metric is used in a similar sense on [34], but the
decision is focused on business intelligence solutions on the
cloud and not the adoption process. Approaches close to the
proposed one, but not cloud-oriented, are included in [35]
and [36]. Both of them describe metrics regarding ROI, but
only the former is focused on the security aspect.

None of the above mentioned research covers the need
for security-oriented metrics, specifically designed for as-
sessing the controls offered by each CSP. Only a guide pro-
posed from ENISA [14] provides a single metric for the
ROSI calculation, but it is limited and suggested not for
cloud clients but for CERT.

VII. DISCUSSION

In this paper, we have contributed in the migration deci-
sion process of a potential tenant. We focused on the as-
sessment of benefit and cost that arise by migrating to a
CSP, with regards to the security controls offered. More
specifically, we proposed metrics that can assist a tenant to
decide whether it is beneficial to migrate to a particular CSP
from a security perspective, for a specific deployment profi-
le. The proposed metrics can contribute towards the selecti-
on of a CSP by the tenant or can affect the decision to mig-
rate entirely.

The assessment focuses on security controls offered by
available CSPs in terms of both mitigation and cost. It does
not assess threat likelihood but it assumes worst-case scena-
rios and their expected impact. Since it assesses expected
mitigated damage by each examined control, it could be us-
ed as part of a wider risk assessment process performed by
the tenant prior to migration [13], so as to comply with pro-
babilistic approaches. Another limitation is that it does not
deal with other parameters that affect the migration decisi-
on, such as performance or expected business benefit, but
solely on security. However, the metric are comprehensive
and could be incorporated in more general models.

Our future steps include the presentation of the above
metrics, in a form which is compliant to existing standards
and map them to existing information security metrics. We
then plan to incorporate them in a risk assessment methodo-
logy [13] that would assist the tenant to quantify potential
security risks that are introduced when migrating to various
CSPs. An evaluation of the model is also required in order
to assess how the assumptions of this model can be handled,
such as the assessment of mitigation ratios or the lack of
accurate information by the CSP. We will also examine how



such metrics can be translated in security requirements in
SLAs between the tenant and the CSP [37].
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