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Presentation Outline
• Any plot can be divided into five parts: 

Introduction, Rise, Climax, Fall, and Resolution.

• …or in Aristotle’s Poetics: Prologue, Action, 
Climax, Pity and Fear, Catharsis.

• Prologue and Action.

• Critical Energy infrastructures today

• Novelty, Industry 4.0.

• Plot Reversal. Novel Threats and vulnerabilities

• Pity and Fear. No need for subtitles here.

• Catharsis. ..and how can Resilience help?

1. GIANNOPOULOS, GEORGIOS, HANNA SMITH, AND MARIANTHI THEOCHARIDOU. "THE 
LANDSCAPE OF HYBRID THREATS: A CONCEPTUAL MODEL." EUROPEAN COMMISSION, ISPRA (2020).



Prologue

Modern Critical Energy Infrastructures



Modern Critical Energy Infrastructures
• Critical Infrastructures: “Asset, system or part thereof located in EU Member States essential for 

the maintenance of vital societal functions, health, safety, security, economic or social well-being 

of people, and the disruption or destruction of which would have a significant impact in a MS as a 

result of the failure to maintain those functions” (Council of the European Union 2008)” 1.

• Critical Energy Infrastructures (CEIs) emphasize on provision of essential services and continuity.

• CEIs support all other infrastructures in every societal aspect.

• “For operators of critical infrastructure in the Gulf Cooperation Countries (GCC), Industry 4.0 

solutions provide a wealth of benefits, including enabling both remote monitoring and remote 

outages, and facilitating greater power plant optimization” 2.

• Connectivity is remote outage support.

• Optimize capacity, reduce fuel consumption, and lower NOx gases and CO2 emissions and less spending on maintenance

1. GIANNOPOULOS, GEORGIOS, HANNA SMITH, AND MARIANTHI THEOCHARIDOU. "THE 
LANDSCAPE OF HYBRID THREATS: A CONCEPTUAL MODEL." EUROPEAN COMMISSION, ISPRA (2020).

2. HTTPS://WWW.SIEMENS-ENERGY.COM/MEA/SIEMENS-ENERGY-IN-MIDDLE-
EAST/NEWS/MAGAZINE/FULLY-BENEFIT-FROM-INDUSTRY-40-GCCS-CRITICAL-MUST-ZIAD-AL-

SATI.HTML



Modern Critical Energy Infrastructures

1. HTTPS://WWW.IEA.ORG/REPORTS/SMART-GRIDS



Plot Reversal

Novel vulnerabilities and cyberthreats



Hybrid cyberthreats & Energy

• Cyberspace provides a new delivery mechanism of attacks against Energy CIs 1

• Increases speed, diffusion, and power of an attack, and ensure anonymity and undetectability.

• This includes cybercrime, propaganda, espionage, influencing, terrorism and even warfare itself. 

• Energy and other infrastructure dependencies can generate economic dependencies and/or 
become a tool for exerting economic pressure 1. 

• Russia’s energy strategy states that: “Significant energy resources are instruments for conducting 
domestic and foreign policy” 1.

1. GIANNOPOULOS, GEORGIOS, HANNA SMITH, AND MARIANTHI THEOCHARIDOU. "THE 
LANDSCAPE OF HYBRID THREATS: A CONCEPTUAL MODEL." EUROPEAN COMMISSION, ISPRA (2020).



Vulnerable Critical Energy Infrastructures

1. HTTPS://WWW.NOZOMINETWORKS.COM/DOWNLOADS/SANS-
SURVEY-2021-OT-ICS-CYBERSECURITY-NOZOMI-NETWORKS.PDF

2. HTTPS://WWW.GE.COM/FR/SITES/WWW.GE.COM.FR/FILES/SANS-
WURLDTECH-WHITEPAPER-SECURITY-IN-IT-OT-NOV-2016.PDF

SANS Survey 2021 - OT ICS Cybersecurity Nozomi Networks



Vulnerable Critical Energy Infrastructures
• Modern CEI are distributed, complex Cyber-Physical systems and attacks expand significantly 2.

• In 2014, the US Dept. of Energy (DOE) revealed more than 1,100 cyberattacks against components, 159 of which were 
successful cyber intrusions between 2010-2014 exposing critical information about the U.S. power systems 2.

2. HTTPS://WWW.ENERGYMONITOR.AI/TECH/DIGITALISATION/CYBERSECURITY-THREATS-ESCALATE-IN-THE-ENERGY-
SECTOR 

As reported by the US Department for Homeland Security, during 
2015, the Industrial Control Systems Cyber Emergency Response 
Team responded to 245 incidents; the Energy sector tops the list 
with 79 incidents (32%) 2. 

1. HTTPS://WWW.NOZOMINETWORKS.COM/DOWNLOADS/SANS-
SURVEY-2021-OT-ICS-CYBERSECURITY-NOZOMI-NETWORKS.PDF

SA
N

S 
Su

rv
ey

 2
0

2
1

 -
O

T 
IC

S 
C

yb
er

se
cu

ri
ty

 N
o

zo
m

i N
et

w
o

rk
s



Pity and Fear



Pity and Fear - OSINT Resources for adversaries
• Adversaries can now create representative models of the power system, conduct power 

studies on the model to derive its critical operational points, and finally construct attack 
vectors against these specific points.

• OSINT-based intelligence leveraged towards achieving these steps. 

• Threat actors seeking to cause a large-scale blackout, investigating the feasibility of utilizing publicly 
available resources to achieve this objective.

• Possible to obtain information required to model a power system, enabling tactical target 
analyses through power studies on the constructed model.

1. KELIRIS, A., KONSTANTINOU, C., SAZOS, M., & MANIATAKOS, M. (2019). OPEN SOURCE INTELLIGENCE FOR ENERGY 
SECTOR CYBERATTACKS. IN CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE (PP. 261-281). SPRINGER, CHAM.

2. SYMANTEC: DRAGONFLY: WESTERN ENERGY SECTOR TARGETED BY SOPHISTICATED ATTACK 
GROUP 



Pity and Fear - OSINT Resources for adversaries
• Power system databases

• Power system databases are publicly available (Open Power System Data platform, ENTSO-E)

• Data include maps of transmission networks, grid interconnection details, real time cross border flows, 
historical and forecast loads and generation statistics, as well as development plans.

• Geographic Information Systems
• Topology of a power system can be constructed or validated by observing the physical components of the 

system and their interconnections. 

• Possible to generate network topology using satellite imagery Geographic Information Systems (GIS).

• Public reports 
• Transmission System Operators (TSOs) or government agencies release reports with operational details and 

information regarding their power system. 

• E.g. annual financial reports to shareholders, statements that outline future requirements etc.

1. KELIRIS, A., KONSTANTINOU, C., SAZOS, M., & MANIATAKOS, M. (2019). OPEN SOURCE INTELLIGENCE FOR ENERGY 
SECTOR CYBERATTACKS. IN CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE (PP. 261-281). SPRINGER, CHAM.

2. SYMANTEC: DRAGONFLY: WESTERN ENERGY SECTOR TARGETED BY SOPHISTICATED ATTACK 
GROUP 



Pity and Fear –
Real example

• GIS information to map 
midstream infrastructure

• Cross-validated information 
through TSO reports, vendor 
success stories and news 
articles. 

• Example of components and 
connections for each voltage 
level are presented in Table 
below. 

1. KELIRIS, A., KONSTANTINOU, C., SAZOS, M., & MANIATAKOS, M. (2019). OPEN SOURCE 
INTELLIGENCE FOR ENERGY SECTOR CYBERATTACKS. IN CRITICAL INFRASTRUCTURE SECURITY AND 
RESILIENCE (PP. 261-281). SPRINGER, CHAM.



Pity and Fear – Example attacks in Energy
• Table below lists notable power outages of the twenty and relevant societal impact 1.

• Examples showcase the diversity of possible causes and are sorted by their impact measured in 
millions of people affected.

• Pandora’s box was opened in 2010 with Stuxnet.

• First cyberattack targeting power systems is an incident in Ukraine reported in December 2015, 
believed to be the work of a nation-state actor.

• According to Symantec, the energy sector is the main target of many campaigns, and the 
attack focus is not limited to the U.S. 2.

1. KELIRIS, A., KONSTANTINOU, C., SAZOS, M., & MANIATAKOS, M. (2019). OPEN SOURCE INTELLIGENCE FOR ENERGY 
SECTOR CYBERATTACKS. IN CRITICAL INFRASTRUCTURE SECURITY AND RESILIENCE (PP. 261-281). SPRINGER, CHAM.

2. SYMANTEC: DRAGONFLY: WESTERN ENERGY SECTOR TARGETED BY SOPHISTICATED ATTACK 
GROUP 



Pity and Fear - Example Attacks Types in Oil & Gas

1. STERGIOPOULOS, G., GRITZALIS, D. A., & LIMNAIOS, E. (2020). CYBER-ATTACKS ON THE OIL & GAS 
SECTOR: A SURVEY ON INCIDENT ASSESSMENT AND ATTACK PATTERNS. IEEE ACCESS, 8, 128440-128475.



Catharsis

…and how can Resilience help?



Cyber Resilience - Basics
• Traditional risk management strategies identify vulnerable critical components of systems 

and harden them. 
• Appropriate for many isolated cyber systems, but not for hybrid/unknown threats.

• Identifying all critical components to protect against all types of threats increasing expensive.

• Funding can be re-allocated towards resilience enhancement efforts.

LINKOV, IGOR, AND ALEXANDER KOTT. "FUNDAMENTAL CONCEPTS OF CYBER RESILIENCE: 
INTRODUCTION AND OVERVIEW." CYBER RESILIENCE OF SYSTEMS AND NETWORKS. SPRINGER, 

CHAM, 2019. 1-25.



Cyber Resilience - Basics
• New approaches needed to address threats & vulnerabilities integrated within a wide variety 

of interdependent computing systems and accompanying architecture (DiMase et al. 2015; Ganin et al. 2017).

• Resilience often confused with several related but different concepts. 

• Risk, robustness, and security and so on..

“The ability to anticipate, withstand, recover from, and adapt to adverse conditions, stresses, 

attacks, or compromises on systems that use or are enabled by cyber resources” (NIST SP.800-160).

W

“The continued ability to “endure” and “recover” from disrupting events” 1.

1. P. VERISSIMO, M. CORREIA, N. F. NEVES, AND P. SOUSA, “INTRUSION-RESILIENT



Cyber Resilience - Basics
• “Cyber resiliency engineering practices are the methods, processes, modeling, and analytical 

techniques used to identify and analyze proposed cyber resiliency solutions” (NIST SP.800-160). 

• Application of cyber resiliency engineering ensures solutions are driven by stakeholder requirements 

and protection needs.

• Cyber resilience should be considered in the context of complex systems that comprise not 

only physical and information but also cognitive and social domains (Smith, 2005).

• Difficult task in Energy Infrastructures as it involves various interdependent layers with 

heterogeneous computing equipment, physical components, network technologies, and data 

analytics.



Cyber Resilience - How To

1. NIST.SP.800-160V2

* Objectives refer to techniques while Goals realize a long-term, high-level vision 1



Cyber Resilience - How To
• ANTICIPATE

• Correct planning of critical functions and services. 

• Validate important dimensions to assess system performance.

• WITHSTAND
• Thresholds.

• Intrinsic tolerance to stress or changes in conditions where exceeding a threshold perpetuates a regime 
shift.

• RECOVER
• Aspects of Impact and Duration of degraded system performance.

• ADAPT
• Adaptive Management.

• Change in management approach or other responses in anticipation of or enabled by learning from 
previous disruptions, events, or experiences.

LINKOV, IGOR, AND ALEXANDER KOTT. "FUNDAMENTAL CONCEPTS OF CYBER RESILIENCE: 
INTRODUCTION AND OVERVIEW." CYBER RESILIENCE OF SYSTEMS AND NETWORKS. SPRINGER, 

CHAM, 2019. 1-25.



Cyber Resilience - How To
• ANTICIPATE / RECON

• Correct planning of critical functions and services. 

• Validate important dimensions to assess system performance.

• WITHSTAND / RESIST
• Thresholds.

• Intrinsic tolerance to stress or changes in conditions where exceeding a threshold perpetuates a regime 
shift.

• RECOVER
• Aspects of Impact and Duration of degraded system performance.

• RESTORE / ADAPT
• Adaptive Management.

• Change in management approach or other responses in anticipation of or enabled by learning from 
previous disruptions, events, or experiences.

LINKOV, IGOR, AND ALEXANDER KOTT. "FUNDAMENTAL CONCEPTS OF CYBER RESILIENCE: 
INTRODUCTION AND OVERVIEW." CYBER RESILIENCE OF SYSTEMS AND NETWORKS. SPRINGER, 

CHAM, 2019. 1-25.



“Disturbance and Impact 
Resilience Evaluation 

Curve” (DIRE)

• “Disturbance and Impact 
Resilience Evaluation Curve” 
(DIRE)

• A conceptual resilience curve 
with resilient control metrics

• Expresses the “R-s” of resilience

• Recon, Resist, Respond, Recover, and 
Restore

T. R. MCJUNKIN AND C. G. RIEGER, “ELECTRICITY DISTRIBUTION SYSTEMRESILIENT CONTROL 
SYSTEM METRICS,” IN 2017 RESILIENCE WEEK (RWS), 2017,PP. 103–112.



Cyber Resilience - Approaches
• Manage Complexity: Resilience of a system or network depends greatly on complexity of links 

within the system (Kott and Abdelzaher 2014). 
• High complexity of links which lead to interactions that the system’s designer cannot anticipate and guard against. 

• Topology: Quite apart from complexity, the choice of appropriate topology of the system or 
network can improve resilience.

• Diversity and Redundancy: Additional and different resources help improve resilience. 
• E.g.(1), Limit the possibility of loss of critical functions due to failure of replicated common components.

• E.g.(2), adding capacity to nodes in a power generation and distribution network may reduce likelihood of 
cascading failures and speed up the service restoration.

• Monitoring: Maximize ability to detect potential adverse conditions.
• Analyze monitoring data and analysis results from different information sources or at different times 

together with externally provided threat intelligence.

LINKOV, IGOR, AND ALEXANDER KOTT. "FUNDAMENTAL CONCEPTS OF CYBER 
RESILIENCE: INTRODUCTION AND OVERVIEW." CYBER RESILIENCE OF SYSTEMS AND 
NETWORKS. SPRINGER, CHAM, 2019. 1-25.

NIST SPECIAL PUBLICATION 800-160 VOLUME 2



Cyber Resilience - Approaches
• Reversibility: Components of the system should be designed in a manner that allows them to revert to a 

safe mode when failed or compromised. 

• Propagation: Infrastructure engineers should guard against cascading failures.

• Dependencies or links between nodes designed in a way that minimizes the likelihood that a failure propagates.

• Privilege Restriction: Restrict privileges based on attributes of users and system elements as well as on 
environmental factors.

• People: Active employees with plans, processes and preparation.

• Simulation and Analysis: Test test test test! Oh, and test. 

• Did I mention test?

• You should test more.

• Processes and security measures introduced with appropriate analysis to reveal potential negative impacts and 
systemic effects (Kott et al 2017).

LINKOV, IGOR, AND ALEXANDER KOTT. "FUNDAMENTAL CONCEPTS OF CYBER 
RESILIENCE: INTRODUCTION AND OVERVIEW." CYBER RESILIENCE OF SYSTEMS AND 
NETWORKS. SPRINGER, CHAM, 2019. 1-25.

NIST SPECIAL PUBLICATION 800-160 VOLUME 2
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