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* Social Media

* Open Source Intelligence

* Insider threat and threat parameters
* Exploiting data from Social Media

* Behavior prediction capabilities
Case 1: Success story - Insider detection based on Narcissism
Case 2: Success story - Predisposition towards law enforcement

Case 3: Horror story - Identifying political beliefs

e Ethical and legal issues




Social Media

e Social Media and Web 2.0 enable users add online
content

e Content can be crawled and utilized for:

- Personalized advertising
- Personalized content promotion
- User/usage profiling
* Can content be crawled and utilized for:

- Behavior prediction?

- Psychosocial characteristics extraction?
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Open Source Intelligence (OSINT)

OSINT (US Dept. of Defense):

— Produced from publicly available information

— Collected, exploited and disseminated in a timely manner
— Offered to an appropriate audience

— Used for the purpose of addressing a specific intelligence
requirement

Publicly available information refers to (not only):

— Traditional media
— Web-based communities

— Public data
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A generic model for predicting threats

Data: Directly available information

Calendar & local
documents

email Inter/Intranet traffic  Remote access traffic Social media Geospacial data

\ /

Observation: Inference from data that reflects a specific state

Web sites Instan_t File size HR_/perforn)ance Instant scripts Location e
messaging information attempts

\/

Indicators: Action/event as evidence of precursor to inferred behavior

Psychosocial . - Unauthorized access . Suspicious
. Disregard for policies Data harvesting S
characteristics attempts communications

N/

Behavior: Sequence of actions associated with a specific purpose

Source: US Pacific Northwest National Laboratory




Insider Threat

* Serious problem in cyber/corporate security
e Originates from persons who:

- Are legitimately given access rights to IS

- Misuse privileges

- Violate security policy

eCompetitor
¢ Trade secrets

eRegulator
* Account numbers « Network storage eUnauthorized personnel eCompany defamation
* Social Security numbers e Shared folders *Press or media *Monetary expenses

e Intellectual property eLegal liabilities
eAsset loss

eCustomer relations

I *End business

e Removable devices
e Transmitted ata




Insider Threat: When is its impact high?

Internal process
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Source: Gartner Group, Report 5605




Percentage of insiders versus Types of Insider Crime
ousiders by Position Type

m Technical

m Montechnical

—

2004 2005 2006 2007 2008 2010

Fraud Theft of IP IT Sabotage
Types of Insider Crime

M Qutsider ™ Insider
Deploy a secondary site/network that can be
operational if primary network is breached

Block acces=s to social networking and
user-generated content sites

an 0] 50 B0

" of respondents

Sources:

http://www.scmagazineuk.com/top-10-issues-in-it-security-for-2014/

ZDNet Asia IT Priorities Survey 2008/09

2011 Cyber Security Watch Survey: How Bad Is the Threat?, CERT, Carnegie Mellon University, USA



Threat parameters
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Malevolent user characteristics
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Personal factors (Shaw)
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Source: Shaw E., Ruby K., Post J., “The insider threat to information systems: The psychology of the dangerous insider”, Security
Awareness Bulletin, Vol. 98, No. 2, pp. 1-10, 1998.
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Personal factors (FBI)

Accordingtathe ERL oc
— Inordin:

— Sentime h as anger
and nee

Proble groups.

Accept: social group.
In some ¢ organization.

Deep u
Pronene
Narciss

Establis
delibere ort.

Performance of acts (e

Source: FBI, 2012. The Insider Threat: An introduction to detecting and deterring an insider spy. 14






Delinquent behavior prediction
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Insider Threat understanding

augmentation

General Deterrence Theory (GDT):

Person commits crime if expected benefit
outweighs cost of action

Social Bond Theory (SBT): Person commits
crime if social bonds of attachment, com-
mitment, involvement and belief are weak

Social Learning Theory (SLT):

Person commits crime if associates with
delinquent peers

eory of Planned Behavior : Person’s
intention (attitude, subjective norms and
perceived behavioral control) towards crime
key factor in predicting his behavior

Situational Crime Prevention (SCP):

Crime occurs when both motive and
opportunity exist



Case 1
Scope: Insider threat prediction
based on Narcissism

OSINT
Tools used for the analysis
Science Theory
Computing Graph Theory
Theory of Planned Behavior
Sociology

Social Learning Theory



Case 1: Insider threat prediction
based on Narcissism

Narcissistic

behavior
detection

Analyze each user:

— Under the prism of usage deviation
— With graph theoretic tools
Narcissistic behavior is detected

through social media popularity
and usage intensity

Trait of narcissism related to
delinquent behavior

— Sense of entitlement

— Lack of empathy

— Anger and “revenge” syndrome
— Inflated self-image

Convicted insiders share this
personality trait




Dataset analysis

e Focus on a Greek Twitter community: .
y Twitter (Greece, 2012-13)

— Context sensitive research

— Utilize ethnological features rooted in locality

— Extract and analyze results appropriately
e Define content and measures of user influence

* User categories:
— Follower, i.e., she is followed by someone

— Following, i.e., she follows someone 7.125.561 connections

— Retweeter, i.e., she spreads the speech among them

of someone else via tweets
 1.075.859 distinct users. 7.125.561 connections among them
e Graph:
— each user 2 node

— every connection = directed edge




Graph Theoretical approach

Cluster of users of interest
Strongly connected components \

— One large component (153.121 nodes pe——
connect to each other) and several smaller

Node Loneliness:
— 99% of users connected to someone

Small World Phenomenon
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— Every user 6 hops away from anyone :E)fm"{”f ]
* Indegree Distribution ° .|

— # of users following each user Ew\{z}; w%% 1

— Average 13.2 followers/user i ﬂm )

Outdegree Distribution
— # of users each user follows

— Average 11 followers/user
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Narcissism detection

* Majority of Greek users make poor use of Twitter
— Alot of “normally” active users
— Very few users are popular
e Threshold above which:
— User become quite influential/perform intense medium usage
— User turns from a normal one to a “mass-media persona”
* Individuals tend to transfer offline behavior online
— Extravert individuals form large groups - communicate easier
— Introvert individuals communicate less
— Excessive usage of social media connects to narcissism

Category

0-90 3.55-11.07 0-500
90 - 283 11.07-26.0 500 -4.500
283 -1.011 26.0-50.0 4.500-21.000

1.011-3.604 50.0-81.99  21.000-56.9000




Case 2
Scope: Revealing negative attitude
against law enforcement

Social Medium: YouTube Tube

Tools used for the analysis

Science Theory

Machine Learning
Computing
Data Mining

Sociology Social Learning Theory




Case 2: Revealing negative attitude You
against law enforcement

Law '

Extract results over users’ predispositions

enforcement * Analyze each user under the prism of attitude
predisposition

towards law enforcement and authorities
* |ndividuals tend to trans-fer offline be--havior
online

— Such behavior can be detected through social
media

* Trait of negative attitude towards law enforce-
ment closely related to delinquent behavior

— Sense of entitlement

— Lack of empathy
— Anger and “revenge” syndrome

Inflated self-image




| You
Dataset analysis Tube

e Crawled YouTube and created dataset consists solely of Gre-ek users

 Utilized YouTube REST-based API (developers.google.com/youtube/)
— Only publicly available data collected
— Qu-o-te li-mi-tations posed by YouTube respected

* Gathered data classified into 3 cate--gories:

— User-related information (pro-fi-le, uploaded videos, subscriptions, favorite
vi-de-os, playlists)

— Video-related in-for-ma-tion (license, number of likes/dislikes, category, tags)

— Com-ment--re-la-ted information (com---ment content, # of likes/dislikes)

2.043.362 207.377 12.964
comments videos users 0 u u e

* Ti-me span of collected data covered 7 years (Nov 2005 - Oct 2012)




Graph Theoretical and Content analysis

You
Tube

Small World Phenomenon

— Every user of the community is 6 hops
away from everyone else

Indegree Distribution

— Presentation of statistical distribution of
incoming edges per node

Outdegree Distribution

— Presentation of statistical distribution of
outgoing edges per node

Tag Cloud

— Axis of content of the col-lec-t-ed data
via tag cloud analysis

YouTube’s nature

YD 2005: Founders register domain name and begin work on site

2006: 100N video views per day

{ 2007: YouTube launches in 9 countries and launches YouTube Mobile

2008: 15 hourss of video uploaded every minute

2009: TouTube announced more than 1 billion views per day

2010: 24 hours of video uploaded per minute
2011: 490 million unique users worldwide per month
2012: 600 million views a day from mobile devices

Over 800 milion
unique users
visit YouTube
each month

70% of
YouTube traffic
comes from
outside the
uUus

Over 4 billion
hours of video
are watched
each month on
YouTube

72 hours
of video are
uploaded
to YouTube
every minute

Millions of
subscriptions
happen
each day

YouTube is localized
in 53 countries and
across 61 languages

25% of global YouTube views come from mobile devices
People watch one billion views a day on YouTube mobile
TouTube is available on 400 million devices
Traffic from mobile devices tripled in 201



You
Machine Learning approach (1) Tube

« Comment classification into categories of interest
— Process performed as text clas-si-fi-ca-tion
— Machine trai-n-ed with text examples and cate-go-ry they belong to
* Created tes-ting set to evaluate efficien-cy of resulting classifier
— Contains pre-labeled data fed to machine, labeled by field expert
— Check if initial assigned label is equal to predicted one
— Testing set labels assigned by domain expert
* Significant percentage of comments written in Greek
— Users write Greek words using Latin al-pha-bet (“greeklish”)
— Analyze them as two different languages

* Chosen to mer-ge --training sets into one and train one clas-si-fi-er

* Two categories:
— Predisposed negatively (P)
— Non-predisposed negatively (N)




Machine Learning approach (2)

You
Tube

Comment classification using:

— Nai-ve Bayes Multinomial (NBM)

— Support Vector Machines (SVM)

— Logistic Re-gression (MLR)

Compared each classifier efficiency

— Metrics: Precision, Recall, F-Score, Ac-cu-ra--cy

Picked Logistic Regression

Precision: Me-a-su-res the
classifier exactness. Higher
and lower pre-cision means
less and more false positive
clas-si-fi-ca-tions,

Recall: Measures the clas-
sifier completeness. Higher
and lower recall means less
and more false negative
classifications, respectively.

F-Score: Weighted harmo-
nic mean of both metrics.

Accuracy: No. of correct
clas-si-fi-cations performed

by the classifier. Equals to
the quotient of good
classifica-tions by all data.



You
Machine Learning approach (3)

 Video classification

— Examine each video based on its comments
— Voter system to determine category classification (threshold cut-off at 72%)

* Classify lists

— Voter system to determine category classification (same threshold)

* Draw conclusion over the user’s content

— At least one category P attribute
— User is assigned into category P




You
Flat Data approach (1) Tube

Addressing the problem from a different perspective
— Design an assumption-free and easy-to-scale method

— Prove (or not) the correctness of machine learning method

— Focus on the comment content

— Machine trained by a set of users of both categories (P, N)

Data transformation

— User is represented in a tuple (username, content of comment, video ID the
comment refers to, country, age, genre, # of subscribers, # of video views)

Machine trained by a set of users it receives




Tube

—flat data
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Case 3
Scope: Identifying political beliefs (?)

Social Medium: YouTube 1,

Tools used for the analysis

Science Theory

Machine Learning
Computing
Data Mining

Political Sociology




Case 3: Horror story — You
Identifying political beliefs Tube

Divided

Same dataset

loyalty

Political profiling conclusion extraction

Three indicative clusters:
Radical - Neutral - Conservative

Machine Learning and Content analysis
of the dataset

Analysis based on:
— Social Learning Theory

— General Deterrence Theory




You
Methodology Tube

 Three categories: Radical, Neutral, Conservative
— Assumptions are context-dependent
— Experimental test case consists of a real-life Greek community
— Reflection of recent political context in Greece
* Defined pairings:
— Radical political affiliation: center-left, left, far-left
— Neutral political affiliation refers to non-political content
— Conservative political affiliation: center-right, right, far-right
e Classify com-ments into categories of political af-filiation:
— Comment classification performed as text clas-si-fi-ca-tion
— Machine trai-n-ed with text examples and cate-go-ry they belong to

— Label assignment re-qui-red as-si-s-tance of field expert (Sociologist)




Analysis of results

You
Tube

Comment classification using:

— Nai-ve Bayes Multinomial (NBM)

— Support Vector Machines (SVM)

— Multinomial Logistic Re-gression (MLR)
Compared each classifier’s efficiency

— Metrics: Precision, Recall, F-Score, Ac-cu-ra--cy

Precision: Me-a-su-res the
classifier exactness. Higher
and lower pre-cision means
less and more false positive
clas-si-fi-ca-tions,

Recall: Measures the clas-
sifier completeness. Higher
/lower recall means less/
more false negative classify-
cations, respectively.

F-Score: Weighted harmo-
nic mean of both metrics.

Accuracy: No. of correct
clas-si-fi-cations performed
by the classifier. Equals to
the quotient of good
classifica-tions by all the
data.

34




You
Statistics Tube

2% of comments exhibit political affiliation (0.7% Radical, 1.3% Conservative)
7% of videos classified to o-ne of these categories (2% Radical, 5% Conservative)
12% of users ex-press Radical political affiliation, 40% Con-ser--va-ti-ve affiliation

Radicals:

— 20% of their comments includes po--litical position

— Prefer Greek alphabet (i.e., 54% comments in Greek, 33% in greeklish, 13% use both)

— Massively comment on the same videos

— Prefer videos with political content (political events, music, incidents of police brutality)
— Add to favourites documentaries and po-li-ti-cal music clips

Conser-va-ti-ves:
— Prefer greek-lish in comments (i.e., 55% greeklish, 35% Greek, 10% both)
— Share main-ly con-spiracy-based and na-ti-o-na-li-s-tic content videos

Greek-lish comments shorter and aggressive
Greek comments explanatory, polite and longer
The more aggres-si-ve a com-ment, the more misspelled




Exploitation

* Insider Threat prediction
— Adopts Shaw’s and FBI’s psychosocial indicators

— Fits well to Business Process Management and
Monitoring

* Delinquent behavior prediction
— Psychosocial characteristics analysis
— Predispositions analysis

* Forensics analysis




Ethical and legal issues

* Assessing content produced in different context

* Boundary of classification of human behavior

* Users don’t have clear idea about actual reach of info they re-ve-al
* Interfere with the right to informational privacy

e As-so-ci-ated with discrimination and prejudice risks

* Infringe fundamental rights (e.g. freedom of speech)

* Self-cen-sor-ship and self-oppression

* May cause pro-blems in workplace or social en-vi-ronment

* Derogations may be allowed:
— On a manifest of pu-b-lic interest
— Explicit, informed and written con-sent of the person concerned

— Processing relates to data made public by the data subject




Conclusions

Open Source Intelligence can produce useful results

Social media offer vast amounts of analysis capabilities

Public data from social media can be used for prediction
Identification of narcissistic behavior may reveal insiders
Predisposition towards delinquent behavior may serve justice
Social media data exploitation may lead to horror stories
Serious ethical and legal issues may arise (e.g. privacy)

Intrusive nature dictates limited use (e.g. Critical Infrastructure)

0 N N N N N NN

Proactive cyber defense with the use of OSINT is feasible
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