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Research Area & Contributions (1)

Research Question: Research Question :

CIP Interdependency:
Innovative protection - Is Transport Sector Resilient to
methods & technologies Climate Change Impacts?
Tra nSp ort S ector CI P - How to increase sustamablllty?p
Time-based critical infrastructure Classification and Cybersecurity Self-Assessment
dependency analysis for large-scale Comparison of CIP Tools for Industrial Control
and cross-sectoral failure tools Systems
. . L New Methodology for Data
Climate Change Impact Analysis and C-Iassmcatlon Centers Sustainability
Analysis in Transport of Adaptation Tools Assessment

> 3 Journal Publications

> 6 Conference Papers




Research Area & Contributions (2)

Research Question:
How can Aviation Sector

become Cyber-Resilient? Aviation Sector Resilience &
Cyber-Physical Protection

. Air Traffic Assessing
) 4
Airport . Management UAS & _IOT Interdependencies and
CVber'SECl.—"_"tV Cyber- Fyber: R'.Sks Congestion Delay Risk
S S Resilience navates in Aviation Network

> 3 Journal Publications
> 1 Conference Papers
> 1 Book Chapter

——




C1. Smart Airports Cybersecurity: Methods

and technologies to improve cyber-resilience

Research methodology

> Literature review (with the support of an online survey).
» Research goal: Innovative cyber-security methods and technologies for IoT.

AIRPORTS CLASSIFICATION

Smart

M Basic MW Agile

W >
A

Phase 1.0

Basic airports

Phase 2.0

Agile airports

Offer basic services: Offer Basic services

v’ Check-in +

v'Boarding, security,

v'Baggage pick-up,

v"Moderate retail,

v'Food & beverage
services

> Airport-wide network

> Shared services on a
common platform

> Internet & Web
services

-

W~

Phase 3.0

Smart airports

Offer Agile services
ER

¢ Customer Centric Approach

+*Real-time information

+*Stakeholders profound
collaboration

<+ Airport-wide process integration

Lykou G., Anagnostopoulou A., Gritzalis D., “Implementing cyber-security measures in airports to improve cyber-resilience”, in Proc.
of 2018 Global Internet of Things Summit, IEEE, pp.305-310, Spain, June 2018




Online survey analysis results

Technical good practices implementation analysis

Firewalls & network segmentation
Software and hardware updates
Disaster recovery plans
Strong user authentication

Data encryption

Intrusion Detection Systems
Antimalware

Appl. security & secure design

. Change default credentials
%
}/ 5 BYOD Controls

aéi www &

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

AGILE AIRPORTS BASIC ATRPORTS

SMART AIRPORTS




Research on Real Cybersecurity Incidents

Agrifood Digital Economy & Jobs Energy & Environment Global Europe

© & & https//www.zdnet.com/article/singapore-airlines-data-breach [E]  «=« & ¥ Avaditnon +oiN @ CYherattaCk grounds pOIiSh airline carrier

EDITION:EU ~ EURACTIV.com with Reuters £ 22 lowv 2015
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|D) MusT READ: Commonwealth three-step COVIDSafe plan details when Australians return to work
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Singapore Airlines data breach affects 285
accounts, exposes travel details =y oy -7

Singapore carrier points to "a software bug" as the cause of the breach that occurred when changes were made tc \_' o7

website, compromising personal data of 285 customers including seven whose passport details were exposed.

Forbes

/ 7 San Francisco Airport Cyber
3 JEI”E ' AI R B U S Attack Confirmed: Windows
Passwords Stolen
< . | ' _— — — x Davey Winder senior Contributor ©
N TECHNOLOGY AND IIOT / w e B ol ereof o v i e m
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Manage Scripts

I report and analyse breaking cybersecurity and privacy stories

of its frequent flyer prc

\ Listen to this article now

AR \ . Boeing Hit by Cyberattack, Says ‘ il D o rmmmie
' i Jetliner Production Not Affected |

Aircraft production and deliveries arent affected, the airplane

manufacturer said.




J1. Smart Airports Cybersecurity: Improving Cyber Resilience

Malicious attack scenarios:
Distributed Denial of Service attack

Step 1: Attacker finds vulnerable internet
connected devices

:)) {
|

Malicious software on an airport’s network O
Misuse of authorization with APT @
Communication attack to ATM systems

Tampering with airport self-serving systems Attacker

Network attack to CCTV systems
email phishing and Social Engineering attacks

Step 5: Server ignores legitimate requests
Lo

(111111 o]
T o
el
711111 o]

Airport's Server

NounhkWwWwNRE

» Impact evaluation

» Cascading effects

» Mitigation actions

Step 6: Exhaustion of server's resources ‘
leads to unavailability of the server

> Resilience measures

Airport's Server

Step 3: Botnet makes requests to airport's
server for a specific service

A A A A A

Step 4: Legitimate user makes request
to airport's server

O

.

Legitimate
User

= B

Devices are enslaved into
an arrangement
(known as Botnet)

Step 2: The botmaster instructs all bot instances to
commence an attack against a target server

| ALY

Botmaster




Threat
Description

DDoS

Malicious Software

Misuse of
Authorisation

Malicious attacks against smart airports: An overview

Impact
Assets Infected Cascading Effects on
cC 1 A
- Web Services -Airline/Airside
- Network Services Operations
- ATM communication |-Landside Operations X
-Wireless -Airport

communications
-Mobile telephony

Interoperability
-IT and Comms

-Network and IT systems-Airline/Airside
-SCADA Systems
-Staff smart devices

-Landside Operations
-Passenger

-Passenger IT devices  |Management System

-Operational Servers -IT and Comms 2t
-Safety and Security

-SCADA systems -Facilities and

-Air Traffic Management Maintenance

-Enterprise -Airport Administration

Management System  -Airline/Airside X

-Access Control & Operations

Surveillance -Landside Operations

-IT Systems

X

Mitigation Actions

-Intrusion
Detection/Protection (IDS/IPS)
-Security hardening of systems
-Firewalls, network
segmentation

- Volumetric protection from
ISP

-Intrusion
Detection/Protection (IDS/IPS)
-Antimalware & technical
control

-BYOD controls

-Least privilege access manag.
-Software and hardware
updates

-Application security and
secure design according to
Inter.Stds

-Change default credentials of
devices

-BYOD controls

-Software and hardware
updates

-Least privilege and data
classification

-Data encryption

-Strong user authentication
-User access management

Resilience Measures

-Provide incident response &
contingency plan

- Regularly exercise
preparedness

- Communicate anomalous
activity to airport stakeholders

-Provide incident response &
contingency plan

-Develop forensic analytic
capabilities

- Regularly exercise
preparedness and response
time on test incidents

- Security Awareness and
Training

-Provide incident response
capabilities

-Develop forensic analytic
capabilities

- Regularly exercise
preparedness and response
time on test incidents

- Implement Contingency Plan
- Security Awareness and

Training
S~ -



B1. Aviation cybersecurity & cyber-resilience

in Air_Traffic Management (ATM) Systems

CNS systems enable Communication, Navigation & Surveillance
in ATM CNS Interoperability for efficient air traffic control

» Air—Ground Voice Com-
GNSS 1, munications & Data Links

\ > Primary and Secondary

Air-Air Surveillance Radars
‘/'CAS \fommunlcatlons (PSR/SSR)
AR G GPS  do > Automatic Dependent
Communications

\ T Surveillance-Broadcast
o1 P2 ADS B (ADS-B)
\)\,\?lq Air-Ground Communications
Y » Traffic Collision and
PSRISSR. . # Avoidance System (TCAS)
=7\ ” = —]
}f\{ P B e g PRI > Wide Area
Ground Station Conratinications in Ground Network Multilateration (WAM)

B Lykou G., lakovakis G., Gritzalis D., "Aviation Cybersecurity and Cyber-Resilience: Assessing Risk in Air Traffic Management", in Critical Infrastructure
y Security and Resilience, Gritzalis D. et al. (Eds.), pp. 245-260, Springer (Advanced Sciences and Technologies for Security Applications), January 2019.




Threat

Resources

Goal

Capabilities

Hardware

Motivation Cost Target
Information Dl Internet
Passive i ’
Very low (.:ollec'_aon use of website & acc?ss, SD.R ADS-B Low
Observers Financial or mobil receiver stick
personal interest Ob1i¢ apps. ($10)
S Ess Any .noticetable Eastdr(Ei)pil?Sg, tCOTS SER
impac replay attacks, | transmitter i
bf;‘ _ L Thrill and denial of ($300- | ADS-B| Low
Hobbyists recognition service. $2.000)
Dls%‘;;letrller:ent, Resources for Low cost,
. g ’ specific impact | enforced by SSR,
Maximise X L.
Insiders Low - Fiipebllis on operatios, | inside use of | PSR, Medium
Medium sailng based on tools and info| ADS-B,
ST il;zprlle‘;ary onsecurity | TCAS
information onledge gaps
Ma.)ﬂmlslng Directional
impact Resources for SSR
Financial gains large-scale ORI, '
Cyber Medium - using e operations with small UAVs PSR, Medium
Crime High ECE o) with SDR | ADS-B,
blackmail or sophisticated .
transmitters | TCAS
valuable transponders.
. . (~ $5.000)
information
Political or Resources for [As with cyber
religious specific high- crime, SSR,
Cyber Low - motivation impactops, [potentiallyon| PSR, Hich
Terrorism | Medium Massive though usually | asmaller, | ADS-B, g
disruption and on a limited more TCAS
casualties scale targeted scale
Weapons : Mlhtary-' SSR,
. Anything grade radio PSR
Nation Targeting physically and | equipment SR,
Unlimited specific, . .. | ADS-B, High
State otentiall computationally| capability for
mill)ita (;b'gcts possible electronic TCAS,
ry ob) warfare WAM

4 i,
N
»‘“‘

OnA
AUEB

Research contribution:

A Threat model for analyzing threat agents,
possible ATM targets and risks involved.

A Cyber resilience aspects and the need for holistic
strategy of defense, prevention and response.

A All ATM actors should work on collaborative, risk-
based framework to address security threats and
increase the aviation systems resilience.

Resilience
3 umbrella

\

pre-incident post-incident

b g A

Emergency
Pr edne H . Re .
epar: 55 . .l . covery
h I PP Operational “,
Prevention W L . il
. 2 ¥
. Incident . . timet

- e -
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J2. Defending airports from UAS: Cyber-attacks
and counter-drone sensing technologies

N B www ‘..
-1 ’

8
B

Lykou, G., Moustakas,D., Gritzalis,D., " Defending airports from UAS: A survey on cyber-attacks and counter-drone sensing
technologies", Sensors, Vol. 20, No. 12:3537, June 2020.




J2. Defending airports from UAS: Cyber-attacks

and counter-drone sensing technologies

-

Step 1: GPS sends position &

P Step 1: GPS sends position
information to aircraft \ _/'o .

information to aircraft

Communication attack on ATM systems:
Attack scenarios to airport facilities

Step 5: Attacker receives ADS-B data

Y Step 2: Aircrafts communicate speed, position and _ -
) altitude data with each other T /
. R
N W S =
Step 6. Attacker injects ghost aircraft (UAV) ) dxﬁ Ka(ﬁ\c"
with spoofed identity to mislead instruments 4 (6({@ o
of controllers and pilots &05 @00@
d\sﬂ {:&‘3@
& (‘;50
5 R o
" oAl
() g® °

to ATC (Air Traffic Control)

. Step 7: Attacker is able to launch physical attack o
: using UAV to intercept flight route ) «
| \/ Step 4: These data displayed




Defending airports from UAS

Attack scenarios with:
> Impact analysis

> Cascading effects
u)> CIP measures

> Resilience policies

Step 1: Attacker receives ADS-B data e T
| o

Aircrafts communicate ADS-B data
for Collision Avoidance system

=

Step 2: Attacker injects swarm of UAVs
with spoofed identity to mislead instruments W
of ATCandpilots

Step 3: Attacker is able to launch physical attack
L using UAV to intercept flight route

Surveillance data is displayed
to ATC (Air Traffic Control)
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Counter Drone (C-UAS): Sensors & Technologies
C-UAS

SENSOR TYPE IN DETECTION SYSTEMS

Sensors: Non-interactive' Response:

‘l Acoustic

O ") Visua
C’i IIEQ

Thermal

LT W Radar Sensor M RF Sensor M Acoustic Sensor Electroptical ~ M Infrared

Acoustic

Cluse'.“.'mdnwElllnds

Shut Down Wi-Fi

—iinr

»a

Radio Frequency (HF, VHF, UHF} Evacuate an Area

E.
E Radar v Deploy a Fog Grenade Radar Sensor

Blindthe Drone Camera

Electroptical
20%

B

C-UAS Technology used for Mitigation

Spoofing
9%

Kinetic Solutions: Non-Kinetic Solutions:

Use of Nets
Kinetic 8% Drone
Attack ttack
15% 2%

Laser

RFIGMSS Jamming

Projectiles
Use of Laser

RFIGNSS Spoofing 5%

&
e
-

A

Met




. e" LT T T . UAV approaching at 15m/sec
N — o
o‘e‘c'.,/ | "N m
"/ Geofenced Area Available
. \. Response Time:

5-10 mins

L 6 kms — !
(Ii)eofencing | ,
: rotection :
\ Zone | surveillance Radar] .
_ Unmanned Site /
’\ UAV Radar & ) .
Visual Detection / ";ﬁ?"-
’ with EO & IR . e Ll
N , cameras 7 f;i-s——ﬂ‘l"—‘i?éfﬂ‘;!‘
~ . ‘ = - — | D 4
~~ —_—

To— L — Remote security operations center



J3. Assessing interdependencies and congestion

delays in‘the Aviation Network

July & August 2019
30 Busiest US ﬁgrports with Incoming and Outgoing Average Congestion Risk
090 174 180
165,
160
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0.70 140 = — NYC
128 2 T A [ EWRLGWIRK) /
g
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E 050 93 w B 100 E
et 7 1 z
- I i e b ®
iow N4 i e s A 8 S
E . . N R - //\ g
il I s \ s
030 laa g7 ka \ 60 z
9 58 2
a H
0.20 a7 40
0.10 20
0.00 0
T P FTFFLSIST I IFFE @Q‘!‘ FTELTIFTF T LS
AIRPORT IATACODE
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AKX o =
== _PHX o ——
SAN ¢ s .,'\"“ ——
---------- —_—
® Airports
Connections Average Risk
0.06 - 0.40
0.40 - 0.60 \
- 0.60 e 1-33 (FLL, MIA)
Lykou G., Dedousis P., Stergiopoulos G., Gritzalis D., “Assessing Interdependencies and Congestion Delays in the
Aviation Network”, IEEE Access, Vol.8, pp.223234-54, December 2020.




For Likelihood Calculation: Delay likelihood of connection O o from airport Ax to airport Ay is

calculated, for all connection flight routes, as following:
o] C C

0o 0o f [rip] (1)

0]

For Impact Calculation: 0 0 Qo ahd U W W O Q& walues provide impact scaling, ranging from
1-10. For each connection flight "Q> , we assign an impact value, based onits 0 € € "QQi 0 Qg ¢ O
impact:

Ve ~ ~ ~ ~

2 o )i PAA®B, EEAI BEEI T A (4)
Efh O Er £O 0 & |€O )

, 6
0 =



J3. Assessing interdependencies and

congestion delays in the Aviation Network

Indicate highest risk flight connections

Worst n-order airport dependencies

What-if scenarios for the congested airports

N N NN

Propose the n-order dependency chains, to

be avoided by flight planners

Cummulative

Paths Risk
(ORD)=>(EWR)=>(MCO)=>(EWR)- (SFO)-> (DEN) 1.63
(ORD)->(EWR)-(MCO)->(EWR)->(SFO)-> (EWR) 1.63
(EWR)>(MCO)=>(EWR)- (SFO)> (EWR)=> (ATL) 1.59

'U:D

, o (EWR)=>(MCO)=>(EWR)- (SFO)-> (ORD)- (DFW) 1.58

= Q.‘&q e
%
@ e @ @ (MCO)=> (EWR)->(SFO)> (EWR)- (ATL) S (FLL) 1.53

Lykou G., Dedousis P., Stergiopoulos G., Gritzalis D., “Assessing Interdependencies and Congestion Delays in the Aviation Network”, IEEE
Access, Vol.8, pp. 223234-54, December 2020.




J4. Time-based critical infrastructure dependency analysis

for large-scale and cross-sectoral failures

A Risk analysis methodology for cascading failures.
A Different growth models (slow, linear, fast evolving
effects).

A Failures triggered by concurrent common-cause

cascading events.

A CIDA: Critical Infrastructure Dependency Analysis
Tool.

A CIDA evaluates alternative defense strategies for
complex, large-scale & multi-sectoral dependency

scenarios.

Stergiopoulos G., Kotzanikolaou P., Theocharidou M., Lykou G., Gritzalis D., “Time-based critical infrastructure dependency analysis
for large-scale and cross-sectoral failures”, International Journal of Critical Infrastructure Protection, vol. 12, pp. 46-60, March 2016.




J5. New. methodology toward effectively

assessing Data Center’s sustainability
J"

E Sustainable Transport Society
C {OR}

= Security & Resilience
* Effective maintenance

= Building Energy Management
* Innovation initiatives

JiodsuesL uddi9

-

)/
Data Center Facility 1 .
o \
=
) Power [ Cooling ] [ Servers ] a f o D
s I =
) Generator Softoers =L - =
roturel gas X z . v Vvl
[ Lighting ] { Storage ] & 2 n d
Transmission Line Services =i " 10 2
Ca ry Electnatyff g = @
Power Plamt Long D stances i - [ UPS ] - Network 2 1 = = L)
Generates Electncity ‘{§§ - > B e &
P §eS 4458 Power a B
S_— ES
“ = ‘ Transformer ey S : i
— | | ESE—— w
Overhead 1
|

<

<Reused Energy (ERF)

vrrra—) s>

Water Reuse Ratio & Waste Recycle Performance ‘ &

Energy, Water

[—
>

- Lykou G., Mentzeloti D., Gritzalis D., "A new methodology towards effectively assessing Data-Center sustainability", Computers & Security,
\ Y 4 e= Vol. 76, pp. 327-340, January 2018.




C2. Climate adaption: Risks and impacts

of Climate Change on Transport Sector

Effective Governance Measures Measure Risk and

. . H db T U e .
Aldentify transport climate changes — ype  Uncertainity

S & > g ?,, § 3w
Ch d I Ie nges° Adaptation Option Description § 35, 2 @” Q| & § g
O © Zo % § g S
A A” transport SeCtorS approaCh Strategic planning of Sustainable transport X | X X
) development
A DEtECt & ana Iyze gIO ba I a d a ptatlo ] Create an Adaptation framework so as to
... engage stakeholders within the transport X X
Initiatives. sector
Incorporate Adaptation requirements into X X
A F . d . Legislation & Regulatory Norms
OCUS on emerglng d aptatlon Enhance Standards and National/ Regional X X
e . Requirements
Cha”enges & Opportunltles IN the Develop National Adaptation Strategy and X X
Action Plan
t rans po rt SeCtO £ Require as prerequisite climate risk
assessment and Environmental Assessment X X
A P ro pose measures to | ncrease for the design of new plants to ensure
integrity
transport resilience. , |
Ensure Funding for new infrastructure or X X
existing infrastructure reinforcement
Coordinate Infrastructure Future Planning X X

Lykou G., Stergiopoulos G., Papachrysanthou A., Gritzalis D., “Protecting the Transportation Sector from the negative impact of climate
change”, in Proc. of the 11t International Conference on Critical Infrastructure Protection, pp. 3-21, Springer, USA, March 2017.




C3. Analysis and classification of adaptation tools

for Transport Sector adaptation planning
N

1. Scope & Organize
* Review climate change impacts

« Identify stakeholders and gain » Focus on climate-related adaptation

involvement planning for Transportation.
¢ Build working group e . .
\-Identify scope & planning area / » Classification of adaptatlon tools for

adaptation assessment and risk planning.

4 N (. )

4. Implement & Monitor 2. Access > A multi-faceted taxonomy:
¢ Implement high priority actions * Refine impacts assessment & .
« Utilize plans to seek funding conduct asset inventory 1) Typology and target audience.
e Track progress & evaluate effectiveness * Conduct vulnerability assessment 2) Aera e e £ Qe
¢ Assess new impacts information * Conduct risk assessment P :
&Revise strategies & priorities as neededj Q Prioritize planning issues / 3) Adaptation planning steps.
/3 Plan A 4) Software tools according to functionality

& mode of use.

* Establish vision & resiliency goals

¢ |dentify & prioritize adaptation strategies 5) Strengths and weaknesses.
¢ Create action plan & schedule
e - implementation
; "
. ﬁ www S \ /

=N = > Measures for adaptation resilience & risk management

-

B Lykou G., lakovakis G., Chronis G., Gritzalis D., " Analysis and Classification of Adaptation Tools for Transport Sector Adaptation Planning",
o z in the Proc. of the 12 International Conference on Critical Information Infrastructures Security (CRITIS-2017), Italy, September 2017.
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CA. Critical infrastructure protection tools:

Classification and comparison

» Technical review: 68 CIP tools, frameworks & methodologies

= > CIaSSification based On tWO aspects. CIP TOOLS QUANTITY OF RISK PURPOSE STAGES
» Technical modeling approach m
u2
» Tool purpose and scope ..
m5s
Agent b‘“w /
Nelwork “‘?“t‘d
System Dynamic Basey oA R\/s'i\p&}mmcation

02 Risk Impact Assessment

Empirical _
N a0 : ' Risk Management 03 Risk Prioritisation
Cellular Automata Modelling Approach Purpose = s
¥ ¢ - = J Risk Mitigation Planning
Fconomic Theory Base SR

05 I3
factiy
»‘{JL\en(_}SS E\v(‘]'uaho”
. - "\\\\‘ |
Mathematical Q4

« a0
o
\‘\\“\\\"‘“

Real Tue

Stergiopoulos G., Vasilellis E., Lykou G., Kotzanikolaou P., Gritzalis D., “Critical Infrastructure Protection tools: Classification and compari-
son”, in Proc. of the International Conference on Critical Infrastructure Protection, pp.239-255. Springer, USA, March 2016.




C5. Cybersecurity self-assessment: Securing Industrial

Control Systems in Critical Infrastructures

TOOL DESCRIPTION CS2SAT CSET SSAT
— Type Desktop software Desktop software Questionnaire XLS Questionnaire PDF - - -
application tool application tool assisted Tool assisted Tool Questionnaire AnalySIS
Developer Department of Energy ICS-CERT / DHS CPNI US-CERT / DHS ba sed_ on NIST
Cybersecurity Framework

National Laboratories Carnegie Mellon
University
| orgin_ | USA USA UK USA QUESTIONNAIRE ANALYSIS
Description Self-contained tool Self-contained tool SSAT Questionnaire Self-contained tool 20%

step-by-step process  step-by-step process  which links directly to
the CPNI SCADA
security good practice.

TOOL DESCRIPTION CS?SAT CSET SSAT CRR a0 ‘
6 5 1 1 3%

Survey Method Structured Structured Structured Structured 20%

60% -
50% []

Questionnaire Questionnaire Questionnaire Questionnaire 10% I

Security Expertise Needed YES NO YES NO 0% 0 = o
Checks ICS Compliance with YES YES NO NO NIST CSET CRR
Security Standard W IDENTIFY 16% 19% 32%
Database of industry available YES YES NO NO W PROTECT 61% 58% 54%
cyber-security practices DETECT 11% 16% 8%
Sector average score NO YES YES NO RESPONSE 5% 4% 4%
Recommendation List YES YES YES YES m RECOVERY 8% 4% 2%

Type of Result Full Performance Full Performance Scoring Result Full Performance

; _ _ WIDENTIFY ®WPROTECT M DETECT mRESPONSE M RECOVERY
Evaluation Evaluation & Evaluation

Compliance of Selected
Std

Lykou G., Anagnostopoulou A., Stergiopoulos G., Gritzalis D., “Cybersecurity self-assessment tools: Evaluating Importance for Securing Industrial Control Systems
in Critical Infrastructures”, in Proc. of the 13 International Conference on Critical Information Infrastructures Security, pp. 129-142, Springer, Lithuania, Sept2018.
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