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a‘ 1’200 Qualified [T security decision makers & practitioners

1 7 Countries represented around the world

19 Industries represented

TURNAROUND CONFIRMED

86.2% 853%  g4.7%
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FOREMOST THREATS
The cyberthreats causing the greatest concern:

o Phishing /
Malware spear-phishing attacks
% u Ransomware
Al A FORCE FOR GOOD IN CYBERSECURITY?
Will Al provide more benefits to security teams or to threat actors?

Significantly more security professionals believe they will gain an
advantage than think the opposite.

L
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Both will benefit Threatactors will
about equally from Al benefit more from Al

Account takeover /
credential abuse attacks

Security teams will
benefitmore from Al

FEWER ORGANIZATIONS AFFECTED BY RANSOMWARE
The percentage of organizations victimized by ransomware was
the lowest in four years.

68.5%
w

2021 2022 2023

WIDESPREAD SECURITY SKILLS SHORTAGE
Eighty-six percent of organizations are experiencing a shortfall of
skilled IT security personnel. Openings are spread across many roles:

32.4%
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POSITIVE OUTCOMES FROM Al
Security professionals expect Al to help them improve their
ability to:

Detect/block cyberthreats

Respond to security incidents
Detect/patch vulnerabilities
Accomplish more with fewer resources

Research threat actors and their tactics

BOARDS ADDING CYBERSECURITY EXPERIENCE
A surprising number of boards of directors include at least one
member with a cybersecurity background.

62.2%

37.8%

No board member
with security background

Atleast one board member
with security background

HOW TO IMPROVE JOB SATISFACTION
The top four ways to improve job satisfaction and employee
retention in the organization’s cybersecurity organization:

(1) (2] (3] 4]

Work schedule
flexibility

Increased
compensation

Job performance
recognition / awards

Cybersecurity training
and certification

HOTTEST SECURITY TECH FOR 2024
The security solutions with the highest “plan for acquisition”
rating in each of our four technology categories:

CATEGORY

Network security

Endpoint security

Application & data security
Security managment & operations

#1 SOLUTION
Next-generation firewall (NGFW)
Deception technology/honeypot
Bot management

Advanced security analytics
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KuBepvoaopalAsia

EU IT Market, NIS 2, Nopoc 5160/2024

EU IT investments: INFOSEC represents 9% (2023) from 1.9% (2022).

" EU IT spending: Median rose to 15M€/organization (2023). INFOSEC spending
doubled from 0.7M€ (2022) to 1.4M€ (2024).

IT Full Time Equivalents (FTE): For INFOSEC, it declined from 11.9% (2022) to
11.1% (2023).

CyberSec Workforce: 32% of organisations (59% of SME) struggle to fill
CyberSec roles, particularly those requiring technical expertise. 89%
expect to need additional CyberSec staff.

NIS 2 Cybersecurity budgets: Organisations anticipate a one-off or permanent
increase in CyberSec budgets (NIS 2). SME (34%) cannot afford it.

Népoc 5160/2024 (DEK A 195/27.11.2024)

«Evowpatwon tng 08nyiag (EE) 2022/2555 tou Eupwnaikou KowvoBouAiou Kat Tou
JupBouAiou, tng 141 AekepuPBpiou 2022, OXETIKA HE PETPA Yia UPNAO KOO eTtimedo
KuBepvoaodalelag oe oAokAnpn tnv Evwaon, tnv tpomomnoinon tou Kavoviopou (EE)
910/2014 kat tng Odnyloag (EE) 2018/1972 kat tnv Katdpynon tng Odnyiag (EE)
2016/1148 (O&nyia NIS) kot GANEC SLOTAEELG».

* NIS Investments - Cybersecurity Policy Assessment, EU Agency for Cybersecurity (ENISA), November 2024.
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(Koouoc kai Eupwnn, 2023-24)

2024 Global Cybersecurity Workforce Estimate

i 5,457,173..... ° 4,762,963 ...

2024 Global Cybersecurity Workforce Gap

REGIONS I REGIONS —
7 Ee EUROPE EUROPE
NORTH
AMERICA ’ 1.300,023 39:330
1,454,868 & GED - \
\ - \
ASIA-PACIFIC ASIA-PACIFIC }
- MIDDLE EAST | 997,068 MIDDLE EAST 3,374,580
/ LATIN \ & AFRICA \ +3.8% & AFRICA | +26.4%
AMERICA 1 431,302 e LATIN AMERICA 124,978
1,273,868 . 328,397 18%
N 0% J [ -5.7% ]

Towards a European Cybersecurity Skills Academy:

“...in 2022, the shortage of cybersecurity professionals
in the European Union ranged between 260,000 and 500,000,
while the EU’s cybersecurity workforce needs
were estimated at 883,000 professionals ...” **

* Global Cybersecurity Workforce Prepares for an AI-Driven World, Cybersecurity Workforce Study, ISC?, 2024.
* (ISC)2 in Assessing Cyber Skills on the basis of the ECSF, ENISA webinar, Feb 2023.

** European Cyber Security Organization (ECSO), Joint Communication to the European Parliament and the Council,
EU Policy on Cyber Defense, JOIN(2022) 49 final.



CyberHubs Grandt

PoAol kail Ae€loTnTeG oTnv KuBepvoaopaAeia

CyberHubs (2024-26)
v/ ZUMBOAN oTnv avTipeTwnion TnG EAelwng enayyeApaTiov KuBepvoao@aAeiag otny EE.
v AvanTu&n ouvepyaTikou eupwndikou dIkTUoU evioxuonc de&loTATwv KuBepvoaopaAeiac.

/ CyISérHubs

AvaAuon avaykov

{

Aedopéva o€ apiOpouc (2024)

7 kpaTn-pEAN EE (BEAyio, EoBovia, EANGOQ,
Ionavia, AiBouavia, Z\oBevia, Ouyyapia)

AvaAuon noAAanAwv HEBOIWV

1. Tekunpiwon (¢NTnon + NpPocpopa)
2. Avaluon kevwv BEoEwV £pyaociac

Co-funded by
the European Union /

193 peheTeg avaAubnkav 3."Epeuva P€ow epwTnUaToloyiou
2.612 0B<0sic epyaaiag PeAeTnOnkav 4. Opadec Epnsipoyvwpovwy

616 anavTnosIC o€ EpWTNUATOAOYIA

147 npoypappata eknaideuong 7 €BVIKEG peN€Teg oto cyberhubs.eu

120 ouvavTNOoEIG EPNEIPOYVWHOVWY

OIKONOMIKO ATHENS UNIVERSITY
MANENIETHMIO OF ECONOMICS
AOHNON AND BUSINESS



https://cyberhubs.eu/resources/

KuBepvoao@paAsia: ZnTnon ZTEAEX®WV
Avaykaiol PoAol — Avaykaiec AeEIOTNTEG

(U cybersecurity 2 IT-related ili Organisation-

skills skills related skills

CyberHubs

* Cloud Security * System * Strategic Planning
7 * Information Sys- Administration & °* Risk Management
tems & Network Integration * Business
Security/Cyber * Network Continuity
\ Resilience Management * Process Control
g- * Data Privacy * Enterprise
5 * Threat Analysis Architecture &
& c * Incident Infrastructure
b ;-’. Management Design
EE * Operating
S g Systems

@ Transversal
(soft) skills

* Problem-solving

* Acting
Responsibly

* Communication

* Ethical Behaviour

O o avaykaiot poAot

Chief Information Security Officer (CISO) = a

Cybersecurity Implementer - Bt
ST Cvber Incident R d et
PR\ yber Incident Responder
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Cybersecurity
Implementer

v Avaykn yla e€ELSIKEUPEVOUG (TEXVIKOUG pOAOUG) etayyeApatieg AOyw eEEALYHEVWY OTTENWV.
v’ EnmayyeApatiec yla urtootplén tne cuppopdwong pe Nopoug ko Kavoviopoug.



EAAGOa: Znoudec oTnv KuBepvoao@alAsia

Eknaideuon, Karaprion, MoTonoinon*

Il

Eknaidsvon, Kataption & Motomnoinon otnv KuBepvoaodaAeia (EQF6 — EQF8)

Cy'liolerHubs

< 2021 2022 2023 2021-23
CyberHub M| w [mw| v | w [mw|wm | w [mw|wm | w|mw
[ ForvALEDUCATION SYsTEM |
UNIVERSITIES 157 41 198 143 43 186 156 44 200 456 128 584
Undergraduate Programmes (EQF 6) - - - - - - - - - 0 0 0
e Postgraduate Programmes (EQF 7) 149 38 187 138 42 180 145 41 186 432 121 553
5 Ph.Ds (EQF 8) 8 3 11 5 1 6 11 3 14 24 7 31
5
2§
T2
% o COLLEGES 19 6 25 27 9 36 43 6 49 89 21 110
?I_. u=_| Undergraduate Programmes (EQF 6) 6 0 6 9 2 11 24 1 25 39 3 42
8 g Postgraduate Programmes (EQF 7) 13 6 19 18 7 25 19 5 24 50 18 68
Centres of Training and Lifelong 0 . . o - p - . - . . e
Learning (KEAIBIM)
TOTAL (Education, Training) | 173 58 231 171 65 236 218 74 292 638 218 856
ISC: 290 and ISACA: 190 (02/2024) No gender rela-
ted data kept

TOTAL (Education, Training, Certification) -

* Network of European Cybersecurity Skills (CyberHubs), “Cybersecurity skills mismatches analysis (Greece)”, Erasmus+, Project
101140030, European Commission, Federation of Hellenic ICT Enterprises & Athens Univ. of Economics & Business, Oct 2024.



EAAGOa: ZTeAexiako Auvapiko KuBepvoaopaAsiag

Avaykaiol poAol kal SeE10TNTEG (2024-30, )*

GREECE: Demand for cybersecurity professionals in the future
Qualitative attributes

h
CyberHub

- n
0 Roles in 2 years (highest first) A lot or substantial need (highest first)
2 Cybersecurity Implementer Data Privacy
| % Cyber Incident Responder Information Systems & Network Security
70 y / Cyber Resiliency
g Cybersecurity Risk Manager Incident Management
' U Penetration Tester Access Controls / Identity Management
N Cybersecurity Cybersi(t:urlty Architect Demand for Threat Analysis
. Roles after >5 years . e )
roles in the TR e y Cybersecurity No need or a limited need (lowest first)
3 future - skills - -
g Cyber Incident Responder Supply Chain Security
g Cybersecurity Implementer Operational Technology Security
3. 5 Penetration Tester Digital Forensics
g g Cybersecurity Risk Manager Intelligence Analysis
'E g Cybersecurity Researcher Al Security
-.? I:J’ Other skills (a lot or substantial need) (highest first)
= IT related skills Organisational skills | Soft skills Hiring qualifications
Formal certification relevant for the
Operating Systems Risk Management Analytical thinking role
Formal professional education
Network Management Education & Training | Creative thinking :
relevant for the role
Bachelor/Master’s degree relevant
Data Analysis Process Control Act responsibly / e
for therole
Enterprise Architecture & ) £ . .
. usiness Continuity roblem solving ertificates relevant for the role
Infrastructure Design 3 e Probl ! Certificat ! tfor th !
System Administration & Integration | Strategic Planning Planning and Formal professional education in any
organizing field

* Network of European Cybersecurity Skills (CyberHubs), “Cybersecurity skills mismatches analysis (Greece)”, Erasmus+, Project 101140030,
European Commission, Federation of Hellenic ICT Enterprises & Athens Univ. of Economics & Business, Oct 2024.
T
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E.E. — Mia oTpaTtnyikn np@wToBouAia

European Cybersecurity Skills Academy

EANGSa & European Cybersecurity Skills Academy
MNpwtonopa cupBoAn - MowkAOTpomn uootnPELEN

EU/ERASMUS+, CYBERHUBS Grand (1.8M€, 10/2023-09/2026):
“Network of European Cybersecurity Skills Hubs”

EAAGSa: ZEME & Owkovouiko Naveniotipio AGnvwv

EU/DIGITAL-2023, CADMUS Project (6.3M€, 12/2024-11/2027)

“Cultivating cybersecurity defense expertise with mindful readiness and skills”
EAAGSa: EBvik Apxl KuBepvoaoddAetag (Coordinator), I.T.Y.E. «Atodpavtog»,
Owkovopiko Navemiotiuio ABnvwy, MNaveniotiplo Nepowwc, MaveniotuLo
Makedoviag, Naveniotiulo Alyaiou

EU/DIGITAL-2023, AKADIMOS Project (4.0M€, 01/2025-12/2027)
“Governance and operational support for the development of the European
Cybersecurity Skills Academy”

EAAGSa: EBvikn Apxn KuBepvoaodalelag (Coordinator), I.T.Y.E. «Alddpavtogy,
Owovouiko Navenotuo ABnvwy, Maventotiuio Atyaiov
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AvVapvnoEIC ano TO ...HEAAOV!

2TO YnPIako aupio 6a unapyouv
OuUo kaTnyopieg Opyaviopwv:

‘'Oco1 Ba £Exeuv UROGTEI
KUBEPVOENIOETEIG
Kai
0oo1 dev 6a yvwpilouv
OTI £XOUV UNOOTEI KUBEPVOENIOETEIG

>T0 YnPiakod péAAov 0a unepExel
Hia kaTnyopia OpyaviopH®V:

‘Ogol dev Ba diadsTouv
enapki oteAéxn KuBepvoaopalsiag



MapapTnua

KuBepvoaopaAeia ka1 TexvnTtn Nonuoouvn

O1 TEXVOAOVYIKEG “aIXHEC TOU OOPATOC” OE CUVEpPYEIA*

ISC2 Cybersecurity teams do not have sufficient numbers or the right
range of skills to meet their goals.

Pathways to enter the cybersecurity workforce are changing, as
are their priorities.

Diverse backgrounds can help solve the talent gap.

The expected advancements of AI will change the way
cyber respondents view their skills shortage.

Cyber professionals confident Gen Al will not replace their role.

Gen Al presents benefits and challenges for cybersecurity.

Organizations need a Generative AI" strategy to responsibly
implement the technology.

*  Global Cybersecurity Workforce Prepares for an Al-Driven World, Cybersecurity Workforce Study, 1SC2, 2024.

**  Gen Al (Generative Al i Mapaywytkn TN) eivat eidog Texvntric Nonpoouvng LKavo Vo TIapAyEL KELEVO,
ELKOVEG, BIVTEO KATL. LECW TIOPAYWYLKWVY LOVTEAWY, CUXVA WE AIAVTNON O EpwTnpata (prompts).
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