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Abstract. The protection of Critical Infrastructures (CI) is, by definition, of high
importance for the welfare of citizens, due to direct threats (dictated by the cur-
rent international political situation) and also due to their dependencies at inter-
national and European levels. Today, Greece remains one of the countries of the
European Union, which has no comprehensive strategy to safeguard national ClI,
nor any process of developing such an integrated plan, except for some initiatives
taken from the General Secretariat of Digital Policy. This paper aims to contrib-
ute to: (i) The creation of an inventory of all stakeholders, (legislative, supervi-
sory or regulatory) involved in CI protection in Greece, (ii) the identification of
potential national CI, as well as their interdependencies, (iii) the development of
a structured identification based on impact assessment methodology for national
Cl, that takes into account internationally applied Cl assessment methodologies,
and (iv) provide a pilot implementation of the proposed methodology.

1 Introduction

The protection of Critical Infrastructures (Cl) is, by definition, of high importance
for the welfare of citizens of each country; especially nowadays, both because of direct
threats (dictated by the current international political situation) and also due to emerg-
ing interactions or dependencies [13-15] developed between national CI at international
and European levels.

Today, Greece remains one of the few countries of the European Union, which, be-
sides the formal transposition of the 114/2008/EC Directive into domestic legislation,
has not implemented a comprehensive CI protection strategy, nor any process of devel-
oping such an integrated plan, except for some initiatives taken by the General Secre-
tariat of Digital Policy.
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This paper presents some of the results which derived from project OLIKY? that
aimed to provide a road-map towards the development of a holistic national CIP strat-
egy for Greece. The basic goals of OLIKY included, among others:

1. The initial creation of an inventory and an initial ranking of candidate national Cl,
along with their supervised entities, in order to identify the most critical services and
their dependencies, to adequately protect and increase their resilience against known
or unknown threats.

2. The assessment of critical services and interdependencies between candidate national
Cl based on a methodology for the classification of national critical components.

The objectives of the OLIKY project did not include a comprehensive coverage and
assessment of all national CI, nor the proposal of a detailed security policy for each CI.
This would not be feasible in the context of an independent study, since the complete
recording and evaluation of all Cl nationwide requires an authorized body with the in-
stitutional and legal feasibility of collecting and processing classified information along
with the cooperation of all national CI operators. However, an initial systematic identi-
fication and evaluation of Greek Cl may act as a catalyst for conducting such an in-
depth analysis.

Contribution. The main contributions of this paper include:

1. The development of an inventory of all stakeholders, (legislative, supervisory or reg-
ulatory) involved in the protection of the Greek CI.

2. The identification of potential national ClI, as well as their interdependencies. In par-
ticular, an attempt was made to identify national CIs on the Energy, Transport and
Information and Communication Technologies (ICT) sectors.

3. The development of a structured identification methodology for national Cl, taking
into account internationally applied ClI identification methodologies. A range of three
evaluation levels (criticality) and specific evaluation criteria for the integration of
critical components in criticality levels will also be developed and utilized, as part of
the proposed methodology.

4. The pilot implementation of the proposed methodology to a list of candidate national
Cl fields in order to rank their criticality; namely on the Energy and ICT sectors.

2 A preliminary record of Greek Critical Infrastructures

The identification and evaluation of national CI first requires the creation of an initial
list of potential Cl, at sector and subsector levels. In this section, the services of three
key critical sectors of the country are being mapped; namely those concerning the En-
ergy, Transport and ICT sectors.

As part of a national CI protection program, each EU Member-State (MS) is re-
quired to: (i) record its National Critical Areas, (ii) record and evaluate the systems or
parts thereof which may constitute a Cl, and (iii) to record and evaluate (possible) in-
terdependencies between the identified CI. Also, each MS has to plan and/or up-date a

1 AIll OLIKY project deliverables (in Greek) can be found at:
http://www.dianeosis.org/2016/07/ ideas_infrastractures_protection/
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Business Continuity Plan (BCP) and a Contingency Plan (CP) for the protection of its
national CI [1-6]. Since, in most cases, the owners and/or operators of Cl are private
entities, any national Cl identification process (along with all processes in the context
of a national protection program) requires the exchange of information between stake-
holders, in accordance with the principle of collaboration between stakeholders and the
Public-Private Partnership (PPP) [12]. During the stage of critical area identification,
each MS must establish an initial list of critical national sectors, i.e. sectors existing in
the geographical limits of the country that include contingent CI. Still, the process of
selecting national critical sectors and sub-sectors is not obvious [2].

Towards creating a common framework program for the EPCIP (European Prog-
ramme for Critical Infrastructure Protection) the establishment of a common list of crit-
ical sectors/subsectors is highly encouraged [1-6]. The concept of critical service is
often used by implication instead of the term infrastructure, since it integrates the exis-
tence of a set of goods and processes that need protection and are examined in general
and with detailed analysis. The list of Cl is presented in Table 1 and incorporates the
concept of service per subsector.

In order to identify candidate Greek CI, the ENISA List of Critical Sectors and Re-
lated Critical Services [7] was used to create an overview of the Critical Sectors as
reported in Table 1, where specific areas were selected as being more significant for
the country. Potential critical services which were irrelevant to Greek Activities (e.g.
Space sector) were removed from the list due to non-conformity, while others have
been added due to their potentially high impact on Greece’s GDP, like Tourism and
associated services.

Based on the collection of public information and scientific expertise of the panel
members, the following critical areas were selected for our study: (a) Energy (b) Infor-
mation and Communications Technologies (ICT) and (c) Transportation.

Results from identifying interdependencies and main stakeholders for these three
fundamental CI sectors are presented in Tables 2-4, respectively. These tables contain
critical domains, sub domains for each critical service, the key subsystems that are nec-
essary for providing each service, the essential interdependencies with other (sub) sec-
tors, as well as an inventory of the providers of each service involved in the country.

Sector Subsector Service
. Generation (all forms) / Transmission
Electricity N -
Distribution / Electricity Market
. Extraction/Refinemen
Energy Qil
Transport/Storage
Extraction/Transport
Natural Gas o
Distribution/Storage
) Web Services / Internet
Information

Information and
Communication
Technologies
(ICT)

Technologies

Computer Networks / Services Cloud
Software as a Service (SaaS)

Communications

Voice/Data Communications
Mobile Communications / Satelite
Radio Communication / Broadcasting




Drinking water

Water Storage/Quality Assurance

Water Water distribution
Wastewater Wastewater collection & treatment
Agriculture / Food production
Food Food Supply Chains Food Supply
Food distribution / Quality / Safety
Emergency healthcare / Hospital care (inpatient & out-
Health Hospital & Heath patient)
Facilities Supply of medicines, vaccines, blood & medical supplies
Control of infections and epidemics
. . . Banking / Stock Exchange
Financial services .
Payment Transactions
Public Order & Public Order Maintenance of public order and safety
Security Justice Judiciary and penal systems
e Air Navigation Services
Aviation

Transportations

Airport Operation

Road Transport

Bus/Tram services / Road network maintenance

Train Transport

Railway network management
Railway Transport Services

Maritime Transport

Navigation Control - Cruises
Coastal Interconnection

Postal Services

Logistic Services
Payment Transactions

Critical Industries

Employment / GDP /Supply of goods

Chemical/Nuclear

Storage & disposal of hazardous materials

Industry Safety of high risk industrial units
Industry ) Hotel supplies
Tourism .
Restaurant supplies
. Agricultural Unit Supply
Agriculture .
Water supply services
Government / .
public Admin- Ministries Government functions
istration Regional

Administration

Civil Services

Civil Protection

Emergency and rescue services

Environment

Air pollution monitoring and early warning
Meteorological monitoring and early warning
Ground Water (lake/river) monitoring and early warning

Marine pollution monitoring and control

Defense

National Defense

Table 1. List of potential Cl, sectors, and subsectors selected for Greece




Energy sector

In Greece, multiple providers support various subsectors of the Energy sector. In
some subsectors, only one provider (or a very small number of them) has a dominant
position, making him the obvious choice for a Cl at the Energy sector. Still, some chan-
ges have occurred in the Energy market of other subsectors over the last years; usually
because of Greece’s need to comply with the relevant European Directives, but also
due to the economic situation of the country.

Critical Critical Interdependencies .
Subsector Service Depends upon Affects LI S e
Mining of Lignite ngb“c Power
AG/DC orporation
B All sectors Alternative Electric
Production General Transfer Power Producers
Oil Transfer PPC Renewables
- . Hellenic Electricity
El e
ectricity | Transportation / All sectors All sectors Distribution Network
Storage
Operator
) Production Public Pov_ver Corpora-
Electrical. En- All sectors tion
ergy Market Distribution Alternative Electric
Power Producers
Refinement
Mining Transport Industry Energean Oil & Gas
Storage
Refinement Transport Business Hellenic P_etroleum
oil Storage Motor Oil Hellas
Shipping Agriculture Hellenic Petroleum
Transport Internal Relations . Shipping Sector
Transportation = ST
. otor Oil Hellas
Storage Oil Transfer Hellenic Petroleum
Cross-Border -
. - Public Gas Corp.
Trg?sg?gﬁ'oc:]” / Interconnections TAP (under construc-
Natural External Relations Industry tion)
Gas Domestic use .
T_ran_spott/ Puplic Gas Corp.
Storage Distribution
External Relations (LNG Revithousa)
Table 2. Summary of the Energy Sector in Greece
ICT sector

The Information and Telecommunication Technologies (ICT sector) is a sector of
high criticality since it provides information assets and services to almost all other cri-
tical services in the country. Of all the ICT subsectors, it appears that the Telecommu-
nication subsector is the most important in Greece. Hardcore centralization of services
is observed at the Greek ICT sector, although for some services there seems to be a
more balanced distribution of providers. For this reason several providers have been
identified as candidate ClI for this sector although their “weight” may significantly vary.



i it Interdependencies
SCEItIC&' (S:rltlpal Main Stakeholders
ubsector ervice Depends upon Affects
OTE Group (COSM-
. Power Supply OTE, OTEGIobe,
Vog:gr/nDsata Internet Access OTESAT - MARITEL,
External Links CosmoOne)
Telecoms All sectors
Vodafone Greece
Voice/Data WIND Hellas
Internet Communications Forthnet
access
External Links CYTA
Power Supply
Data Cen- Providing Economy Med Nautilus
ters / Cloud . Business OTE
Services Telecommunications Industry Lamda Helix
Information Internet Access
Technologies
Y Tel/Stances (ext. links)
Pow_er Supply Provid- Telecommunications
Web ser- ing Telecoms Economy ]
vices Internet Access Business il
ICT ConAbroad Small Providers

Table 3. Summary of the ICT Sector in Greece

Transportation Sector

The transport sector provides services to multiple other sectors and supports many
economic activities such as trading, tourism, industry, rural development and the ex-
ploitation of natural resources of Greece. The sector is subdivided into Road, Sea, Air
and Rail transport along with postal services.

Critical Critical Interdependencies Main
Subsector Service Depends upon Affects Stakeholders
Auvailability of Oil Provision of
Motorways Road Trans- Min. of Infrastruc-
. ’ ICT Systems -
National And 4 portation ture and Transport
Provincial Interoperability Infrastructure ; Technical Contrac-
Roads SOC'?' g‘ Ecor-] tors (Companies)
Environment & Weather nomic Growt
Road -
Provision Of - National and Inter-
T - -
ransport Road Passen- Motorwa;l/)i/z,cz\;t;{c;r;egsand Pro Trade national Transport
ger Transport Companies
And Cargo Availability of Oil Government Transport Agencies
. . Urban Transport:
Road Signage Business OASA, OSY, STASY
Environment & Weather Industry OASTH




Agriculture

Suburban Buses

Providing .
Availability Ferry LA, 6 MU
T ture and Transport
ransport
Min. of Shipping
ICT Systems Trade and Island Policy
Ports And .
Port Piraeus Port Au-
Interoperability Infrastructure Industry thority SA COSCO
Infrastructure SA
. n Thessaloniki Port
Shipping Environment & Weather Enterprises Authority SA
Agriculture Cirn % it
9 Authorities
Port Infrastructure Tourism
AVaIlabIllty of Mineral Re- Trade Ferry Operators
Coastal sources & Energy Transport Compa-
Transport & Marine Signaling System Industry nies
Transportation ICTS £ .
ystems nterprises Tourist Companies
Environment & Weather Agriculture
P, Hellenic Civil Avi-
Availability Air ation Authority
. Transportation Athens
Airports And ICT Systems Tourism International
Alrport Airport
Infrastructure — - -
Interoperability Infrastructure Hellenic Republic
- Asset Development
Aviation Environment & Weather Fund
Availability Petroleum ic Civil Avi-
y . o Tourism Heltl_enlt':AC:xll f?w
System Radar Air Navigation Trade ation Authority
_ Services AIRCARRIERS
Air Transport
ICT Systems
: Government | EUROCONTROL
Environment & Weather gencies
Greek Railways /
Network Rail Communications Systems & Trade OSE SA
Infrastructure Information Industry ERGOSE SA
GAIAOSE SA
i ail Infrastructure Networ rade "
Rail Rail Inf Network Trad Grgg'r‘nm‘:‘gys
Tran A
ansport Energy Availability Industry TRAINOSE SA
Rail Transport ICT Systems Business STASY SA
Interoperability Infrastructure Agriculture AMEL SA
Tourism TRAM SA

Table 4. Summary of the Transportation Sector in Greece




3 Method for determining and evaluating national CI

This section describes a methodology for identifying and evaluating national ClI,
structured as a sequence of steps. Each step provides a brief description, the data (or
parameters) input necessary for the execution, and implementation actions needed and
expected results. The development of the methodology took into consideration previous
work from other EU members [7-12,16-20,26], since following a best practice and cre-
ating a common baseline throughout the EU is of outmost importance.

Categories of criteria for the integration of candidate CI were defined inside the
methodology. These include direct assessment criteria, time-based criteria and indirect
criteria used to evaluate the “importance” of the CI. Direct evaluation criteria are based
on the assessment of potential impact (impact-based classification) that are expected to
manifest after an attack on relevant infrastructures.

Time-based criteria such as estimated recovery time, and estimated impact evolution
over time are used for prioritizing CI within each risk level. Indirect criteria consider,
amongst others, second order dependencies, which may eventually upgrade a candidate
Cl to a higher criticality level, e.g., when other critical elements depend on it. Indeed,
the analysis of interdependencies between CI can identify CI that might have been un-
derestimated during previous analysis [13-15,21-25].

For each critical service sectorial and horizontal criteria are utilized for the identifi-
cation of its most important subsystems. The methodology does not take into account
threats (threats or scenarios), nor does it assess them according to their likelihood. A
schematic overview of the described Methodology is presented in Figure 1.

Implementation Methodology Guide of Critical Infrastructure Identification

Indentification of initial list

of critical sectors and Initial List of critical sectors and subsectors
subsectors

1 . . Administrative Approach
Indentification of potential

critical services per
sector/subsector Operator-based Approach

Assessment of potential 3.1 Direct Criticality 3.2 Temporal 3.3 Indirect
critical services Rating Effects Analysis Criticality Rating

r Y r'y r Y H

0 0 . H

' . ! i

- Geographicscope - Fast Impact, Slow Restoration v :

SHUmAn ke sey - Slow Impact, Slow Restoration - Incoming Dependencies H

sLErT s - Fast Impact, Fast Restoration - Outgoing Dependencies |

- Environmental impact - Slaw Impact, Fast Restoration H

- Consequences for the public H

_____________________________________________________________________ a
Evaluating Critical Systems / 4.1 Application of 4.2 Application of
Subsystems per service Sectoral Criteria Horizontal Criteria

Figure 1. Schematic overview of the methodology



STEP 1: Initial list of critical sectors and subsectors

Short description. In the first step an initial list of potential national critical sectors and
subsectors per sector is catalogued. Sectors and subsectors from the list of services of-
fered in Table 1 are used as input.

Implementation. Cataloguing of the initial sectors/-subsectors list is performed by a
central authority. Typically, this can be coordinated by the respective competent body
for the protection of national CI.

Results. The initial list of critical sectors/sub-sectors will be given as input to Step 2
and Step 3.

STEP 2: Identify potential critical services per sector/subsector

Short description. For each critical area, potential critical services are identified. The
list compiled from Step 1 can be considered as initial parameter in the process of iden-
tifying potential critical services per sector/sub-sector, along with good-practices from
EU members [9-12] which are mature enough when it comes to implementing strategies
for the protection of national Cl.

Implementation. There are two alternative approaches that can be followed to identify
possible national critical services sector/subsector [7]:

Administrative Approach. A list of potential national critical sector services is compiled
at a central, administrative level, in cooperation with a competent Authority. According
to Operator-based approach, a Critical Operator list is compiled (in-line with relevant
legal frameworks). Operators will be responsible to identify critical services that are
involved in.

Results. The list of critical services sector/subsector will be given as input to Step 3 for
the risk assessment of possible critical services per sub-sector.

STEP 3: Assessment of potential critical services

Short description. Possible critical elements from previous steps (sub-sector and/or ser-
vices by sub-sector) are assessed and prioritized using specific criteria. Initial parame-
ters that can be considered for the evaluation of potential critical subsectors/services
are:

— The initial list of possible critical sectors/subsectors from Step 1.

— The initial list of potential critical services from Step 2 (this list may include the list
from Step 1).

— The non-binding guidelines of the European Council [5] on the implementation of
the horizontal criteria during the evaluation of Cl.

— Good practices from EU members [12].

Implementation. Depending on the approach taken during Step 2 (Administrative ap-
proach or Operator-based approach), the following checks are applied, either at central
level or in collaboration with Critical Administrators:



Step 3.1. Direct criticality rating. All potential critical services are assessed, based on
the immediate consequences that would result from their breach or failure. This is
achieved by applying selected horizontal criteria, from the following list [5-6]:

— Geographic scope: The scope of the area to be affected by an event.

— Human losses: The number of victims and/or injured people.

— Economic impact: The impact in a macro and/or macro-social level.

— Environmental impact: Long-term environmental effects.

— Consequences for the public: Impact of events affecting the people, which does not
directly relate to any of the previous criteria.

Step 3.2. Temporal effects analysis. The following are evaluated for each critical servi-
ce: (a) the time required for the manifestation of maximum impact and (b) the time
required to fully restore a service after a possible attack manifestation. Time analysis is
used for the classification of critical services within each level of criticality. Temporal
analysis is used for prioritizing services within the same criticality level. Specifically,
depending on the scores for (a) and (b) each critical element is assigned to a specific
category (Step 3.3).

Step 3.3. Indirect criticality rating. Any possible critical service is also analyzed based
on the indirect effects that can cause during a failure scenario. Indirect effects depend
on two factors:

— Dependencies of the service in question with other critical services. Whether and
how much other critical elements may depend on this particular service.

— Evaluation of indirect criticality is performed by utilizing one or more horizontal
criteria, from Step 3.1.

Results. The list of prioritized sub-sectors and services per sub-sector, as well as a table
of interdependencies between sub-sectors/services will be provided as input to Step 4,
to assess the criticality of (sub) systems per critical service. This step determines a list
of possible European critical sectors/subsectors or services. For each horizontal crite-
rion to be applied, criticality levels are described using a quality scale (e.g. Low, Me-
dium, High). For each level, a minimum quantitative impact threshold is set.

STEP 4: Evaluating Critical (sub) systems per service

Short description. For each critical service, a list of involved owners-managers is com-
piled, from which (or in collaboration with whom) a second list of the most critical
subsystems that support this service is compiled.

Implementation. According to the approach proposed by the EPCIP framework [5-6],
certain criteria must be applied at each sub-sector for the characterization of a subsys-
tem as a possible Cl inside a service (Step 4.1). This is to check whether a subsystem
meets at least one horizontal criticality criterion (Step 4.2).

Results. This step provides a list of the most critical subsystems per service. This will
be the actual list of national ClI, according to the 114/2008/EC Directive. As part of a
National CI Protection Program, Cl owners-operators in collaboration with a qualified



national body must identify the most important assets per critical subsystem and de-
velop Operation Security Plans (OSP) and Contingency Plans (CP) to protect the CI
(Annex Il - 114/ 2008 /EC Directive).

Step 4.1: Application of Sectoral Criteria: Sectoral criteria are technical or operational
criteria used to identify potential critical subsystems. These criteria do not report, alt-
hough hint, potential repercussions (e.g. obstruction or shutdown of a subsystem). In-
stead, they only refer to certain inherent characteristics. In particular, the sectoral crite-
ria may refer to [5-6]:

— Technical properties. For example, quantifiable characteristics, such as dimensions,
capacities, distances, speed, data volume, etc.

— Non-technical properties. For example, identifiable features such as recovery time,
recovery costs etc.

To identify a subsystem as potentially critical, it should exceed a predetermined thresh-
old (threshold) concerning the values of some sectoral criteria.

Step 4.2: Application of Horizontal Criteria: For each subsystem that provides essential
services, we assess the severity that its loss or dysfunction would have on society. A
subsystem is critical when it meets at least one of the horizontal criticality criteria, con-
cerning the direct (Step 3.1) or indirect criticality (Step 3.2). Also, criticality evaluation
takes into account parameters such as the availability of alternatives, the turning-point
for "painful” consequences, as well as the time needed for recovery.

STEP 5: Periodic re-assessment of Cl

Short description. All critical and relevant factors concerning the criticality of a Cl and
relevant services should be reassessed after some time by applying all steps of the meth-
odology at regular intervals.

Input data. All results of the previous evaluation of critical components (sectors, sub-
sectors, services, systems).

Implementation. The reassessment may be general (step 1, taking into account the pre-
vious critical services list), or may refer to a particular sector/subsector (step 3) or ser-
vice (step 4). The reassessment scope is determined by a qualified body in collaboration
with stakeholders. The need for reassessment should be determined on a mid-term ba-
sis; the period must be fixed in advance, regardless of whether changes in the collected
data occur or not.

Results. The amended list of critical elements and CI or the update of the previous as-
sessment of critical components (domains, subdomains, services and systems.

3.1  Applying evaluation criteria on candidate national CI

After establishing all parameters for evaluating potential Cl, the description of the
national Cl assessment methodology is complete and will now be applied to the Greek



Energy and ICT sectors. During the implementation of the horizontal evaluation crite-
ria, the estimated impact always refers to the worst-case scenario.

Therefore, when analyzing potential impact values listed in the tables below, the
value attributed to each impact corresponds to the most negative potential effect that is
likely to occur.

Also when we applied the criteria, there happened to be some cases where the as-
sessment could not get unique value assignments, thus values were assigned on the 1-
2 impact scale. When a qualified national body implements a full version of the above
methodology, every service criterion should be assigned only one scale value.

Energy Sector evaluation

The Energy Sector includes the following sub-sectors: Electricity, Oil and Natural
Gas. Tables 5-7 summarize the evaluation of each sub-sector and key dependencies
recorded, incoming and outgoing, by sub-sector.

Based on the application of the evaluation criteria and taking into account the record
from providers/-operators per service, our evaluation provided the following:

¢ In the Electricity sub-sector all services are assessed as high critical, both for direct
and indirect dependencies. To an extent, they also depend on one provider/IM (PPC).

e Concerning the temporal analysis of impact, the Production and Distribution services
have higher priority than the electricity market service, as far as recovery time is
concerned.

o At the subsystems level, all subsystems used to support this sector’s services must
be tested using corresponding sectoral criteria.

Direct Assessment (Horizontal Criteria) Time Criteria
Indirect
7 Assessment
Services | Geographic | Economic Human Envi C e Recovery d
consequence (due to
al width Loss Casualties I Cons. to the Public . q - Time dependencies)
manifestation P!
. Irmportant % Potential Loss [ Potential in Effect on the Rapid consequence
Production of|  Territory P £ GNP °| incase of case of lives of million manifestation Affects most CIs
E\:ctncal o accident accident citizens Slow recovery
ower
LEVEL 3 LEVEL 3 LEVEL 1 LEVEL 1 LEVEL 3 CATEGORY 3 LEVEL 3
Transportati T EEND O zote:t|§| Losi Effect on the Rapid consequence
on/ Territory P Q) [CHR= 9 [iz=1E lives of million manifestation Affects most Cls
Distribution of GNP on Health o
citizens Slow recovery
of Electrical Sector
IRoEr LEVEL 3 LEVEL 3 LEVEL 1 LEVEL 3 CATEGORY 3 LEVEL 3
) . tant o Effect on the Rapid consequence
Electrical | reritory |TTPOMANt o lives of million manifestation Affects most Cls
Power of GNP °
citizens Slow recovery
Market
LEVEL 3 LEVEL 3 LEVEL 3 CATEGORY 2 LEVEL 3

Table 5. Application of Criteria - Electricity subsector



Direct Assessment (Horizontal Criteria) Time Criteria Indirect
. i Assessment
Services | Geographic | Economic rmren | Eremmar|| e U Recovery (due to
al width Loss Casualties I Cons Ssitolthe e Time i
. Public manifestation dependencies)
May cause Serious
Oil loss of life conseguences
Extraction LEVEL 1 or
LEVEL 1 LEVEL 2
N Effect on the Slow consequence
. Important %| May cause Serious A - y ;
oil Territory of GNP loss of life COTEIETEES I\ves.gf million manifestation Affects most CIs
. citizens Slow recovery
Refinement
LEVEL3 | tevers | tever: | EVEL1OT | iever3 CATEGORY 2 LEVEL 3
LEVEL 2
. Effect on the Slow consequence
. N Important %| May cause Serious
Qil Territory P ° Y " lives of million manifestation Affects most CIs
. of GNP loss of life consequences o
Transportati citizens Slow recovery
on
LEVEL 3 LEVEL 3 LEVEL 1 ETEL D LEVEL 3 CATEGORY 2 LEVEL 3
LEVEL 2
. Effect on the Slow consequence
- Important %| May cause Serious
Territory s ° Y . lives of million manifestation Affects most Cls
. of GNP loss of life consequences L
Oil Storage citizens Slow recovery
LEVEL 1 or LEVEL 1 or
CATEGORY 2
LEVEL 3 LEVEL 3 LEVEL 2 LEVEL 2 LEVEL 3 LEVEL 3
Table 6. Application of Criteria - Oil subsector
Direct Assessment (Horizontal Criteria) Time Criteria Indirect
Services | Geographic | Economic Human |Environmenta| COnSSauenc UmOET Recovery (due to
al width Loss Casualties I Cons Ssitouthe G RAIES Time i
- Public manifestation gependencies)
. . Affects > 2 CIs
Transportati ) Important % Pqtentlal Loss Low ?ffect on.t.he Rapid consequence (Industry
on & Territory in case of lives of million manifestation Al
of GNP . consequences e Electricity
Distribution accident citizens Slow recovery Production)
g o™ [ ievers |tevELSor| teveLtor [ eveLtor [0S CATEGORY 3 LEVEL 3
LEVEL 2 LEVEL 2 LEVEL 0
Potential Loss . Affects > 2 CIs
" Important %)| due to impact Low .EffeCt on.t.he R c.onseqlﬂence (Industry,
Territory lives of million manifestation L
Natural Gas of GNP on Health consequences o Electricity
s citizens Slow recovery Producti
Storage ector roduction)
LEVEL 3/ LEVEL 1/ LEVEL 1/
LEVEL 3 LEVEL 3 CATEGORY 2 LEVEL 3
LEVEL 2 LEVEL 2 LEVEL 0

Table 7. Application of Criteria - Natural Gas subsector

ICT Sector evaluation

The ICT sector includes the Telecommunications and Information Technologies
subsectors. Table 8 presents the evaluation of these subsectors.

Based on the application of the evaluation criteria and taking into account the record
from providers/operators per service, our evaluation provided the following:

e The Communications sub-sector has increased impact in Greece. All services show-
ed that they are of high criticality, both in direct and in indirect evaluations of de-
pendencies. The Communications sub-sector services depend to a large extent, from
a single provider (OTE).

Concerning the temporal analysis of impact, it was shown that both the voice/data
communication services and the provision of Internet services present fast impact
effects but rapid recovery times, thus fall within the same priority level.



Direct Assessment (Horizontal Criteria) Time Criteria Indirect
. Assessment
Services | Geographic | Economic Human |Environmenta| CoNSequenc neiod Recovery (due to
al width Loss Casualties I Cons Ss\toithe EDELEAIES Time i
. Public manifestation dependencies)
Important % Id?otetnt@I Losi Effect on the Rapid consequence
Voice/Data | Territory P o[ due to Impac lives of million manifestation Affects most Cls
- of GNP on Health e .
communicati - citizens Rapid recovery
N Sector
on services
LEVEL 3 or
LEVEL 3 LEVEL 2 LEVEL 1 LEVEL 3 CATEGORY 2 LEVEL 3
Potential Loss
N Effect on the Rapid consequence
3 Important %| due to impact . - . .
Tt Territory of GNP on Health Ilves_qf million rna{ﬂfestatlon Affects most CIs
L citizens Rapid recovery
Provision Sector
LEVEL 3 or
ATEGORY 2
LEVEL 3 LEVEL 2 LEVEL 1 LEVEL 3 C GO LEVEL 3

4

Table 8. Application of Criteria - Telecommunications subsector
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