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Introduction

An unconventional attack

Dropping malware modules to multiple smartphones, 

over the air and from some meters away, 

using: (a) the sound medium, and 

(b) an algorithm (similar to Shazamôsaudio fingerprinting).

Trojan droppers

Á Carrier or delivery vehicles for the payload to be dropped on victim machines.

Á Open a way for attack (download and install core malicious modules).

Á Among the top 5 worst malware threats; especially for Android.

Å Network channels are hardened to prevent droppers from delivering their

payloads.

Á This paves the way for alternative routes of infiltration .



Unconventional Communication Channels

Covert Channels

Á Mechanismsnot designed for communication.

Á Can be abused to transfer information objects between

processesnot supposed to communicate.

Such attacks:

Á Utilize several fields.

Á Exploit several media.
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Related Attacks

Bad-Bios (2013)

BIOS level malware which communicates with ultrasonic sound between air-gapped 
laptops.

AirHopper (2014)

Exfiltrate data from an isolated computer to a nearby mobile phone, using FM 
frequency signals.

BitWhisper (2015)

Covert signaling between air-gapped computers using thermal manipulations.

GSMem (2015)

Exfiltrate data from air -gapped computers over cellular frequencies.

C3APSULe (2020)

Leak data across FPGAs through voltage-dependent channels.



Dropping malware through sound injection

Å A malware payload is concealed within musicôs inaudible frequencies.

Å A dropper software masquerades as a smartphone app that needs microphone access.

Å Injected music is played back near the smartphone with dropper app installed.

Å Attacker takes control of an Android device and acts maliciously using Meterpreter 

commands (e.g. take photo, display running process, search for a file, record sound, etc.).



Attack Model

Necessary implementations to drop payloads via music

Malware music injector (MATLAB script)

Á Executes an STDFT algorithm to convert music to frequency tables and back.

Á Embeds payload data as peaks of magnitude inside inaudible audio frequencies.

Dropper software app (smartphone application)

Á Records music as an audio file via the microphone.

Á Generates audio fingerprints of the file by mapping peak frequencies using STDFT.

Á Uses this mapping to locate and extract hidden malicious symbols.

Á Converts them to shellcode payload based on a hardcoded mapping.

Short-Time Discrete Fourier Transform (STDFT)

ÁYields frequency information at different time instances.

ÁSpectrogram: intensity plot of STFT magnitude over time

(horizontal axis: time, vertical axis: frequency).



Attack Model ïAlphabet Definition

Shellcode

Á Small series of bytes that represent executable machine-language code.

Injection range: ~15.0 -19.5 KHz

Á In principle, the human ear can hear approximately between 20Hz and ~18KHz.

Á In fact, we do not hear sounds above 14KHz, even lower when noise present.

Payload: Encoded in base64 characters

Á Every base64 symbol is assigned to a specific frequency bin. 

Á 66 frequency bins in total, i.e.: 

Á 64 for all base64 characters 

Á 2 markers for beginning and ending of a full malware repetition



Attack Model ïInjection Process

1. MATLAB script: Takes as input a shellcode payload, embeds it into a ñ.wavò audio file.

Å Assigns 16.2Db power to mark a particular frequency as an inserted peak.

Á Higher values produce audible distortions.

ÁLower values have dramatic impact on attackôs effective distance.



Attack Model ïThe Dropper

2. The dropper app is installed inside the victimôs smartphone.

I. Victim grants permissions for microphone access.

II. For random, limited amounts of time, dropper app records music played in the vicinity.

III. If dropper detects symbols of malicious data, starts recording and extract malware.



Attack Experimentation

A 65-byte Meterpeter reverse TCP payload was injected to 22 different songs.

Á Use of different music genres and languages (rock, pop, folk, English, Greek etc.)


