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Jnconventional Cyber Attacks:
Facts - Not Fakes
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An unconventional attack

Dropping malware modules to multiple smartphones,
over the air and from some meters away,
using: (a) the sound medium, and

(b) an algorithm  (similar to S h a z aaodi $ingerprinting).

Trojan droppers
A Carrier or delivery vehicles for the payload to be dropped on victim machines.
A Opena way for attack (download and install core malicious modules).

A Among the top 5 worst malware threats; especially for Android.

A Network channels are hardened to prevent droppers from delivering their

payloads.

A This paves the way for alternative routes of infiltration .



Covert Channels

A Mechanismsnot designed for communication.

A Canbe abused to transfer information objects between
processesnot supposedto communicate.

Such attacks:

A Utilize several fields.

A Exploit several media.
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BIOS level malware which communicates with ultrasonic sound between air-gapped
laptops.

Exfiltrate data from an isolated computer to a nearby mobile phone, using FM
frequency signals.

Covert signaling between air-gapped computers using thermal manipulations.

GSMem (2015)

Exfiltrate data from air -gapped computers over cellular frequencies.

C3APSULe (2020)

Leak data across FPGAs through voltagedependent channels.




A°'A mal ware payload is concealed within mu

A A dropper software masquerades as a smartphone app that needs microphone access.
A Injected music is played back near the smartphone with dropper app installed.
A Attacker takes control of an Android device and acts maliciously using Meterpreter

commands (e.qg. take photo, display running process, search for a file, record sound, etc.).

B4 ¢

Cﬁ Smartphone app; ication store
Cﬁ C@ 1. User downloads
Cﬁ masqueraded app
Installed speaker

(e.g. in cafereria)

2. Music pfa vback
in the vicinity

' / 3. A.pp records 4. App extracts
\ / nearby payload and
www W music executes it allowing

= Victim's adversary access

. C@ smartphone

Portable Bluetooth
Speaker



A
A

A

> > D

Necessary implementations to drop payloads via music

Malware music injector (MATLAB script)

Executes an STDFT algorithm to convert music to frequency tables and back.

Embeds payload data as peaks of magnitude inside inaudible audio frequencies.

Dropper software app  (smartphone application)

Records music as an audio file via the microphone.
Generates audio fingerprints of the file by mapping peak frequencies using STDFT.
Uses this mapping to locate and extract hidden malicious symbols.

Converts them to shellcode payload based on a hardcoded mapping.

Short-Time Discrete Fourier Transform (STDFT)

AYields frequency information at different time instances.
ASpectrogram: intensity plot of STFT magnitude over time

(horizontal axis: time, vertical axis: frequency).




Shellcode
A Small series of bytes that represent executable machine-language code.
Injection range: ~15.0 -19.5 KHz
A In principle, the human ear can hear approximately between 20Hz and ~18KHz.
A In fact, we do not hear sounds above 14KHz, even lower when noise present.
Payload: Encoded in base64 characters
A Every base64 symbol is assigned to a specific frequency bin.
A 66 frequency bins in total, i.e.:

A 64 for all base64 characters

A 2 markers for beginning and ending of a full malware repetition

Assigned
Base64 Character | Frequency-Bin
Indexes
start 710
A 713
B 716
+ 899
/ 902
end 905
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A Assigns 16.2Db power to mark a particular frequency as an inserted peak.

A Higher values produce audible distortions.
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x3eix26\x31'x39'x30

p a

values have dramatic I mpact on atta
Frequency Bin
Indexes Serics
String Sampling Rate 44.1 kHz
ma
MDwmM ... Chamr;crs Frequency Range 14.5 - 19.5 kHz
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I.  Victim grants permissions for microphone access.

II.  For random, limited amounts of time, dropper app records music played in the vicil

lll. If dropper detects symbols of malicious data, starts recording and extract malware

Recorded audio segment

Convert

stereo to

mono

Windowing
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Apply STDFT to
each frame

Hexadecimal Shellcode

w303cix26'%3 14x39 . ..
x3eix26Wx31'x394x30

Base64 decoding

A

Match frequency
bins to base64
characters
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Sampling Rate

44.1 kHz

Frequency Range

14.5 - 19.5 kHz

Window Length

2048 samples

Window Overlap (%)

50%

Window Type

Periodic square
root (WOLA)

Injection Value
(Magnitude)

10 X log,((42) =

Y

Find Peaks

Calculate magnitude of
all frames

Normalize very small

peaks

Filter out extra peaks

Isolate a full malware

Convert to log-

de t he

magnitude domain
(decibels)

cycle

Subtract mean
magnitude
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Locate local maxima [«

Dilate spectrogram




A 65-byte Meterpeter reverse TCP payloadwas injected to 22 different songs.

A Use of different music genres and languages (rock, pop, folk, English, Greek etc.)



