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SURVEY METHOD

■ Four steps:

– Survey protocol and scope 
development,

– Search and identification of selected 
studies based on scope,

– Screening of literature based on 
quality,

– Reporting (extraction of information, 
synthesis and reporting of findings). 

■ Detected documents (455 files) both from 
academia and grey literature (reports, 
white papers, company publications etc.). 



MITRE ATT&CK

■ Knowledge base of adversary tactics and techniques based on real-world 
observations.

– Specific 3-Level section for adversary actions while operating within an ICS 
network.

■ Used for the development of threat models and methodologies.

■ Encodes 81 types of techniques for 11 attack tactics, from initial exploitation and 
execution to lateral movements and potential impact.



MITRE CAPEC

■ Common attack pattern enumeration & classification

■ Dictionary of known attack patterns of attack employed by adversaries 

to exploit known weaknesses in cyber-enabled capabilities.



TYPICAL O&G ARCHITECTURES

■ Downstream, midstream and upstream follow the same general ICS 

architecture, even though complexity and assets differentiate.

■ Upstream and midstream infrastructures deploy SCADA systems for 

similar monitoring purposes. 

– Upstream mostly focuses on well extraction, separation of oil and 

gas and exporting to pipes. 

– Processes differ and safety checks vary but ICS architecture (e.g. 

PLC, RTU, relays, etc.), connectivity (protocols, routing devices, 

communications media) and use-cases (HMI, server types, etc.) 

largely remains the same for midstream AGIs and upstream 

facilities. 



TYPICAL O&G ARCHITECTURES



TYPICAL O&G ARCHITECTURES



MITRE ATT&CK MAPPING



TAXONOMY OF POTENTIAL ATTACKS

■ CAPEC and ATT&CK used 
complementarily

– CAPEC’s attack 
patterns used by 
techniques described 
in ATT&CK. 

■ Mapped most popular 
attacks and attack types 
with ATT&CK’s adversary 
tactics and techniques

■ Novel taxonomy helps 
identify most vulnerable 
assets per type of attack. 



CYBERATTACK IMPACT ASSESSMENT

■ Generic impact assessment method to supplement security incident 

classifications. 

■ Utilizes typical risk assessment concepts and notions, as defined in 

numerous standards and reports, e.g. ISO 27005:2005 and NIST 800-53.

■ Mostly interested in extent of damage caused, not on vulnerability that 

triggered a security event or the underlying threat that caused the attack.

■ Not a full risk assessment of the recorded attacks. 

■ Proposed qualitative levels described by four (4) dimensions 

– Represent different types of impact: (i) Economical, (ii) Societal, (iii) 

Environmental, and (iv) Operational. 

– The three values quantify these dimensions, based on standards and 

Directives like NIST, ISO and SEVESO-III.



IMPACT ASSESSMENT OF RECORDED 
CYBERATTACKS



IMPACT ASSESSMENT RESULTS

■ Upstream often erroneously considered to 

be less targeted than downstream. 

– True in the past, due to remote and 

disconnected nature. 

– Modern upstream not safe.

■ E.g. attack allegedly shut down an oil rig 

off the coast of Africa by tilting it 17 

degrees. 

– Attributed to manipulation of ballast 

control through PLC-actuator 

command-and-control. 



IMPACT ASSESSMENT OF RECORDED 
CYBERATTACKS

■ Only seven (7) documented ICS security events exist against midstream pipeline 
networks. AGI’s primarily targeted.

– Baku-Tbilisi attack caused temporary disruption in pipeline transfers using over-
pressurization, allegedly through the camera network.

– Some unintended events from unprocessed commands caused an endless loop to 
trigger and disrupt controls in all flow operators 

■ Downstream presumed to be the most common target.

– SHAMOON targeted national oil companies including Saudi Arabia’s Saudi Aramco 
and Qatar’s RasGas through spear phishing. 

– HEXANE attacks target O&G telecommunications in Africa, Middle East, and 
Southwest Asia (2018) 

– Night Dragon attack caused data theft  and affected downstream infrastructures of 
oil, energy and petrochemical companies around the globe.



MITIGATION AND SECURITY CONTROLS

■ Patterns exist common to all ICS 

– Some attack types are far more common than others.

– Security controls able to mitigate risk in common patterns.

■ Top issues along with relevant mitigation controls are:

1. Numerous attacks by insiders with partial access to systems. 

■ Need for extended segregation of duties and minimum privileges measures to 
employees. 

■ Strong authentication and access control procedures with help minimize the 
damage from such threats. 

2. Spear phishing attacks one of the top techniques used. 

■ Employee training and awareness along with strong security procedures and 
internal audits. 

3. Use of legacy equipment and the lack of proper patching procedures a top 
cybersecurity issue.



MITIGATION AND SECURITY CONTROLS



CONCLUSIONS

■ Clear indication that current attacks in oil and gas systems follow similar attack trends 

for common ICT systems. 

■ Most common attack vectors include:

– spear phishing through email

– external attack (malware or injection) to exposed devices

– user execution, either intentionally (malicious insiders) or erroneously 

■ Tables referred to herein are partial depiction of an analysis of attacks presented in: 

Stergiopoulos, G., Gritzalis, D. Limnaios, E., “Cyber-Attacks on the Oil & Gas Sector: A 

Survey on Incident Assessment and Attack Patterns”, IEEE Access, 8, 1284-475, 2020.
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