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Truths (or not?)

“Microsoft has vast resources, 

literally billions of  dollars in cash or liquid assets reserves. 

Microsoft is an incredibly successful empire built on 

the premise of  market dominance with low-quality goods”

Richard A. Clarke

Cyber War: The Next Threat to National Security

and What to Do About It

http://www.richardaclarke.net/
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Cyber Attack and Cyber War

Cyber Attack is every illegal action, which takes place through the 

use of  computers and electronic networks, and results in the 

disruption or degradation of  services, in order to upset the public and 

affect the population of  a country or the state, and force them to 

accept specific political, social, or ideological objectives.

Cyber War is the use of  computer and computer networks – and 

mainly the Internet to conduct war in the cyber space, 

which is declared, based on a protocol that classifies specific cyber 

attacks as actions of  war, and is conducted - mainly but not only -

through the use of  cyber attack/cyber defense.



Interdependencies and networks
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Cyber Defense: The role of  the State

Role?

Duty for national critical infrastructure protection

Plan, defend, and react against  (mainly large) scale attacks

Promote and support awareness, prevention, and training

Support Research & Technological Development

Why?

Availability of  required resources

Access to the required know-how

Legal right to coordinate actions, on a national level

Legal right to act proactively



Cyber Defense: The role of academic community

Role?

Supply state-of-the-art technology

Participate to cooperation activities, on a national level

Focus on research and development activities

Promote awareness and timely training of  new scientists

Why?

Contribute to the National Security

Organize and support Centers of  Excellence

Carry out assess and evaluation activities

Exploit and improve international academic cooperation



Promote public awareness, clarifying the real dimension of  the 

threat, without exaggerations or oversimplifications.

Train involved staff, so they can detect attacks in time and limit 

the impact of  a cyber attack against an infrastructure.

Improve the coordination, communication, and cooperation 

between public and private stakeholders.

Evaluate and assess the national strategic plan for dealing with 

cyber threats.

National cyber defense exercises: Why?
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Generic principles of the academic community

1. Working together with all involved parties

(The target is the cooperation –

not the competition among individuals/institutions)

2. Open and synergetic procedures

(Utilizing all available resources –

no exclusions and no discriminations)

3. Multilateral communication and support

(All parties involved support each other –

no one-way activities)



ΠΑΝΟΠΤΗΣ-2010 και ακαδημαϊκή κοινότητα
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(Χ+Υ): Χ Professors, Y Researchers/Network Admins

Players: 14 Universities, 4 Technological Institutes,  

3 National Research Institutes , 2 National Commissions

Totals: 85 Experts (31 Professors, 54 Researchers)
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Inventory of experts: A corner stone

Specification of  an 
inventory of  experts

Identification and 
registration of  experts and 

their skills

Exploitation of  the 
existing expertise

Domain of Expertise:  

(6) Network, Web and Communications Security 

Sub- Domains Notes 

6.1 Network Security Protocols  

6.2 Wireless Network Security  

6.3 Distributed Systems  

6.4 Secure Networking  

6.5 IDS and Malicious Software Protection   

6.6. Security Network Technologies   

6.7 Special Purpose Network Systems  

6.8 Legal Issues   

  

Domain of Expertise:  

(8) Forensics 

Sub- Domains Notes 

8.1 Steps  

8.2 Data Collection  

8.3 Network & Web Forensics  

8.4 Database Forensics  

8.5 Hardware Forensics  

8.6 Data Usage Prerequisites  

8.7 Psychology   

 

Theoharidou M., Gritzalis D., “A Common Body of Knowledge for Information Security”, IEEE Security & Privacy, Vol. 4, No. 2, pp. 64-67, March/April 2007.

 

 

 

 

 

 

 

 

 

 

CBK: Information Security & Critical 
Infrastructure Protection  

Prerequisite Knowledge, Basic Terminology and 
Security Models 

Access Control and Authentication 

Cryptography 

Network, Web and Communications Security 

Database Security 

Software Security 

Information System  

Security Management 

Ethical, Social, Psychological 

and Legal Issues 

Forensics 

Physical Security and 

Critical Infrastructure Protection 



1. Distributed DoS Attack: Players were asked to defend against a 

SYN flooding attack, which initially targeted a single 

organization, but soon affected a large number of  

systems/organizations.

2. Spear-Phishing  email  Attacks: Malicious Spoofed emails were 

send to specific targets, asking them to perform certain actions 

and/or containing malicious payloads. Players had to identify and 

report the malicious emails.

3. Incident Handling: A disk image of  a compromised Linux system 

was given for analysis to the players. The objective was to detect 

the actions performed by the attacker.

PANOPTIS 2010 - Attack scenarios (1/3)
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4. Data Leakage: Players were asked to analyze a suspicious email 

and detect if  the message or its contents contained hidden 

sensitive information.

5. Web Hacking: Players were asked to deploy a well-known open-

source application and harden it. Later on, this system was 

attacked by the Red Team to test the player’s defenses.

6. Web DoS: Players were asked to install a well-known Web Server 

and harden against DoS attacks. Later on, this system was 

attacked by the Red Team to test the player’s defenses.

PANOPTIS 2010 - Attack scenarios (2/3)
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7. Malware Analysis: Two types of  malware (one well-known and 

one proprietary) were given to the players, who where asked to 

analyze them and report their actions.

8. Legal Conflict: The legal team of  the players were asked to 

analyze a hypothetical - still realistic - legal conflict.

9. Web Defacement/System Misconfiguration: A vulnerability of  a 

popular application server was exploited, allowing an attacker to 

gain access to the system. Players were given the web and 

application servers logs, and  asked to identify the vulnerability 

and propose corrective actions.

PANOPTIS 2010 - Attack scenarios (3/3)
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Some preliminary conclusions

 The academic community proved to be a major player in a 

national cyber defense exercise.

 A number of synergies were identified between the 

academic community and the public institutions involved.

 A need for viable durable cooperation schemes, between 

academic community and public agencies, emerged.

 Adequate exploitation of expertise can be better ensured 

through adequate national organizations planning.

 A stronger focus of the academic community on specific 

research and development tasks is considered essential.

 The academic community can play the first role towards 

promoting the awareness of the public on cyber defense.
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