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ABSTRACT

Recent research has shown that Critical Infrastructures are highly interconnected, whether they
are manifested as processes, systems, facilities, assets, or services. The modeling and analysis
of these interdependencies is a research field with an increasing interest. Dependency and risk
analysis of these interconnections can be a computationally intensive problem but can also
yield useful results that aid risk assessments and offer risk mitigation alternatives. This paper
identifies and classifies most existing tools, frameworks, and methodologies that can serve as
a common baseline for threat identification and risk assessment. Then, it compares their attri-
butes and technologies. Conceptual and qualitative studies about infrastructure interdependen-
cies, as well as their modeling and simulation approaches, are also examined. The comparison
of the tools is based on two different aspects, i.e., the purpose (i.e. functionality goal) that each
tool serves, as well as its technical modeling approach. For tools that are not publicly available,

the classification used information from published articles and reports.
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CRITICAL INFRASTRUCTURE PROTECTION TOOLS:
CLASSIFICATION AND COMPARISON

1. INTRODUCTION

Critical Infrastructures (Cls), as referred to by the United States (US) Dept. of Homeland Se-
curity, are “the assets, systems, and networks, whether physical or virtual, so vital that their
incapacitation or destruction would have a debilitating effect on security, national economy
security, national public health or safety, or any combination thereof” [1]. Cls protection met-
hodologies, models and simulations may be used to understand infrastructure systems, their
interdependencies, their vulnerabilities, and the impact of potential failures and their propaga-
tion across interdependent infrastructure systems, based upon risk assessment reports for all
Cls involved. These methodologies may also be used to support training exercises, performan-
ce measurement, conceptual design, impact evaluation, response planning, vulnerability ana-
lysis and economic impact.

The goal of this paper is to capture the current information and compare existing Critical
Infrastructure Protection (CIP) tools and methodologies that can serve as a common baseline

mainly for CI risk analysis and assessment.

2. CLASSIFICATION AND COMPARISON OF CIP MODELING TOOLS

We have based the classification and comparison of CIP related tools and methodologies on
two different aspects: (a) the Purpose (i.e. functionality) served by each tool [1,11], and (b)
their Technical Modeling Approach [6]. The categories used for each classification are:
o for classification based on purpose: (i) risk identification, (ii) risk assessment, (iii) risk
prioritization, (iv) risk mitigation planning, and (v) effectiveness evaluation.
e for classification based on technical approach: (i) Empirical approaches, (ii) System
dynamics based approaches, (iii) Agent based approaches, (iv) Network based ap-

proaches and (v) Other approaches.



In this paper we identified and analyzed 68 CIP tools, most of which were developed in the

United States [2] (a brief description of these tools is included in the appendix).

2.1 CLASSIFICATION OF CIP TOOLS BASED ON THEIR PURPOSE

According to the National Infrastructure Protection Plan (NIPP) [11], tools, frameworks,
and methodologies are classified according to the purpose that they serve, i.e. the stage of the
risk management framework that they aid with their output. A model of the serial process is

shown in Figure 1 (based on the NIPP Risk Management Framework).
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Figure 1. NIPP framework for Cis protection and risk management [11]

After setting the security goals, the following goals should be achieved, in serial order:

1. Risk Identification (RI): Identification of assets, potential vulnerabilities and events along
with relationships.

2. Risk Assessment (RIA): Assessment of probabilities and consequences of risk events. May
include cost, schedule, performance impacts and functionality impacts.

3. Risk Prioritization Analysis (RP): Aggregate and analyze risk assessment results, establish
priorities that provide the greatest mitigation of risk. Criticality of risk is assessed with the
use of decision-analytic rules, applied to rank risk events from most critical to the least.

4. Risk Mitigation Planning and Implementation (RMP): Selection of sector-appropriate pro-
tective actions or programs to reduce or manage the risk identified.

5. Effectiveness Evaluation (EE): The effectiveness of selected measures and strategies is e-

valuated. Existing and newly identified risk events are reassessed.



Figure 2 depicts the classification of the 68 tools according to the risk management purpose
served. Tools that lie deeper than others in the same branch support additional risk analysis

purposes, i.e. they support additional stages of the risk management framework.
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Figure 2. CIP tools classification according to risk management purpose



As shown in the classification tree, the majority of the tools start with the risk identification

stage and then proceed to further analysis steps. Only few tools skip the first two stages, while

even fewer ones (i.e., 3) support all the stages of the Risk Management Framework.

2.2 CLASSIFICATION BASED ON MODELING APPROACH

CI modeling approaches refer to the techniques used during the development of CIP tools.

They are often chosen based on the intended purpose of every tool. All approaches serve risk

assessment purposes, but there are some unique characteristics to every approach. Ouyang [6]

categorized CIP tools and methodologies using five main types of modeling and simulation

approaches:

Empirical approaches: The empirical approaches analyze Cls interdependencies according
to historical events, disaster data and expert knowledge. They can identify failure patterns,
quantify interdependency strength metrics to aid decision making, perform empirically-
based risk analysis and provide alternatives to minimize risk in interdependent infrastruc-
tures.

System dynamics based approaches: System dynamics-based approaches utilize a top-
down method to manage and analyze complex adaptive systems involving interdependen-
cies. Feedback, stock and flow are the basic concepts in this type of approaches. Feedback
loops indicate connection and direction of effects between CI components.

Agent based approaches: Agent based approaches are the most common tool-building
techniques. Due to the inherent complexity of Cls and the related decision-making proces-
ses, Cls are usually regarded as Complex Adaptive Systems (CAS). To analyze CAS, agent-
based approaches adopt a bottom-up method and assume that complex behavior or pheno-
mena emerge from many individual and relatively simple interactions of autonomous a-
gents. Most CI components can be viewed as agents. A model’s agent interacts with others

and its environment, based on a set of rules, which mimic the way a real counterpart would



react. Hence, agent-based approaches are widely used to model the CI interdependencies,

and are mainly used by several national laboratories.

e Network based approaches: In network based approaches Cls are described as networks
where nodes represent different Cls components and links mimic the physical and relational
connections among them. Thus they can provide an intuitive ClI representation along with
descriptions of topologies and flow patterns. Performance response of Cls to hazards can
also be analyzed by modeling the component failures from hazards at component level and
then simulating cascading failures within and across Cls at system level.

e Other approaches: Other approaches exist that can model and analyze interdependent Cls,
such as models of economic interdependencies, cellular automata, mathematical equation
and others. Namely, we identified four major miscellaneous approaches: (i). Economic
Theory-based, (ii). Cellular Automata-based, (iii). Mathematical Equation-based and (iv).
Real-Time Simulation-based.

CI modeling seems to be associated with simulation techniques and mathematical models
that are combined with the above mentioned computational techniques like continuous time-
step simulation, discrete time-step simulation, Monte Carlo simulation, decision trees, Geog-
raphical Information Systems (GIS), risk management techniques, etc.

In the following classification tree, the Ouyang’s approach classification model [6] is used
in order to categorize the examined CIP software tools. Each tool has been assigned to one
category, in an effort to map all detected CI analysis software. Many CIP methodologies are
hybrid (i.e. belong to more than one approach). The same is true for some tools, i.e., they may
belong to more than one category. Hybrid methodologies/tools have been categorized based on
their dominating (i.e. most appropriate) category and further classified based on additional ap-
proaches used; the deeper a methodology/tool is positioned in the approach classification tree

in Figure 3, the more complicated simulation technique is used.
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Figure 3. CIP tools classification according to modeling approach
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The majority of tools are using Agent based or Network based approaches to perform the
modeling and risk analysis report. Then, they are further categorized according to supplemen-

tary modeling techniques (Continuous/discrete time-step simulation, Decision trees, GIS, etc.).

2.3 CLASSIFICATION SUMMARY

The US Dept. of Homeland Security [3] has identified sixteen CI sectors (Table 1).

Critical Infrastructure Sector Prefix | Critical Infrastructure Sector Prefix
Chemical CH Financial Services FS
Commercial Facilities CF Food & Agriculture FA
Critical Manufacturing CM Government Facilities GF
Dams D Healthcare & Public Health HPH
Defense Industrial Base DIB Information Technology IT
Emergency Services ES Nuclear Reactors, Materials & Waste NRMW
Energy E Transportation Systems TS

Table 1. Sector prefixes

We use the prefixes in Table 2, so as to depict sectors covered by each tool. Abbreviation
prefixes for risk purpose and modeling techniques are presented in Figure 5, while Figure 4
presents the comparison aspects used for the classification of the CIP tools.
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Figure 4. Comparison aspects for CIP tools classification

Purpose Functionality Modelling Technigue
Risk Identification RI Continuous Time-Step ¢s

Risk Impact Assessment RIA Decision Trees DT
Risk Prioritization RP Discrete Time-Step DS
Risk Mitigation Planning RMP Geographic Information System GIS

Effectiveness Evaluation EE Monte Carlo MC

Figure 5. Classification abbreviation prefixes

In Table 2 we have summarized all the examined CIP tools and methodologies, based on their

modeling approaches, risk purpose functionalities, and the CI sectors each tool can support.



Purpose/

Tool/Methodology Modelling Approach Functionality ClI Sector
ActivitySim Agent Based, DS RI CF
AIMS Agent Based, CS RI, RIA CF, C,E, IT, WWS
AIMSUN System Dynamic Based RIA, RMP TS
AMTI Loki Toolkit Network Based RIA, EE E,FS, TS
AT/FP Agent Based, GIS RI, RIA, RP DIB, ES, HPH, TS
CF, C,CM, DIB, E, FS,
Athena Network based, DT RIA IT. NRMW, TS, WWS
ATOM Network based RI, RIA, RMP, EE TS
Methodology C, CF, CM, D, DIB, ES,
BIRR (no modeling) RI, RIA E, FS, FA, GF, HPH, IT,
NRMW, TS, WWS
CAPRA System Dynamic Based RIA, RP, RMP FS, HPH, TS, WWS
CARVER2 Empirical RI, RP HPH
C, CF, CM, D, DIB, ES,
CASCADE Empirical RI, RIA E, FS, FA, GF, HPH, IT,
NRMW, TS, WWS
C, CM, E, NRMW,
CI3 Network Based, MC RP, EE WWS
CIMS Agent Based, MC RIA, RP, RMP,EE CF, C,E, HPH, TS
.- C,CF,CM, D, DIB, ES,
CIDA E,\T;Ft’\',\rl'ocﬂ g::eeg RP,RMP,EE  E, FS, FA, GF, HPH, IT,
NRMW, TS, WWS
C, CF, CM, D, DIB, ES,
CIMSuite System Dynamic Based  RI, RIA, RMP, EE E, FS, FA, GF, HPH, IT,
NRMW, TS, WWS
C, CF,CM, D, DIB, ES,
CIP/DSS System Dynamic Based RI, RP, RMP, EE | E, FS, FA, GF, HPH, IT,
NRMW, TS, WWS
C, CF, CM, D, DIB, ES,
CIPDSS-DM Empirical RI, RP, RMP, EE E, FS, FA, GF, HPH, IT,
NRMW, TS, WWS
CIPMA System Dynamic Based RMP, EE C,E,FS IT, TS
Agent Based, Relational C,CM, E, NRMW,
ekl Databases R, U WWS
COMM-ASPEN Agent Based, MC RI, RIA, EE CEFS
Methodology RI, RIA, RP,
COUNTERACT (no modeling) RMP. EE E, HPH, TS
DECRIS Methodology RIA, RP, RMP,EE C,E IT, TS, WWS
EMCAS Agent Based, DS RI, RIA, RP C, E, FS, WWS
EpiSimS Agent Based, GIS RI, RIA, EE HPH
EPRAM Cellular Automata RIA, RP E
Methodology C, CF, CM, D, DIB, ES,
EURACOM (no modeling) RI, RIA, RP E, FS, FA, GF, HPH, IT,
NRMW, TS, WWS
FAIT Netwark Based, GIS, RI, RIA ES, E, FS, NRMW, TS
Relational Databases
FastTrans Agent Based, DS RI, RIA, RP TS
Network Based, GIS,
FEPYEA Relational Databases R R E
FINSIM Agent Based, CS RI, RIA C,E,FS
CF, C,CM, DIB, E, FS,
Fort Future Agent Based, GIS RI, RIA, RP, EE HPH, IT, NRMW, TS,

WWS
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Empirical

System Dynamic Based

Network based, FT
Agent Based, DS
Agent Based, CS

Network based, DT

Network Based, GIS,
Relational Databases
Agent Based, DS
Network Based, GIS,
Relational Databases
Network Based, GIS,
Relational Databases

Agent Based, GIS

Agent Based, Relational
Databases

Agent Based, MC

Mathematical Equation
Network Based
Network Based, GIS,
Relational Databases
Network Based, DS
Empirical
Network Based
Real Time Simulation
Agent Based, DS
Network Based
Empirical
Network Based, GIS,
Relational Databases
Agent Based, DS
Methodology
(no modeling)
System Dynamic Based

Agent Based, CS

RIA
RIA, RP, RMP

RIA

RI
RI, RP, RMP
RI, RP, RMP
RP

RI, RIA, RP,
RMP, EE
RMP, EE

RI, RIA, RP, RMP
RI, RIA
RI, RIA, RP
RI
RI
RI, RIA, RP

RI, RP
RI, RP, RMP, EE
RP, RMP, EE

RI, RIA
RIA

RI, RIA, EE

RI, RIA, RP,
RMP, EE
RI
RI, RIA

RI, RIA, RMP

RI, RIA
RMP
RI, RIA, RMP, EE
RI
RI
RI, RIA, RMP, EE
RI, RIA, RP

RI
EE
RI
RI, RIA
RI, RIA, RMP, EE

Table 2. CIP tools classification
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3. CIP MODELING TOOL COMPARISON

Critical Infrastructure Protection plans are mainly based on risk management frameworks,
with NIPP being the most advanced program, not only in objectives, but also in strategies and
references to other plans worldwide. Various countries have adopted similar CIP plans for the
prevention and protection of CIs.

All tools are used by either internal or external analysts. An external analyst makes use of
the analytical tools outside the developing organization, whereas an internal analyst uses them
only internally. The classification criteria are related to the amount of expertise required in
order to use the product, as well as the application requirements and the analytical output of
each product. As far as requirements are concerned, criteria are driven by complexity, size
and/or the nature of the underlying data used by each tool.

It should be stated here that, most tools were for in-house use only; thus, we did not manage
to gather hands-on information. Information used for the classification and comparison has

been taken from relevant bibliography, reports and published articles.

3.1 PURPOSE-BASED COMPARISON

By comparing the CIP tools based on which risk management stages are covering, useful
insight can be provided: 76% of the tools are dealing with Risk Identification (RI) and 67% are
covering Risk Impact Assessment (RIA). 42% provide some sort of Risk Prioritization (RP)
and 41% of them provide Risk Mitigation Planning (RMP), while only 35% evaluates the Ef-

fectiveness (EE).

Results showed that covering all risk management stages is hard to achieve with a single
tool, since it requires complicated data analysis. Only 4% (i.e., 3 tools) cover all five risk pur-
pose stages, while 17% (i.e., 11 tools) cover four risk purpose stages. The other 80% of tools

cover one, two or three stages, as depicted in Figure 6.
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CIP TOOLS QUANTITY OF RISK PURPOSE STAGES
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Figure 6. CIP tools per risk stages classification number

Tools that cover all five stages of risk purpose are less than 5%. Most of them are either
broad methodologies (like COUNTERACT, IRRIIS, EURACOM, BIRR) or sophisticated to-
ols, like NSRAM. The NSRAM is a complex network system simulation modeling tool, but is
covering only three sectors (E, IT, C). Tools that can cover more than four risk purpose stages
and more than 10 different sectors are limited (5%). Again, most of them are either broad met-
hodologies as mentioned before or advanced tools developed in the US (e.g. CIMSuite, CIP/-
DSS, CIPDSS-DM, Fort Future).

CIP/DSS [10] is a complete risk assessment methodology that can be applied to all sectors.
It is developed by the National Infrastructure Protection Plan (NIPP). It is mostly used by mi-
litary and government segments as a probabilistic optimization integrated system model that
uses system dynamics as a modeling technique with continuous time-step simulation. Similar
to CIP/DSS, the CIPDSS-DM tool has the same abilities but it is designed to facilitate analysts
and policy makers in the evaluation and selection of the optimal risk mitigation strategies. All
things considered, CIP/DSS - combined with CIPDSS-DM - is a robust critical infrastructure
protection tool because it can be applied to all sectors as they are derived from NIPP. Moreover,
the ability of CIPDSS-DM to facilitate in the selection of the most effective mitigation strategy
is helpful not only in terms of restricting the impact of potential incidents, but also economic
losses. Finally, its modelling (system dynamic based) seems more attractive for interdependen-

cy analysis, predicting responses and policy implementations.
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Fort Future [8] was developed by the US Army Corps of Engineers. It is an agent-based
tool that runs multiple dynamic simulations to evaluate a set of alternative scenarios. It supports
GIS. It is unavailable for civilian applications and is only being used for military purposes.

CIMSuite [17] software enables users to run different scenarios. It can depict cascading
effects on all sectors. It can also depict infrastructure relationships. It is a system-dynamic tool
implementing a variety of algorithmic probabilistic simulations and incorporating the human
response element into its physical infrastructure model. CIMSuite covers four (RI, RIA, RMP,
EE) risk purpose stages. It is commercially available by the Idaho National Laboratories.

Athena [2, 7, 8], even though it only supports the Risk Impact Assessment stage, it can be
used on a number of different sectors and it can also be used for studying the interdependencies
between different Cls along with their potential cascading effects. We have distinguished it
because it is the only tool that can create ontological models with certain abstraction characte-
ristics. One of Athena’s shortcomings is its need for extensive data concerning the network of
Cls and their corresponding interdependencies. Athena is currently restricted and only provided
to government and military users.

Concerning the stages of Risk Identification (RI) and Risk Prioritization (RP), two tools
stand out due to their interesting output, CARVER 2 [18] which stands for Criticality Accessi-
bility Recoverability Vulnerability Espyability Redundancy [9], and MUNICIPAL [19], which
stands for Multi-Network Interdependent Critical Infrastructure Program for Analysis of Life-
lines [13]. Both seem able to analyze multiple sectors of a Cl, so as to identify the most critical
components as well as prioritize them according to severity, i.e., the impact if a failure occurs
in them. The approach, however, that each one of them uses is slightly different. CARVER?2
[18] uses rating matrices which is the basis for the generation of hazard maps, whereas MUNI-

CIPAL uses relation databases on asset inventories for networks in order to deal with as much

13



information as possible for each asset that constitutes the critical infrastructure [13-15]. MU-
NICIPAL seems more efficient because it uses risk management techniques to identify risks,
as well as because its output is based on GIS.

Other tools can also provide Risk Mitigation planning (RM), on top of Rl and RP. Some
other tools are IEISS [20] (Interdependent Environment for Infrastructure System Simulations)
and 1M (Inoperability Input-Output Model). IEISS mostly addresses military and government
segments [13]. It is suited for sectors like energy, water and wastewater systems, nuclear reac-
tors material and waste, as it simulates their dynamic behavior, including interdependencies
between systems [13-14,16]. 1IM is a continuous input-output model developed by Sandia Na-
tional Laboratories and Los Alamos National Laboratories and sponsored by the US Dept. of
Homeland Security. It uses analytical models to determine the impact of an attack on infrast-
ructure and its cascading effects in all interconnected infrastructures [16].

Both tools analyze energy, water and wastewater sectors. Also, both of them use continuous
simulation and are mostly used for internal, in-house analysis. Furthermore, both are built for
risk identification risk prioritization and risk mitigation planning purposes. On the other hand,
their diversities are not few. IIM has a wider variety of sectorial coverage contrary to those
supported by IEIIS. Moreover, IEISS uses multi-agent systems with Monte Carlo simulation
as a supplementary technique for modeling, where 1M uses rating matrices and network theory
with continuous time-step simulation in order understand the dynamic behavior of the infrastru-
cture systems. As a result, IEISS can be applied to numerous sectors, and its ability to perform
experiments using Monte Carlo simulation seems promising and valuable.

CIDA (Critical Infrastructure Dependency Analysis tool) [24-25] is a hybrid (empirical and
network) based tool that extends a previous graph-based, risk analysis methodology to dyna-
mically assess the evolution of cascading failures over time. It employs different growth mo-
dels to capture slow, linear, and fast evolving effects, but instead of using static projections,

the evolution of each interdependency between Cls is “objectified” by a fuzzy control system
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that considers the effect of near dependencies. To achieve this, the impact (and, eventually,
risk) of each dependency is quantified on a time axis, in a form of many-valued logic. CIDA

can analyze the last three stages of NIPP’s Risk Assessment framework (RP, RMP, EE).

3.2 TECHNICAL APPROACH BASED COMPARISON

By comparing the modeling approach used by each tool along with the number of risk
assessment stages covered, we have noticed that empirical based tools are mostly used to cover
the first two risk management stages (RI, RP). Agent based tools are mostly popular for RI
purposes, while network based approaches can cover three risk stages (RI, RIA, RMP). System
dynamic and network based approaches are used mainly with tools that cover four risk mana-
gement stages. These tools are quite few. Even fewer (i.e., 3) are the tools that cover all 5 risk
purpose stages with no specific approach trend. This is depicted in figure 7, where the examined
tools have been categorized according to their modeling approach in relation with number of

purpose stages covered.

Approach category vs number of risk purpose stages

-1
Agent Based

9 -7

8

7 3
==/

4 5

Network based 3 other
|
empirical System Dynamic

Figure 7. Modeling approach compared to number of risk purpose stages
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Cl modelling is mainly associated with simulation techniques and mathematical models, which
are combined with the above mentioned supplementary computational techniques. Categoriza-
tion according to the modeling approach used per number of sectors is presented in Figure 8.
Agent based and network based tools are covering mainly up to three CI sectors. Only few
tools and methodologies cover more than seven types of Cl sectors. For tools covering 1-2

sectors, Energy, Transportation and/or Public Health sectors seem to be the most popular.

Analysis of the number of sectors per approach

other [
System Dynamic [IEEGEG
Empirical [N
Network based S
Agent Based I ——

0 5 10 15 20 25 30

m1~3 ®m4~6 =7 ormore

Figure 8. CIP tools classification per modeling approach and number of purpose stages

A wide acceptance of simulation paradigms exists, especially through modelling with the
use of multi-agent systems, as well as of system dynamics, that are most commonly combined
with the computational methods of Monte Carlo simulation, discrete time-step simulation, and
continuous time-step simulation, as they are most suitable for optimal solutions [2,7,12]. There
are also other applications of agent-based simulation, which are combined with Geographic
Information Systems (GIS) in order to predict not only human behavior, but also the perfor-
mance of the infrastructure in case of an emergency within specific geographic areas.

Relational databases, on the other hand, are currently the predominant choice in order to
store data, information and records which represent the properties of a system in a precise

manner. Thus, relational databases are widely used in asset inventorying which can be com-
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bined with monitoring of events, real time recording, GIS, error logs, access control, risk com-
ponents, etc. By doing this, it is easier to establish relationships among elements that compose
the critical infrastructure, just by matching data using common characteristics found within the
data sets.

What is more, rating matrices are useful in assessing the severity of a risk, when an event
occurs, through and decision making procedure. These kind of modelling techniques not only
include data processing in risk analysis and risk mapping to support decision making, but also
make use of traditional techniques. They are popular due to the fact that they allow combination
with every computational technique and also have the ability to facilitate on sensitivity analy-
sis. Last, but not least, rating matrices are appropriate for data classification of GIS, as well as
of monitoring events, because they may contain weighted data.

As far as network theory is concerned, it makes feasible to identify the most critical nodes
of an infrastructure by using graphical models that refer to the properties of the system in a
precise manner. The complexity of network theory models, however, can increase exponenti-
ally for large infrastructures. Thus, these models are applicable for smaller systems.

The majority of tools are dedicated to a specific sector (or 1-2 similar sectors) (39 out of
68 tools), with Energy and Transportation sectors being the most popular ones. NG Analysis
Tools, EPRAM, FEPVA and RTDS [22] are dedicated to the Energy Sector. NG Analysis To-
ols is an agent-based suite covering three purpose stages (RI, RIA, EE). FEPVA [21] is a net-
work-based tool that covers two purpose stages (RI, RIA). EPRAM differentiates by being the
only cellular automata modeling tool. EPRAM (Electric Power Restoration Analysis Model)
calculates potential restoration times for electric power systems and determines the time point
when restoration needs to start. Restoration results used in EPRAM are based on cellular auto-
mata models and industry data. This is a specific type of analysis that models each sector indi-

vidually, since cellular automata have two possible values for each cell (0, 1) and rules that
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depend on nearest neighbor values. The Real Time Digital Simulator (RTDS) [22] tool provi-
des simulation of power systems technology. It is used to study power systems with complex
High Voltage networks. Since the simulator functions in real-time the power system algorithms
are calculated quickly enough to continuously produce output conditions, which realistically
represent conditions in a real network.

Some tools are only dedicated to the Transport Sector, namely ATOM, SIERRA, Fast-
Trans and AIMSUN [14]. Among them, ATOM and SIERRA [23] cover more than four risk
purpose stages and they are both implement network-based method approaches. FastTrans is
an agent-based tool that covers three purpose stages (RI, RIA, RPR).

AIMSUN is the only European Union originated tool and covers two purposes (RIA,
RM). Each analysis approach is based on system dynamics. Europe has developed mainly met-
hodologies (COUNTERACT, EURACOM, IRRIIS) and not full simulation tools. AIMSUN is
the only Transport Simulation tool developed in Spain. Its analysis approach is based on system
dynamics. The tool is able to cover two purpose stages (RI, RPR) but only for Transportation.

A meta-tool has been developed in the US, namely SimCore. It combines multi-agents as
its modelling technique with discrete time-step simulation. It utilizes a collection (“family”) of
simulation applications (ActivitySim, DemandSim, SessionSim, FastTrans and MIITS-Net-
Sim) All of them follow the SimCore modelling paradigm as a library for building large-scale

distributed-memory discrete event simulations and can work together by exchanging events.

4. CONCLUSIONS

As shown, CI modeling and analysis tools, frameworks, and methodologies mainly focus
on the study of large-scale infrastructures, their states, and potential dependency scenarios. The
primary goal of these tools is to help risk assessors and CIP decision makers to assess CI risks.

Risk assessors may project potentially damaging failures and thus detect risks, dependencies
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and possibly provide alternatives and countermeasures. Some tools can also be used for the

proactive assessment of risk mitigation controls and therefore, help increase resilience in Cls.

In this paper we have presented the results of a review of currently available tools, fra-
meworks and methodologies that are able to model CI characteristics, their interdependencies
and the impact of potential failures in their systems. In particular, we created a taxonomy of
detected tools and methodologies using widely accepted classification systems. We have iden-
tified, classified, and compared various tools that have been developed to analyze Cls and
support CI risk management. Emphasis has been given on the comparison of similar tools from
the perspective of their purpose and modeling approach.

Most Critical Infrastructure Protection plans have been based on risk management frame-
works. USA/NIPP keeps the most advanced program in developing strategies, techniques and
applications. In general, the classification and comparison is broken into two distinct stages:

e The first one uses purpose stages to obtain a clearer view of the goals attained and the
functionality of each classified CI tool. Literature review identified the models used for
each stage of risk assessment and mitigation and showed that most tools focus on the risk
identification and risk assessment stages.

e The second part of this faceted classification, categorized tools using their technical mode-
ling approaches. Most tools utilize and possibly merge multi-agent systems approaches
with system dynamics, network theory and/or empirical systems. Our classification and
comparison showed that multi-agent and network based systems are the most widespread
modeling techniques in among tools.

We found that no tool can be seen as a “jack-of-all-trades” and that most tools specialize in

specific section of the Risk Management process. The information presented is however not

yet able to provide an extensive overview of all tools and methodologies due to the fact that

many tools are built for in-house use only.
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The effective implementation of the CIP plans depends on the degree to which govern-
ment and private sector partners engage in systematic, effective, multi-directional information
sharing. We recommend that future research and tools should address the latter stages of the
Risk Assessment framework (RMP, EE) and either put more attention on developing holistic
approaches that can model all CI sectors, or focus entirely on specific problems in specific

sectors to maximize contribution.
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APPENDIX:

CIP TOOLS AND METHODOLOGIES:

tem)

TOOL DEVELOPER ORIGIN | DESCRIPTION SECTOR | WEB LINK
ActivitySim Los Alamos l\_latlo- USA Ac_tlvny representation of the US popu- CF http://p_ubllc.Ianl.qov/sunll
nal Laboratories lation [pubs/simx.pdf
AIMS (Agent-based'ln- University of New Interdependency modeling and surviv- |E, C, WWS,| http://ebagheri.athabascau
frastructure Modelling - CAN i s e
h . Brunswick ability of Canada’s Cls IT .ca/papers/ijbpim.pdf
and Simulation)
AIMSUN (Advanced
Interactive Microsco- . .
pic Simulator for Ur- l’rl;agsgt(;rr;?lmulatl- ESP Traffic modeling TS https://www.aimsun.com/
ban and Non-Urban Y
Networks)
AMTI (Advanced Mo-
deling & Techniques Sandia National USA Quick formulation and application of E TS FS http://www.sandia.gov/cas
Investigation (Loki Laboratories network models of complex systems e osengineering/amti.html
Toolkit)
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AT/FP (Anti-Terro- Naval Postgraduate Planning waterside security for shipsin | DIB, ES, botTeIem(_atrv/DonCmeI
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rism/Force Protection) | School a port HPH, TS rojectFlyer.2007Aprl9.pd
f
C,CF,CM,
On Target Techno- . . |DIB, E, FS,| https://inldigitallibrary.inl.
Athena logies, Inc. USA Interdependency modeling and analysis IT. NRMW,| gov/sti/3489532.pdf
WWS, TS
ATOM (Air Transpor- Ezgglr;’;lﬁtelg?all_los Consequence assessment of a partial or http://www.sandia.gov/nis
tation Optimization Alamos National USA complete outage at a major airport for TS ac/capabilities/network-
Model) - an extended period of time optimization-models/
Laboratories
BIRR (Better Infrast- - . . .
ructure Risk and Resi- U. Dept. of_ Home- USA Vulr_lerabllltles assessment and risk re- Al sectors thp.//w_ww.dls.anI.qovlpr
lience) land Security porting ojects/ri.html
CAPRA (Comprehen-
sive Approach for Pro- e Latin RVA tool for assessing, understanding MALE:
babilistic Risk Asses- LETET 0 America | and communicating disaster risk AP, T, | i B I Tl
World Bank & UN g FS
sment)
CARVER 2 (Criticali- .
ty Accessibility Recove- National !nfrastru- . . . http://ec.europa.eu/home-
ot i cture Institute, Threat and potential terrorist targets pri- : -
rability Vulnerability USA e HPH affairs/doc_centre/terroris
I Center for Infras- oritization
Es)pyablllty Redundan- tructure Expertise m/docs/RA-ver2.pdf
cy
Analyzation of catastrophic disruptions
CASCADE \D/L\lr?t/a(sl)aet e Norway | of large, interconnected infrastructure | All sectors
systems due to cascading failures
3 (Criti N
CP (Critical Infrastru Argonne National Emulation of time and cost needed for C,CM, E, http://www.ipd.anl.gov/an
cture Interdependenci- - USA - NRMW,
Laboratories restoration purposes 1pubs/2002/03/42598.pdf
es Integrator) WWS
. INFOSEC Lab, At- . .
CIDA (Critical Infra- A Dynamic assessment of the evolution of s
structure Dependency hens University of EU cascading failures over time. Interde- | All sectors hitps:/qithub.com/geoster
- Economics & Bu- 8 " - giop/CIDA/wiki/
Analysis tool) - pendency analysis and risk mitigation.
rClJC'\t/IuSréCI\;g:jﬁ:r:nga:_t' Idaho National La- USA Visualization of cascading consequen- | C, CF, E, | https:/inldigitallibrary.inl.
tem) 9oy boratories ces of infrastructure perturbations TS, HPH | gov/sti/3578215.pdf
CIMSuite: Critical In- | Idaho National La- USA Preparation for man-made and natural All sectors http://www4vip.inl.gov/fa
frastructure Modeling | boratories disasters ctsheets/docs/cimsuite.pdf
CIP/DSS (Critical In- LANL SNL. Ar- http://www.systemdynami
frastructure Protection e Dynamic simulation of individual infra- cs.org/conferences/2005/p
L gonne National La- USA All sectors
Decision Support Sys- boratories structures roceed/papers/LECLA332

.pdf
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CIPDSS-DM (Critical

LANL, SNL, Ar- o A . . .
Infrastructure Protec- e NE el L USA Decision making proposal under condi- All sectors http://www.ipd.anl.gov/an
tion Decision Support g A tions of uncertainty and risk Ipubs/2008/12/63060.pdf
L oratories
System Decision Model
" http://www.polymtl.ca/crp
CIPMA (Crltlcal_lnfra- Government of . Critical infrastructure resilience enhan- | C, E, IT, | /doc/GREGSCOTT-
structure Protection - Australia —
- . | Australia cement TS, FS | CIPMABriefingforCanada
Modeling and Analysis)
-pdf
CISIA (Critical Infras- http://www.chiarafoglietta
tructure Simulation by | University of New - C,CM, E, | .com/wp-
Interdependent A- Brunswick ca ISR GIESe SE7 e Sy Pl WWS, C | content/uploads/2015/04/
gents) Cisia.pdf
CommAspen (Agent- Sandia National Simulation of interdependent effects of http://www.inf.uniroma3.i
based simulation model Laboratories USA market decisions and disruptions in the | FS, C, E | t/autom/LabRob/Projects/
of the US economy) telecommunications infrastructures CISIA/home.html
. http://www.transport-
COL_mte_ract (Generic . research.info/sites/default/
Guidelines for Conduc- | International Asso- e e T e
ting Risk Assessment in | ciation for Public EU Risk reporting TS, E, HPH 120719 145438 7577 C
Public Transport Net- | Transport T
OUNTERACTGuidelines
works)
Ir.pdf
DECRIS (Risk and De- All-hazard generic RVA methodology . . .
cision Systems for Cri- | SAMRISK Project | Norway | suitable for cross-sector infrastructure E, WWS, | https:// VY. S |ntef.n9/ pro]
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DemandSim Los Alamos Natio- USA Geographically demand computation on All sectors | htto://www.lanl.qov/
nal Laboratories each of the CI sectors NUp-Fwnww-Tant. gove
EMCAS (Electricity ggg?;grli\leitlonal Simulation of complex power systems http://www.energyplan.eu
Market Complex Ada- Sponsored b)./ USA for operational and economic impact E [othertools/national/emcas
ptive System) Adica Consulting consequence calculation /
o Los Alamos Natio- . - . http://public.lanl.gov/sdel
EpiSimS nal Laboratories USA Analyzation of disease spread in the US HPH e e
. I http://www.mssanz.org.au
EPRAM (Electr_lc Res- NISAC USA Impact determlna_tlon of network-!evel E /modsim2013/D2/stamber
toration Analysis Tools damage on electric power restoration odf
EURACOM (European
Risk Assessment and
Contingency Planning | EU/DG for Enter- ; - http://cordis.europa.eu/res
Methodologies for In- | prise & Industry = ST (A BT AEZECE ult/ren/53099_en.html
terconnected Energy
Networks)
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Sandia National "
; . . . osengineering/docs/Stoch
FAIT (Fast Analysis Laboratories. Econom_lc_analysns tool for conducting E. ES, FS, | astic%20Mapping%20of
Sponsored by US USA economic impact assessment across T
Infrastructure Tool) Dent. of Homeland multinle sectors TS, WWS | %20F00d%20Distribution
Sefu.rit P %202011%20NG1%20co
y nference.pdf
FastTrans Los Alamos Nati- USA Route simulation of vehicles on real- TS http://\_/vww.lanl.qov/proqr
onal Laboratories world road networks ams/nisac/fasttrans.shtml
E)EZYQJ;;?{/“S\LV;JEC_ Los Alamos Natio- Impact assessment of natural disasters
- L . USA or malicious attacks for both response E http://www.lanl.gov/
tion Vulnerability As- | nal Laboratories ;
and preventative purposes
sessment )
Modeling of cash and barter transactions
FINSIM (Financial Sy- | Los Alamos Nati- USA that are dependent on contractual relati- FS E C http://cnls.lanl.gov/annual
stem Infrastructure) onal Laboratories onships and a network at the federal re- T 26/abstracts.html
serve level
C,CF, CM,
US Army Corps of Simulation for testing plans for Dept. of E.ES,FS, http://www.usace.army.mi
Fort Future Army Lorp USA : sting p PLOT ppy, T, | NHE: -USACE.army.
Engineers Defense installations 1/
NRMW,
TS, WWS
HCSim (Healthcare Si- | Los Alamos Nati- USA Impact assessment of mass-casualty in- | D, HPH, | http://www.osti.gov/scitec
mulation) onal Laboratories cidents on hospital capacity NRMW | h/biblio/1084564
HURT (Hurricane Re- | Los Alamos Nati- USA Hurricane relocation HPH http://www.lanl.gov/

location Tool)
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