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Cyber Defence Exercises (CDX)

√ A CDX aims to simulate real cyber attacks that have to be handled 

by security professionals based on their cyber defense policy

√ The key objectives of a CDX are to:

(a) exercise the implementation of the incident handling process 

(b) assess the incident handling capabilities of an organization

√ Types of CDX: Real Time, Offlline, Mixed



Type 1: Real time CDX

Red & Blue Teams
 Defending a specific virtual network with real attacks and defenders

Prerequisites

 Cyber range
 Experienced Red Team

Advantages

 Real attacking scenarios, with changing attacking strategies
 Real cyber defending situations

Disadvantages

 Considerable time to organize (almost a year)
 Needs specific infrastructure (cyber range)
 Not included analysis of malicious software and digital forensics



Type 1: Real time CDX

Locked Shields 2013 (Blue Team Networks)



Type 2: Offline CDX

Assessment

 Incident handling process
 Digital forensics
 Malware analysis
 Reporting → Follow procedures
 Information sharing 

Prerequisites

 Use organizations incident handling procedures, policies & labs

Advantages

 Not much time to be organized
 No specific infrastructure

 Assess the identification, reporting and response to a cyber attack 
that has already occurred

Disadvantages

 Not  simulate a cyber attack in real time



Type 3: Mixed CDX

Combination of real time and offline cyber attacks

Includes real time attacks and (in parallel) offline incident 
handling process, digital forensics and malware analysis

Advantages

 The most complete exercise

Disadvantages

 Needs almost a year to organize

 Needs a cyber range
 Needs several experts



Planning a CDX



PANOPTES*: A brief history

Greek National Cyber Defense Exercise
(with open participation)

Organized annually (2010+)
(by the Cyber Defence Directorate of the HNDGS)

(Mostly) Offline CDX

 A controlled environment is offered, to exercise armed forces, 
public, academic, and private sector’s response to a cyber 
incident of national significance

 Large scale exercise through simulated incident handling and 
reporting

 No actual impact or attacks on live networks

* In the Greek mythology, Panoptes (“ all-seeing ”) was a primordial giant and a very 
effective watchman, with 100 eyes.



PANOPTES: An overview

Offline CDX (with various scenarios)

 Incident Handling
 Digital Forensics
 Malware Analysis
 Information Sharing
 Following policies and procedures at  national level

Small scale real time cyber attacks

 Cyber attacks in predefined web services. 
 Cyber attacks in small virtual networks

No evaluation score

 Each participant has to evaluate his own capabilities  to deal 
with cyber attacks.

Organizer has to provide the solutions (at the end of the CDX)



PANOPTES: Participants & participation

200+ participants, from bodies such as:

Military 

Law Enforcement

Academic Sector (Universities & Research Centers)

Public Sector

National Critical Infrastructures

 Banks, ISP, Public Power Corporation, Athens Exchange, Athens 
Water Supply Company, National Natural Gas System Operator

Private Sector

 Not only those with expertise in cyber incident handling



PANOPTES objectives: Strategic level

Exercise the national cyber incident response community 
with a focus on:

 Inter-governmental coordination and incident response 
under the National Response Plan

 Identification and improvement of Public-Private 
collaboration, procedures, and processes

 Identification of policies/issues that affect cyber response 
and recovery

 Identification of critical information sharing paths and 
mechanisms 

Raise awareness of the national security impacts 
associated with a significant cyber incident



PANOPTES objectives: Technical level

Exercise the national cyber incident response community 
with a focus on:

 Incident handling procedures

 Digital forensics

 Malware analysis

 Information sharing

 Exchanging experience

Developing a database with national cyber defense 
experts, so as to form rapid reaction teams when is 
needed, together with and a lessons learnt list



Scenario: Context and scope

PANOPTES technical scenarios include cyber attacks against ICT 
infrastructure at a national level intended to:
 degrade government operations/delivery of public services
 diminish the ability to remediate impacts on other critical 

infrastructure sectors
 undermine public confidence

Examples of technical scenarios

 Client side attacks (email attacks, click-jacking)
 Social Engineering
 Digital Forensics challenges
 Malware (Rootkit & Trojan) analysis
 Attacking web services
 Insiders
 Data ex-filtration
 Adversaries simulation (post exploitation attacks)
 Legal injects



Planning PANOPTES

Six (6) months of planning and preparation

Two (2) different teams

 A Technical team, with the task to implement the technical 
scenarios

 An Organizational team, with the task to determine the 
objectives of the exercise 

Three (3) workshops to plan and determine the objectives of 
the exercise

Six (6) months of preparation and collaboration to implement 
the technical scenarios



Conducting PANOPTES

Duration: Five (5) days
 The 1st day is the “communication” day

 The next 3 days are the “exercise execution” days during
which the trainees respond to the technical scenarios

 The 5th day is the “conclusion” day

Technical scenarios are provided ten (10) days before 
the execution day (they are password protected)

Communication means during the exercise
 MISP (Malware Information Sharing Platform)
 email
 Live chat



Conclusions and key lessons learnt

Communication provides the foundation for response

Communication paths, methods, means, and protocols should be 
solidified in advance of incident response

Who do I call? When do I call? How do I call them?

Coordination of incident response is time-critical

Standard Operating Procedures (SOP) should be worked out in 
advance

Cyber exercises

Provide the means for evaluating and testing personnel (users and 
experts), procedures and infrastructure.

Can be performed at international, national, and organization level.

Practical way for an organization to self-assess its incident response 
planning efforts against a series of cyber attacking scenarios
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