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NO. OF RECORDS 

STOLEN

RECORDS 

(MILLION)

YEAR IT 

STARTED

ATHEM 80 2015

HOME DEPOT 50 2014

JP MORGAN CASE 76 2014

TARGET 70 2014

EBAY 145 2013

LIVING SOCIAL 50 2013

ADOBE 36 2013

EVERNOTE 50 2012

MASSIVE AMERICAN 

BUSINESS HACK
160 2011

ZAPPOS 24 2011

TIANYA 28 2010

STEAM 35 2009

SONY PSN 77 2009

ROCK YOU 32 2008

HEARLAND 130 2007

US MILIATRY 76 2007

TK / TJ MAX 94 2006

AOL 20 2006

DEUTSCHE TELECOM 17 2005

AOL 92 2005

Web 2.0 vs. Privacy
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Online Behavior

Level 1 Information / Data Leakage Social Engineering Identity Theft Personalization

Level 2
Cyber Bullying, Reputational Attacks, Sensitive Data Exposure, 

Backup Data Exposure, Intellectual Property Theft

Pretexting, Phishing, Baiting, 

Tailgating, Dumpster Diving

Unauthorized Use of Name, Shoulder 

surfying, Criminal Financial Gains

Data storage, Unauthorized 

Identification, Physical Damage 

(location based)

Level 3

Hacking (authentication based attacks, cracking, key-logging 

malware, phishing attacks), backdoors, SQL injection,  buffer 

overflow exploits, brute force attacks, rootkit, tampering, 

privilege abuse, foot-printing, admin-ware, scan networks, 

disable controls, POS intrusions, Card Skimmers, Cyber -

espionage, DoS attacks

Social engineering attacks, fast track 

pentesting, third party modules, 

metasploit framework, SET 

configuration), Phishing, fishing 

Scams

key loggers (Trojan Horses), email 

phishing, drive-by downloads, code 

injections, botnets, cross-site scripting

cookies, tracking pixels, all sorts of 

online data (mouse overs, clicks, 

impressions, play/stop button counters 

etc.)

Threat hierarchy/categorization

Top affected security 
goals

Confidentiality 

Accountability

Top affected UDHR 
articles

Right to life, 
liberty and 

personal security

Freedom from 
interference with 
privacy, family, 

home and 
correspondence

How do privacy threats affect
CIA and human rights? 

Which are the most 
dangerous online 
privacy threats?

Data 
Leakage Identity 

Theft

Countermeasures

Level 

1
Info/Data leakage Social Engineering Identity theft Personalization

Level 

2

Educate individuals & organizations, risk 

assessment/critical data analysis, retain 

best practices in backing up, trademark 

registration

Educate employees & 

individuals, retain best practices

in physical penetration testing,

Educate individuals & 

organizations, retain best 

practices in creating 

passwords

Educate individuals & 

organizations, utilization of 

privacy–enhancing tools

A centralized (left) vs. a decentralized online social network (OSN)

Year
Revision 

Date

Number of 

Revisions

2005 28-Jun-05 1

2006 22-May-06

305-Sep-06

23-Oct-06

2007 12-Sep-07
2

06-Dec-07

2008 26-Nov-08 1

2009 09-Dec-09 1

2010 22-Apr-10

305-Oct-10

22-Dec-10

2011 07-Sep-11
2

23-Sep-11

2012 08-Jun-12
2

11-Dec-12

2013 15-Nov-13 1

2014 -- 0

2015 30-Jan-15 1

No. of Facebook privacy 
policy revisions

User privacy perception and awareness

Most 
common 
concerns 

•Misuse of personal data

•Security of online payments

Most 
sensitive 

data

•Social security number

•Medical data 

•Phone conversations
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