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Comparison Analysis 

 Every framework/methodology follows a different way in execution. For instance, some of them focus on 
wireless testing, physical security testing, password cracking, social engineering, network testing etc.  

 Every organization has its own specific cause of the different objective and scope. The tester must be aware of 
these elements and understand the purpose of the test in order to choose the right approach. 

 All methodologies initiate penetration testing with the information gathering phase, while ISSAF includes this 
phase in the second step. In the second phase they differentiate from vulnerability analysis, while the same 
applies to the exploitation phase. They all have the basic steps, e.g. information gathering, vulnerability 
analysis, exploitation. but they also include some additional phases or steps. 

 In addition, some frameworks are created for different objectives. For example OWASP, PTES and a part of ISSAF 
focus on web penetration testing. while NIST, OSSTM and PTF include a more generic approach. 

Predefined Rules 
1. Penetration testing should be executed by experienced and authorized 

personnel. 
2. The penetration testing process must be consistent of the rules of 

engagement that have been agreed from both sides (tester and 
organization).  

3. The steps of the framework must be followed in the predefined order 
and every step must be complete in order to proceed in the next one. 
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Acunetix  Χ X X X X X 

Burpsuite  X X X X X X 

Dirbuster  X - - - - X 

Nmap  X - - - - - 

Netsparker  X X X X - X 

Nikto  X - - - - X 

OWASP Zed Attack  X X X X X X 

Paros  X - - - - X 

Skipfish  X X - X - X 

SqlNinja  - X - X X X 

Vega  X X - X - X 

W3af  X X - X - X 

Wapiti  X X - X X X 

Webinspect  X X - X X X 

WebScarab  X X - X - X 

Websurgery  X X X X X X 

Websecurify  X X X X - X 

Websploit  X X - X - X 

Wikto  X X - - - - 

Powerfuzzer  - X - X - - 
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Figure 2: Tools per penetration testing phase 

Figure 3: Penetration testing phases 
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Figure 1: Penetration testing methodology phases 
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