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Introduction

[ Rapid explosion of Social Media, which contain user generated content
[ Insider threat: Major issue in cyber and corporate security

] Stress and depression can be correlated to delinquent behavior

[ Indications can be found in user profiles in Online Social Networks

(1 Open Source INTelligence (OSINT) in the service of profiling and data processing

Insider threat detection

.l Insiders have been found to share common psychological characteristics

[ Research has examined and detected these characteristics via Online Social Networks
[ Although a user may not share any of these characteristics, it may be possible to
manifest delinquent behavior due to suffering from high stress levels

[ Ability to examined stress characteristics through Online Social Networks

J Security: Identify the insider via her
attitude towards stress levels

» The stress may lead to delinquent behavior
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Methodology:

» Application development for data collection
» Use of Beck’s inventory for measuring clinical anxiety
» Perform clustering based on questionnaire results

» Detect common characteristics among the clusters
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Observations
[ Users with stress levels beyond normal are likely to manifest malevolently § High Stress Cluster
. . ey . Medium Stress Cluster
J Regarding their results, users can be classified into 3 broad categories of stress levels
o Low Stress Cluster
1 Types of art that belongs to alternative scene are preferred by users with medium and
high stress levels
Figure 2: Population percentage of stress clusters
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Conclusions

[ User/Usage profiling leads to conclusions over delinquent behaviour

J Enhance business corporations and organizations to predict and protect
against the insider threat

(1 Such approaches should be only applied to certain cases (e.g., critical infra-
structures staff appointment)

1 Users with high stress levels perform similar patterns of behaviour

[ Proactive individuals/organizations protection capability

1 Ability to enhance protection against the insider threat in business process

security management systems
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